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import numpy as np
from PIL import Image

# IR

from stegano import 1lsb

secret = 1lsb.hide("4.png", "Hello World")
secret.save("4_new.png")

clear_message = lsb.reveal("4_new.png")
print(clear_message)

# FBEINER 5N ERE A2 XH0E
old = Image.open("4.png")
new = Image.open("4_new.png")

old_array = np.asarray(old)
new_array = np.asarray(new)

print(old_array.shape)
print(new_array.shape)

index1l = -1
count = @
for i,j in zip(old_array,new_array):
indexl += 1
index2 = -1
for i1,3j1 in zip(i,j):
index2 += 1
index3 = -1
for 12,32 in zip(i1,j1):
index3 += 1
if not i2==j2:
count += 1
print(count,index1,index2,index3,i2,7j2)
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# PRELIMINARIES

import os

from stegano import 1lsb #USED FOR PNG IMAGE
import skimage.io as sk

import matplotlib.pyplot as plt

from scipy import spatial

from tqdm import tqdm

from PIL import Image
from random import shuffle

import numpy as np # linear algebra
import pandas as pd # data processing, CSV file I/0 (e.g. pd.read_csv)
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image = sk.imread("/kaggle/input/png-for-steg/bald-eagle-png-transparent-image-pngpix-7.png")

secret = 1lsb.hide("/kaggle/input/png-for-steg/bald-eagle-png-transparent-image-pngpix-7.png", "I will be th
secret.save("encoded.png")

BATAREE G+ AMATAREEER T —KES, REL?
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imgl = sk.imread("/kaggle/input/png-for-steg/bald-eagle-png-transparent-image-pngpix-7.png")
img2 = sk.imread("/kaggle/working/encoded.png")

fig,ax = plt.subplots(1,2,figsize=(18,8))

ax[@].imshow(imgl)
ax[1].imshow(img2)
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print(lsb.reveal("/kaggle/working/encoded.png"))

# I will be there but you can't find me even if I'm a very very very long sentence
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vecl = np.reshape(imgl, (1151*1665*4))
vec2 = np.reshape(img2, (1151*1665*4))

HARIE—TRMNMRA, BXTREMANRE, REZHLEN1

print(1 - spatial.distance.cosine(vecl,vecl))
print(1 - spatial.distance.cosine(vecl,vec2))
print(spatial.distance.cosine(vec2,vecl))

# 1.0

# 0.9999991304853004
# 8.695146995751912e-07
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BASE_PATH = "/kaggle/input/alaska2-image-steganalysis"”
train_imageids = pd.Series(os.listdir(BASE_PATH + '/Cover')).sort_values(ascending=True).reset_index(drop=T
test_imageids = pd.Series(os.listdir(BASE_PATH + '/Test')).sort_values(ascending=True).reset_index(drop=Tru

cover_images_path = pd.Series(BASE_PATH + '/Cover/' + train_imageids ).sort_values(ascending=True)
JMIPOD_images_path = pd.Series(BASE_PATH + '/JMiPOD/'+train_imageids).sort_values(ascending=True)
JUNIWARD_images_path = pd.Series(BASE_PATH + '/JUNIWARD/'+train_imageids).sort_values(ascending=True)
UERD_images_path = pd.Series(BASE_PATH + '/UERD/'+train_imageids).sort_values(ascending=True)
test_images_path = pd.Series(BASE_PATH + '/Test/'+test_imageids).sort_values(ascending=True)

ss = pd.read_csv(f'{BASE_PATH}/sample_submission.csv')

R, A% O A DA SRR B g hd 2 3w BB, EMT2[JUNIWARD, JMiPODAIUERD]

1. UNWARD: @H/MEMHNRE, #IRCNNATEEJUNWARD EZH 8
X https://arxiv.org/ftp/arxivipapers/1704/1704.08378.pdf

2. JMiPOD: #i®RCNNM T K& E JMiPOD B4 I8 SChitps:/hal-utt. archives-ouvertes fr/hal-02542075/file/) MiPOD_vPub.pdf
3. UERD: ¥AHANBREAR, MRRIMEMEE, RIERIE G L BHTER

B, UBRBENRATHEEERE ARG EEE, RITBRIRT BRENE

#VISUALIZING SOME IMAGES FROM COVER SECTION

fig, ax = plt.subplots(nrows=2, ncols=2, figsize=(30, 15))

k=0

for i, row in enumerate(ax):

for j, col in enumerate(row):

img = sk.imread(cover_images_path[k])
col.imshow(img)
col.set_title(cover_images_path[k])
k=k+1

plt.suptitle('Samples from Cover Images', fontsize=14)

plt.show()


https://arxiv.org/ftp/arxiv/papers/1704/1704.08378.pdf
https://hal-utt.archives-ouvertes.fr/hal-02542075/file/J_MiPOD_vPub.pdf
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fig, ax = plt.subplots(nrows=3, ncols=4, figsize=(30, 15))
for i in range(3):

If you want to print more images just change the values in range and ncols in subplot

cvimg = sk.imread(cover_images_path[i])
uniimg = sk.imread(JUNIWARD_images_path[i])
jpodimg = sk.imread(IMIPOD_images_path[i])
uerdimg = sk.imread(UERD_images_path[i])

ax[i,0].imshow(cvimg)
ax[i,0].set_title('Cover_IMG'+train_imageids[i])
ax[i,1].imshow(uniimg)
ax[i,1].set_title('INIWARD_IMG'+train_imageids[i])
ax[i,2].imshow(jpodimg)
ax[i,2].set_title('IMiPOD_IMG'+train_imageids[i])
ax[i,3].imshow(uerdimg)
ax[i,3].set_title('UERD_IMG'+train_imageids[i])
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img_cover = sk.imread(cover_images_path[0])
img_jmipod = sk.imread(JMIPOD_images_path[@])
img_juniward = sk.imread(JUNIWARD_images_path[@])

img_uerd = sk.imread(UERD_images_path[0])

fig, ax

ax[e,0e].
ax[e,1].
ax[e,1].

ax[oe,2].
ax[e,2].
ax[e,3].
ax[e,3].
ax[e,0e].

ax[1,0].
ax[1,1].
ax[1,2].
ax[1,3].
ax[1,0].

ax[2,0].
ax[2,1].
ax[2,2].
ax[2,3].
ax[2,0].

= plt.subplots(nrows=3, ncols=4, figsize=(16, 12))

imshow(img_jmipod)
imshow((img_cover == img_jmipod).astype(int)[:,
set_title(f'{train_imageids[k]} Channel 0')

imshow((img_cover == img_jmipod).astype(int)[:,
set_title(f'{train_imageids[k]} Channel 1')
imshow((img_cover == img_jmipod).astype(int)[:,

set_title(f'{train_imageids[k]} Channel 2')
set_ylabel('JMiPOD', rotation=90, size='large',

imshow(img_juniward)

imshow((img_cover == img_juniward).astype(int)[:
imshow((img_cover == img_juniward).astype(int)[:
imshow((img_cover == img_juniward).astype(int)[:

set_ylabel('JUNIWARD', rotation=90, size='large'

imshow(img_uerd)

:,0])
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520

fontsize=14)

»1,0])
»51])
»152])
, fontsize=14)

imshow((img_cover == img_uerd).astype(int)[:,:,0])
imshow((img_cover == img_uerd).astype(int)[:,:,1])
imshow((img_cover == img_uerd).astype(int)[:,:,2])

set_ylabel('UERD', rotation=90, size='large', fontsize=14)

plt.suptitle('Pixel Deviation from Cover Image', fontsize=14)

plt.show()


https://www.kaggle.com/iamleonie/alaska2-first-look-into-the-wild-data
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https://www.kaggle.com/c/alaska2-image-steganalysis/discussion/147494
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RERBHEEFEARAR, HEEMBRMNCELEFERN, EERknaive T iEMREZIRFHIE, FHILANIITE
FIR— RS B HIFBR

A REERDCT R

R R B RREJPEGEI B A FREEDCT R %+, HHBEDCTRENATHER, FREMN (WE
B RN AEH
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REZMNLFFEEFHIE TXNERE, ETREGXNEBEE L7, PETREERGHENELE N,
MREHEEXE T, EEXERM: https://www.kaggle.comvtanulsingh077/creating-labels-for-steganalysis
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fig,ax = plt.subplots(3,4,figsize=(20,12))

for i,paths in enumerate(cover_images_path[:3]):
image = Image.open(paths)
ycbcr = image.convert('YCbCr')
(y, cb, cr) = ycbcr.split()

ax[i,0].imshow(image)
ax[i,0].set_title('Cover'+train_imageids[i])
ax[i,1].imshow(y)
ax[i,1].set_title('Luminance")
ax[i,2].imshow(cb)
ax[i,2].set_title('Cb:Chroma Blue')
ax[i,3].imshow(cr)
ax[i,3].set_title('Cr:Chroma Red')


https://www.youtube.com/watch?v=Q2aEzeMDHMA&list=PLzH6n4zXuckoAod3z31QEST1ZaizBuNHh&index=3

BAE, ETATIFHHRR Coverfl gl B4 )Y CbCrif) AN [l iE

fig,ax = plt.subplots(4,4,figsize=(20,16))
plt.tight_layout()

iml = Image.open(cover_images_path[@])
im2 = Image.open(JUNIWARD_images_path[0])
im3 = Image.open(JMIPOD_images_path[0])
im4 = Image.open(UERD_images_path[0])

for i,image in enumerate([iml,im2,im3,im4]):
ycbcr = image.convert('YCbCr')
(y, cb, cr) = ycbcr.split()

ax[i,0].imshow(image)
ax[i,0].set_title('Image')
ax[i,1].imshow(y)
ax[i,1].set_title('Luminance")
ax[i,2].imshow(cb)
ax[i,2].set_title('Cb:Chroma Blue')
ax[i,3].imshow(cr)
ax[i,3].set_title('Cr:Chroma Red')
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! git clone https://github.com/dwgoon/jpegio

Ipip install jpegio/.
import jpegio as jio
package {3 F A1 8 & 7] DLZEIX B & & https:/github.com/dwgoon/jpegio

J&tcoeff_arrays# i F&YChCrif fiig =M@ MIDCT 2%, ik A4 %I CoverfMEncoded ImagefIDCT %
#, HERAEEFEROFEEMNER


https://github.com/dwgoon/jpegio

fig,ax = plt.subplots(4,4,figsize=(20,16))
plt.tight_layout()

for i,path in enumerate([cover_images_path[@],JUNIWARD_images_path[@],IMIPOD_images_path[@],UERD_images_pat

image = Image.open(path)
jpeg = jio.read(path)

DCT_Y = jpeg.coef_arrays[0]
DCT_Cr = jpeg.coef_arrays[1]
DCT_Cb = jpeg.coef_arrays[2]

ax[i,0].imshow(image)
ax[i,0].set_title('Image")
ax[i,1].imshow(DCT_Y)
ax[i,1].set_title('Luminance')
ax[i,2].imshow(DCT_Cb)
ax[i,2].set_title('Cb:Chroma Blue')
ax[i,3].imshow(DCT_Cr)
ax[i,3].set_title('Cr:Chroma Red')

HEGE, BRMNBEAGREMEEBGREZRKNERETON, FEFENAARARER % RELLR
IIRE—TDCTEMERMBRNER, BERXLER, XRBABTRAN Ml EFKHRE



coverDCT = np.zeros([512,512,3])

stegoDCT = np.zeros([512,512,3])

jpeg = jio.read(cover_images_path[0])
stego_juni = jio.read(JUNIWARD_images_path[0])

coverDCT[:,:,0]
stegoDCT[:,:,0]

jpeg.coef_arrays[@] ; coverDCT[:,:,1] = jpeg.coef_arrays[1] ; coverDCT[:,:,2] = jpeg.coef
stego_juni.coef_arrays[@] ; stegoDCT[:,:,1] = stego_juni.coef_arrays[1] ; stegoDCT[:,:,2]

DCT_diff = coverDCT - stegoDCT

# So since they are not the same Images the DCT_diff would not be zero
print(len(DCT_diff[np.where(DCT_diff!=0)]1))

print(np.unique(DCT_diff))

plt.figure(figsize=(16,10))

plt.imshow( abs(DCT_diff) )

plt.show()

# 5883
# [-1. 0. 1.]

https://iblog.csdn.net/




coverPixels = np.array(Image.open(cover_images_path[0])).astype('float')

stegoPixels = np.array(Image.open(JUNIWARD_ images_path[@])).astype('float')

pixelsDiff = coverPixels - stegoPixels

# So since they are not the same Images the pixels_diff would not be zero
print(len(pixelsDiff[np.where(pixelsDiff!=0)]1))
print(np.unique(pixelsDiff))

plt.figure(figsize=(16,10))

plt.imshow( abs(pixelsDiff) )

plt.show()

# 161125
# [-4. -3. -2. -1. @. 1. 2. 3. 4. 5.]

X L8 BB AR AEHEWT RN ROR 47, OADCT MPixeliE K K G # R4t 7RI BN HREFANTLHR
BRERERZHRA, MDCTEUAEEXLEEE, TG RME T

EHRMDCTHERNWEFERENBEFRITTLUES], PixelRALDCTELZKIEEE, Hitx THEEIGAM
Ko B R 2 18] ) X 73 BE B X 734

BAVDFHEEE B LIRS E 4 I RA



fig,ax = plt.subplots(1,2,figsize=(16,12))
ax[0].imshow(abs(DCT_diff))
ax[1].imshow(abs(pixelsDiff))
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