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#!1/usr/bin/env python
# -*- coding: utf8 -*-

import sys




20160930
False

== "'"_main__':
' in sys.argv or '--help' in sys.argv or (sys.argv) < 2:
'Usage: python bwm.py <cmd> [arg...] [opts...]")

cmds: ")

encode <image> <watermark> <image(encoded)>")

image + watermark -> image(encoded)"')

decode <image> <image(encoded)> <watermark>")

opts:"')
! --debug, Show debug')
! --seed <int>, Manual setting random seed (default is 20160930)')

(
(
(
(
(
(' image + image(encoded) -> watermark')
(
(
(
( --oldseed Use python2 random algorithm.")
(" --alpha <float>, Manual setting alpha (default is 3.0)")
Sys. @D)
cmd = sys.argv[1]
if cmd != 'encode’ and cmd != ‘decode’:
('Wrong cmd %s' % cmd)
Sys. @D)
if '--debug' in sys.argv:
debug = True
del sys.argv[sys.argv. ('--debug')]
if '--seed' in sys.argv:
p = sys.argv. ('--seed")
if (sys.argv) <= p+1:
('Missing <int> for --seed')
Sys. (1)
seed = (sys.argv[p+1])
del sys.argv[p+1]
del sys.argv[p]
if '--oldseed' in sys.argv:
oldseed = True
del sys.argv[sys.argv. ('--oldseed")]
if '--alpha' in sys.argv:
p = sys.argv. ('--alpha')
if (sys.argv) <= p+1:
('Missing <float> for --alpha')
Sys. (1)
alpha = (sys.argv[p+1])
del sys.argv[p+1]
del sys.argv[p]
if (sys.argv) < 5:
('Missing arg...")
Sys. (1)
fnl = sys.argv[2]
fn2 = sys.argv[3]
fn3 = sys.argv[4]

import cv2
import numpy as np
import matplotlib.pyplot as plt
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e (RGB) BB & 7~ B R
def (img):

b, g, r = cv2. (img)

return cv2. ([r, g, b])

if cmd == 'encode':
('image<%s> + watermark<%s> -> image(encoded)<%s>' % (fnl, fn2, fn3))
img = cv2. (fnl1)
wm = cv2. (fn2)

if debug:
plt. (231), plt.
plt. ([1), plt. q
plt. (234), plt.
plt. ([1), plt. q

(img)), plt. ('image")
)

(wm)), plt. ("watermark")

(
]
(
]

)

# print img.shape # %, %, @&
h, w = img.shape[0], img.shape[1]
hwm = np. (( (h * 9.5), w, img.shape[2]))
assert hwm.shape[@] > wm.shape[0]
assert hwm.shape[1] > wm.shape[1]
hwm2 = np. (hwm)
for i in (wm.shape[0]):

for j in (wm.shape[1]):

hwm2[1][3] = wm[i][3]

if oldseed: random. (seed,version=1)
else: random. (seed)
m, n = ( (hwm.shape[©@])), (hwm.shape[1]))
if oldseed:
random. (m, random=random. random)
random. (n, random=random.random)
else:
random. (m)
random. (n)

for i in (hwm.shape[0]):
for j in (hwm.shape[1]):
hwm[i][J] = hwm2[m[i]][n[J]]

rwm = np. (img.shape)
for i in (hwm.shape[@0]):
for j in (hwm.shape[1]):
rwm[i][3] = hwm[i][]]
rwm[rwm.shape[@] - i - 1][rwm.shape[1l] - j - 1] = hwm[i][]]

debug:
plt. (235), plt. ¢ (rwm)), \
plt. ("encrypted(watermark)")

plt. ([1), plt. (I

f1 = np.fft. (img)
f2 = f1 + alpha * rwm
_img = np.fft. (f2)

if debug:
plt. (232), plt. (np. (f1))), \
plt. ('fft(image)")
plt. ([1), plt. (rn




img_wm . (_img)

assert cv2. (fn3, img_wm, [ (cv2.IMWRITE_JPEG_QUALITY), 100])

# () RE
img_wm2 = cv2. (fn3)
sum = 0
for i in (img_wm.shape[0]):
for j in (img_wm.shape[1]):

for k in (img_wm.shape[2]):
]

sum += np. (img_wm[i][j][k] - img_wm2[i][]j][k], 2)
miss = np. (sum) / (img_wm.shape[@] * img_wm.shape[1] * img_wm.shape[2]) * 100
('Miss %s%% in save' % miss)

if debug:
plt. (233), plt. ( (np. (img_wm))), \
plt. ("image(encoded) ")
plt. ([1), plt. (1)

f2 = np.fft. (img_wm)
rwm = (f2 - f1) / alpha

rwm = np. (rwm)

(rwm.shape)
for i in ( (rwm.shape[@] * 0.5)):
for j in (rwm.shape[1]):
wn[m[i]][n[j]] = np. (rwm[1][3])
for i in ( (rwm.shape[@] * 0.5)):
for j in (rwm.shape[1]):
wm[rwm.shape[@] - i - 1][rwm.shape[1] - j - 1] = wm[i][]]

if debug:
assert cv2. ('_bwm.debug.wm.jpg"', wm)
plt. (236), plt. ( (wm)), plt. (u'watermark")
plt. ([1), plt. (LH

if debug:
plt. @)

elif cmd == 'decode':
("image<%s> + image(encoded)<%s> -> watermark<%s>' % (fnl, fn2, fn3))
img = cv2. (fnl1)
img_wm = cv2. (fn2)

if debug:
plt. (231), plt. (img)), plt. ("image")
plt. ([1), plt.
plt. (234), plt. (img_wm)), plt. ("image(encoded) ")
plt. ([1), plt.

if oldseed: random. (seed,version=1)
else: random. (seed)
m, n = ( ( (img.shape[0@] * 0.5))), (img.shape[1]))
if oldseed:
random. (m, random=random. random)
random. (n, random=random. random)
else:
random. (m)
random.




np.fft. (img)
np.fft. (img_wm)

debug:
plt. (232), plt. (np. (f1))), \
plt. ('fft(image)"')
plt. ([1), plt. (rn
plt. (235), plt. ( (np. (f1))), \
plt. ('fft(image(encoded))")
plt. (I1), plt. (In

(f2 - f1) / alpha

np. (rwm)

plt. (233), plt. ( (rwm)), \
plt. ("encrypted(watermark) ")
plt. ([1), plt. ([H

(rwm.shape)
for i in ( (rwm.shape[@] * 0.5)):
for j in (rwm.shape[1]):
wn[m[i]][n[j]] = np. (rwm[i][3]1)
for i in ( (rwm.shape[@] * 0.5)):
for j in (rwm.shape[1]):
wm[rwm.shape[@] - i - 1][rwm.shape[1] - j - 1] = wm[i][]]
assert cv2. (fn3, wm)

if debug:
plt. (236), plt. (wm)), plt. (u'watermark")
plt. ([1), plt.

if debug:
plt. @)
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opencv-python==4.2.0.34
matplotlib==2.1.1
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pip install -r requirements.txt
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python3 bwm.py decode dayl.png day2.png day3.png --oldseed
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—% python bwm.py decode fuli.png fuli2.png fuli3.png —oldseed
python: can't open file 'bum.py': [Errno 2] No such file or directory

—( -[~/RE/HEA ]
—% python3 bwm.py decode fuli.png fuli2.png fuli3.png —oldseed
python3: can't open file '/home/kali/#iT /¥ 8 /bwm.py': [Errno 2] No such file or directory

—( “[~/RE/EA ]
L¢ python bwm.py decode fuli.png fuli2.png fuli3.png —oldseed
Traceback (most recent call last):
File "buwm.py", line 60, in <module>
import cv2
ImportError: No module named cv2

—( “[~/RE/EE ]
L% python3 bwm.py decode fuli.png fuli2.png fuli3.png —oldseed
image<fuli.png> + image(encoded)<fuli2.png> — watermark<fuli3.png>
/home/kali/% & /% B /bwm.py:179: DeprecationWarning: The #randoms parameter to shuffle() has been deprecated
since Python 3.9 and will be removed in a subsequent version.
random.shuffle(m, random=random.random)
/home/kali/% @ /3 B /bwm.py:180: DeprecationWarning: The xrandom# parameter to shuffle() has been deprecated
since Python 3.9 and will be removed in a subsequent version.
random. shuffle(n, random=random.random)
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