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weixin 30364147 F 2018-04-06 23:02:00 K47 57 e
XEFRE: python

JECBEREE: httpy//www.cnblogs.convanic/p/8729329.html

RAR

XRFFEA WK, WEEERIBESwriteup, FrUEXEIEFE—T

UPXim5z, T HlinuxTupx -dJCi%fg, thiikgdblida attach

[1]+
[ : ( Jiangwang/ hide# check
[*1 ' /mnt/hgf : 8qiangwang/ hide/ hi

i Arch: amd64- 64- Little

RELRO:

Stack:
NX:

: ~/ctfsample iang 3/ hide#

dq @DBT@FBFB29BE148Dh, @C7DAF6387F4866E8h, 36117@4DDFBS5884Ah
dq 267C8314819B84A6h, 482574DBECDC3E@Rh, 1B832F61E75@6243Ch
dq 7@FEEB@3BEG4@34%9h, BADEE33@3ABBS1EBh, @D37F@F@1495857E%h
dq 445@87B6F4CE5DC2Ch, @D74173516248BE41h, 491D@4A28B82835Eh
dq BED7S14E1C5C@2832h, JE183284A49586Fh, @C1SD@2DESBETEBLEh
dq @D341E88155461@3Fh, 574DEE@S4DDD3AEEh, 1A2(BG@VEGB38A28h
dq 29C13BF78AF132B9h, 12B13C4F@77533D8h, @C1CEADBDECE3AB44h
dq BBF@3582CAB3EEGBh, BD2EBDG44BCASFRTER, BDBIT7975C539D6FCh
dq 9328164819C1C1A8h, B96E1DB16@588928h, BDBF7BCTA22BCEB48h
dq BC6F641839FFE29BDh, 2D7C3D4ABD7482h, 76FAAF3FCDO94CA

dq @F2@88E493B7FBDEDh, 8345C78C5584FB17h, 3198C38CACAAFDCLh

PR .Y AAEITi, o BEAIEGCLIBAN Fww%
E," Warning

'Q' The debugger could not attach to the selected process.

This can perhaps indicate the process was just terminated, or that you don't have the necessary privileges.

_—
dq SA415941327DAEZAh, BAAFATEEAAARIDITAh, BAADEATBE6FEOESSDh
dq 89BCFEl4D8BE1@7Eh, BBAEEFDEE®CL773C3h, BFBESCTBIEET78480h
dq @D33B5BEF1F3DFEFAh, 4CESES@4122F537h, @CIAECDF@@@6AB3CBH
dq 42CFD7C259BFDASSh, 45685AEB6B@E5FSEh, BCECACCECECS5438h
dq BEGE3@6ECED7CC3C143h, 24924924C373E6h
db 2 dup(@), @ash, @FFh
ends

end start

/

BoR64hr, Frildfpushad, REERANEEHN, B, BEEFREGKE.
HiB1TE—0x400dd0, KB LT LUE RFRFHT
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¥ IDA - hide Fi\ctfsample\2018giangwang\hide\hide
File Edit Jump Search View Debugger Options Windows Help IDAEA
[ u Remote Linmx debugger - ﬁ@ P EX gj %‘- % a D E_) [ 0* :"_.,"_-S

Library function Jll Begular function [ Inztruetion Data Unexplorad External symbol

Dlebug View @ | Structures |:| I BE Enums |:| |
A vierkr @ | PsendocodeC [ | PseudocodeF B Pendocodeh [ | 3 General rezi
LOAD: DBOBOBOROBLABDD D var 30= dword ptr -36h . [RDX @@@e7FFDAL
LOAD: PBOAOBOBOBLABDDE var 2C= dword ptr -2Ch [ |rs1 peeoesaeRs
LOAD: 00000000884 08DDA arg_B= quword ptr 8 B RDI 200GRE0B00]
RIP LOAD : BBOBOBOH0 B4 BODD B R G
L0AD:0088008008400002 puzh 112 i
H pus r

LOAD : 00BO0A000640BDDS xor eax, eax [ GLELEELELT
LOAD : 80080608080488DD6 push rbp (B GIIELEEELD
LOAD : B868060806488DD7 push rbx RS ©600000066]
LOAD: B0B0A0B064BEDDS mou rbp, rdx R1P 6E0DE0EERE
LOAD : PBABOBABNALABDDE mov r12, rcx R11 PERRERRERE)
remerrrorrer

00000000 0000000000400000: sub_4000D0 (Synchronized with ETF) || 4|

@ Hex View-1

00000ABOAALAEF70 04 4D 85 CO 48 98 48 89 44 24 98 OF 84 50 61 08 .HM....H.D$...P..
000000000044EFE0 00 48 8D 54 24 28 48 8D 74 24 88 B9 6D 00 60 00 _H.T$(H.t$
000000000044EF90 41 BA 08 00 068 00 48 63 FF 89 C8 OF 05 48 3D 08 A..... Hc...
080000000844EFAD FO FF FF 48 89 C2 OF 87 OC 61 08 00 4D 85 CO OF ............
00808000000L4EFE S 85 CO BF 88 CB 00 60 B0 48 8B 4C ... _....... H.L
0B000000004MEFCO 24 40 48 8B 54 24 28 49 89 48 08 48 8B 4C 24 A8 S$EH.TS(I.H.H.LSH
080060000044EFDO 49 89 10 49 89 48 10 48 8B 4C 24 50 49 89 48 18 I..1.H.H.L$PI.H.
08000000004 4EFED 48 8B 4C 24 58 49 89 48 20 48 8B 4C 24 60 49 89 H.L$KI.H H.L$'I.
08006000004 4EFFD 48 28 48 8B AC 24 68 49 89 48 30 48 8B 4C 24 78 H(H.L$hI.HOH.L$p
000000000044F 000 49 89 48 38 48 8B 4C 24 78 49 89 48 40 48 8B 8C I.HBH.L$xI.HEH..
080000000044FO10 24 80 00 00 60 49 89 48 48 48 8B 8C 24 88 60 00 $....I.HHH..$...

O004EFED 0O0000000044EFED: start

Sl tutout windax

< | i F
s| RAax = @LL;

5 w2 = ai;

7 __asm { cpuid }

=  dword GCCEBB4 = RAX;

o w25 = B8;

B w26 = B;

1| w2¥ = B;

2 if ( (_DWORD)_RCX %= *letn’ || (_DWORD) RBX %= 'uneG' || (_DWORD)_RDX *= '"Ieni’ )
3 4

4 if ( ( _DWORD) RCX == 'DMAc' && { DWORD) REX == "htuf' && { DWORD) RDX == ‘itne’ )}
5 {

= sub_488D6@(&V25, &U26, U2, &UZT);

7 _RAX = Bx80000000LL ;

8 __asm { cpuid }

il if { (unsigned int) RAX > Bx800000888 )

B {

1 _RAX = 214748364911 ;

2 __asm { cpuid }

3 dword_6CCH28 = RAX;

4 dword GCCB2C = RBX;

Fi dumphext i Ak dump i 7%, Jlhide_dump

static main(void)

auto fp, begin, end, dexbyte;

fp = fopen("C:\\dump.dex", "wb");

begin = 0x400000;

end = 0xADCO000;

for ( dexbyte = begin; dexbyte < end; dexbyte ++ )

fputc(Byte(dexbyte), fp);
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}
R dumpi N A LA BEFBITH RS T, BdrFaRkE, X8
0x4008907 & K 1E i /5 3l ik

[l e

298
eaeaoaoaoe420558
A000000000400890 ; Attributes: noreturn

298
eaeaoaoaoe420558 public start
aaapaaaaBalB0890 start iroc near
B200000000188592 mov ra, rdx
BRERBBEAERLBEELS pop rsi
2080020000400896 mov rdx, rsp
eaea000000420599 and rsp, @FFFFFFFFFFFFFFF@h
20e000000040689D push rax
20808R2000040089E push rsp
202000202048839F mov rg, offset sub_4@16B8
20200000004008A6 mov rcx, offset loc_4@1628
20800R00004803AD mov rdi, offset sub_48@9EF
a0ep0p0000400584 call sub_4@eDDe \
aaaa0a0a004885884 start endp
eaeaoa00004280584

GEisiTHEp, fFidaBHm@mA—TH%, BT BH#EIE1TH0x4009ef
from idaapi import *
fromidc import *

run_to(0x4009ef)

LIEIJ.J.IH VIEW_H.I_I | 4= L ==uuuLua [r=T] | Eunrea.wp01n1.5|_| I = 2TY1INngs W1naow I_I I [ ned WlewTl I_| I [#2] SsTructu " I_| I L3:_|J-'-l'l‘.l.|115|_| I |'_"|i|J.I'I
1|__int6ds sub_ 4889EF()
24
3 __ intéhs vB; // rdz
4 intéh vi1; fF rcx
5 __intéh v2; fF 8
6 __intéd result; f/ rax
7| char vh; // [rsp+18h] [rbp-78h]
53 unsigned _ intéh vS; /F [rsp+78h] [rbp-8h]
]
18 whs = _ readfsquord({B8x28uj;
11 if { ptrace_{6LL, BLL, ALL, BLL) )
12 call_do_something(OLL, BLL, vO, ul, u2); f B EEptrace, Bexit? MR Eme 2
13| sys_write_{1u, "Enter the flag:%n", Bx18ulLL);
14 sys_read_(BLL, {  intah)&ul);
15 if { {unsigned int)check{{ intoL)&uls) ¢= 8 )}
16 sys_write_ (1u, "You are rightin", BOxEulL};
17 else
18 sys_write_{1u, “You are wrongin™, OxEulL);
19 result = BLL;
26/ if { _ readfsquord(@8x28u) t= uS )
21 sub_4u42488();
22 return result;
23 %
4 [0 3

gwb{this_is_wrong_flag}
check®|—Miflag, LAt Seidptrace B M ctri+dfE RS R, 7 LU Hiright.
ERHAZIEFE BT RiRwrongl, HiIER#TT RIRR A RBE T 2%


https://images2018.cnblogs.com/blog/113641/201804/113641-20180406230039586-1034978027.png
https://images2018.cnblogs.com/blog/113641/201804/113641-20180406230044926-1688779003.png

R ptrace.h, ptraceiX B ZPTRACE_TRACEME, HIAR

E 1.p5«'l’3|E stepz.p}'ﬂla xiaomimi.pyﬂlE W ll’ElE new 2F.'.'i|E test.p}'ﬂlE msgl.binl’ElE mng.binkElE ida pyed E ptrace. hEd

16 Ak ~

R R R R A R R N R RN N R R R N A R R R N R A N R N A R R R A R R N R RN AR R AR AN R AR AR AR AR

=
.|

L o R A R AR R AR R A AR R A A AR N A AR R AR AN AR AN R A AR R AN A AN A AR NI A ARRAAAR AN A ARA AT AR S

Cl#ifndef UAPI_LINUX_PTRACE_H
#define UAPI_LINUX_PTRACE H
#include <linux/types.h>
idefine PTRACE_TRACEME ©
fdefine PTRACE PEEETEXT 1
fdefine PTRACE PEEEDATR 2
fdefine PTRACE PEEEUSR 3
fdefine PTRACE POEETEXT 4
fdefine PTRACE POEEDATR 5

m

Ry k3 R Ry B3 ORD R R R R
S [ PO Y SV (T S e T ¥ s ¢

8 #define PTRACE POEKEUSE &

= #define PTRACE CONT 7 L

30 #define PTRACE KILL 8

21 #define PTRACE SINGLESTEP 9

32 #define PTRACE ATTACH 16

53 #define PTRACE DETACH 17

34 #define PTRACE SYSCALL 24

2 #define PTRACE SETOPTICNS 0x4200

36 #define PTRACE GETEVENTMSG 0x4201

37 #define PTRACE GETSIGINFC 0x4202
2o = DT s I O s TR Falaa ]

R KR “Enter the flag:” /& & F 24051

function B Instruction Data | Unexplored External symbol

O & X IDJ\ m | Pseudo'" D | Stack of =ub_ ' l:' | Break"' D | Estrings D | @Hex D | EI Stru- D | E|E
o LOAD: beoeoaRe084A0008 db 1, @, 2, @

1 BeeeRERERa4A8084 aQwbThisIsWrong db "gwb{this_is wrong_flag}',@

BeaaoaeeRa480004 ; DATA XREF: check+lato

LOAD : 82000000004A891C ; char aEnterTheFlagl[]

LOAD : 2000000000844091C aEnterTheFlag db "Enter the flag:',84h,8

LOAD: eaaaaaea0044691C 3 DATA XREF: sub_ 48@3EF+4Fto
LOAD: egeaeaaaeadea1C ; LOAD:@2p280000084C8EC2)0

L 0AD: ARABRBARERAARGDN char avoudceBicht[]

xrefs to aEnterTheFlag @M
Directn Ty| Address Text
Up o sub_4009EF+4F mov i, offset aEnterTheFlag:

“Enter the flagz:'n"
JICECH : . t aEnterTheFl Enter the d

l 0K I’ Cancel ][ Search ]’ Help

Line 2 of 2

4

- i 0 X Tsu
¥ LOAD: BEREe20e04409A8 aFatalCannotDet db "FATAL: cannot determine kernel wversion',eah,e

o4
. .

L] LI k
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IDA ViewRIF @ Erealpoints | ‘s’ Strings window
hide:88080B080BBLCE8EAR [ —————————— - -
hide : 8000008808084C8EAY oK rdi, rdi
hide:A0000880R04CEEA3 =oOr ¥si, rsi
hide:B0000000004C8EAG Xor rdx, rdx
hide:80080000804C8EA? xor r18, r18
hide:88088800804C8EAC mov eax, 6Gh
hide: 90000000884 C8EB1 syscall ; LINUX - sys_ptrace L
hide: 00000880084 CEER3 cmp eax, @
hide:B80000800804C8ERG jnz locret_4C8FDB
hide:800808008B4C8EBC xor rdi, rdi
hide: 80008880084 CEERBF inc rdi
hide:80080000804C8EC2 mov rsi, offset aEnterTheFlag ; "Enter the flag:in™
hide:A0060000804CBECY? mov rdxz, 18h
hide:000000000804C8EDD xor eax, eax
hide:80080000804C8ED2 inc eax
hide: A0BBBARBBALCEEDY syscall ; LINUX - sys_write
hide:00000800864C8EDG xor rdi, rdi
hide:80080000804C8ED? xor eax, eax
hide:0888ARBBALCEEDE mov rsi, offset unk_6CCDBA
hide:00000800864C8EE2 mov rdx, 28h

UNEROWHN 00000000004C5EAD: hide:00000000004C8EAD (Symchronized with RIP)

e e B e W e B e R W ==

'i_];[gx Yiew=1 0 8 x  [OlStack view i
4 | 1 L
FEACBEAOtB A MM Fr t , PRBEIERIZITH BIXE . IERERM, RIS R

bt B e R
|

=

— e

==

: i
DA ¥iew-RIF B Breakpoints [ [ S R |

hide:B88088088BOLCBFED cmp rcx, 15h

hide:B8808808800LCBF11 jnz loc_4CSFA9

hide : 80BB8ABHBOACEF17 mov rdi, offset unk_6CCDBO

hide:B8808808800LC8F1E cmp byte ptr [rdi+1], 77h

hide:00800008004CEF22 jnz loc_ 4CSFAY |

hide:0B000BBOBOLCEF2E cmp byte ptr [rdi+2], 62h

hide:000000000B4CEF2C jnz short loc_ 4CBFA?

hide:060B0BBOBOLCEF2E cmp byte ptr [rdi+3], 7Bh

hide:0000000BB4CEF32 jnz short loc_ 4CBFA?

hide:0B000BBOBOLCEF34 cmp byte ptr [rdi+14h], 7Dh

hide:@808808B0OLCEF38 jnz short loc A4CBFAY

hide : 60BBBABABOACEF3A mov rdi, offset unk_6CCDBA

URENOWH 00000000004C8F22: hide: 00000000004C5F22  (Symchronized with RIF)

@ Hex View—1

gooooooOoaBsSCCDY6G 00 OO0 00 OO0 00 OO GO OO G0 00 OO0 00 OO 6O 6O BB ................
goooooooaBsCCDAG OO OO 00 OO0 00 OO GO OO 60 00 OO0 00 OO 6O BB BB ................
goooooooaescCDEG 71 F7 62 FB 61 61 61 61 61 61 61 61 61 61 61 61 qub{aaaaaaaaaaaa
gogeoooeeBSCCDEA 61 61 61 7D [m 00 660 00 OO0 00 60 OO 06 60 60 B8 aaa}............

UFEROWK 0000000000&CCTIC4: ki de: 0000000000BCCTIC4

O & x @Stack wiew

-~ BO8B7FFCOBCSY
08807 FFCBBCSY
08807 FFCBBCSY

[ BOB67FFCAACSY

~ UNEFOWHE O000TFFCCO

X EHMRARqwb{(HE R, #i&payload

qwkb{aaasaaaaaaaaaaas}

RIETHSIKLL T2 k8, f\ N & Iqwb{0123456789abcdef}H &) 43+ 110123456 789abcdef

sub_4C8CCO(__int64 a1)
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=1 — ==

= — ] == ] = s Mt s e s Rl
7] 1| _inté4 _ fastcall sub_4CBCCO{__intél4 at1)
29
3 _ int6d result; /7 rax
4 unsigned __intéd v2; /7 vt
s unsigned int w3; /4 [rsp+18h] [rbp-48h]
6 __intéd4 vh; /F [rsp+1Ch] [rbp-4&h]
7 signed int i; /7 [rsp+24h] [rbp-3Ch]
5 signed int j; // [rsp+28h] [rbp-38h]
g| dint w7; f/ [rsp+4Bh] [rbp-28h]
18| int v8; /F [rsp+44h] [rbp-1Ch]
11| int w9; /7 [rsp+48h] [rbp-18h]
12| dint v18; F/ [rsp+4Ch] [rbp-14h]
13 unsigned _ int64 vid; f/ [rsp+S8h] [rbp-8h]
14
15, wil = _ readfsqword({B8x28u);
16/ wi = "plis’;
17 wi = "Er3pP';
18 u® = "yR3v';
19, wi@ = *3¥h4d*;
280 For (1= 8; 1 <=1; ++1 )}
211 {
22 u3 = *x{_DUORD =)}{8 = i + al);
23 vl = x(unsigned int =){al + 4 + 8 = i);
24 for ( j = 8; ] <= 7; ++] )
25 {
| _ 26 3 += (®({&U7 + (BYTE&{u4) & 3)) + HIDWORD(u&4)) ~ ({{((unsigned int)uk >> 5) ~ 16 = vl) + vh);
L e 27 HIDWORD(u4) += 'gnil®;
v ®28 LODWORD{uk) = ({*=(&u7 + ({HIDWORD(u4) >> 11) & 3)) + HIDWORD{ul}) ~ ({{v3 >> 5) ™ 16 = u3) + u3)}) + ul;
29 h
— uinlnnsn/n sl b T =T O B o T = T
4 I F
26 for { 1= B; i <= 1; ++i )
21 {
75 ud = =(_DWORD x)(B = i + al); =
23 4 = =(unsigned int =)(al + 4 + & * i);
24 r {0 =8;  £=7; ] ) B
25 {
26 3 += (=(&u7 + (BYTE4{u4) & 3)) + HIDWORD{va)) ~ (({{unsigned int)us >> 5) ™ 16 = ul) + uk);
27 DWORD(uk4) += 1735289196; ]
28 LODWORD(us) = ({*(&u7 +[((HIDWORD(uk) >> 11) & 3)) + HIDMORD(uk)) = ({{u3 >> 5) ~ 16 = ul3) + uZ)) + uk;
29 H
UFEHOWH sub_MCSCCO:22 (4CED36) .
IE Hex View—1 O & x @ Stack view
00887 FFFC7 44021 B8 FA FF 7F 8300 00 990 00 00 00 00 90 08 @0 08 ... ... ......... » DOOOFFFFC7HL4C238
BO0O7FFFCYRLC2204 AC 82 508 C7 FEY 7F 68 80 B2 60 00 60 B0 08 80 68 .. P.. .. .. ....... 00087FFFC7LLC2HE 000000
BO0B7FFFC744C230%% A1 90 A8 A9 “@ 60 B0 B0 B0 00 60 B0 08 80 BB .. ... ... ....... 00087FFFCY4L4C248 000000
BOBBFFFFC7LMLC24L0 A0 R A0 63 80 08 60 B0 60 B8 B0 ... ........... BOBBYFFFC7LLC258 373635
A8007 FFFC744C250 00 08 00 00 00 00 00 88 O1234567........ BO007FFFC744C258 000000
BOBO7FFFC7 440268 O o 6 88 68 6O 6 BA B8 A6 BB ....ling........ BOBOYFFFC74LC268 676E6D
HOOOYFFFC74C270 EB8 C3 44 C7 FF 7F 98 88 73 31 49 70 58 33 72 45 ........ s1IpP3rE HOOOYFFFC744C268 OO0000
HOOOYFFFC7HAC280  F6 33 52 79 64 34 59 33 18 90 6C 60 69 08 60 80 wv3Rydayd..l..... [7]| 99887 FFFC744C270 00BO7F
\HEONE DOODTFEFCT44C254, [stack]:0000TFFECT440254 i
< | i
HOWH 00000000004CEDTT: sub_4CACCOHET (Symchreonized with RIF)
iew—1 O & x @Stack wi
CDZEDBZ18 88 FA FF 7F B3 B0 00 60 ©0 B0 60 00 B0 68 B8 B8 ... ... .......... +~ BOBBYFFCD
CDZEDBZ28 AC B2 F2 D2 FC 7F B0 88 ©2 B0 60 00 B0 688 88 688 ... ... .......... 880887FFCD
CD2EDB236 81 00 00 0O OO OO 6° B8 OO 86 60 6O 6O 60 60 88 ... ... ... ....... B0007FFCD
CD2EDB240 B4 CD S6C 66 66 66\/< 68 83 66 66 6P 6% = 88 88 ... ... .......... B0007FFCD
CDZEDBZ58 38 31 32 33 m 81234567 ... .. ... B88087FFCD
CDZEDBZ6H B8 @8 688 88 o6C ----ling@Scs. ... 880887FFCD
CDZEDBZ78 E8 83 ED D2 FC 7F @8 89 873 31 49 78158 33 72 45§ ........ s1IpP3rE 880887FFCD
CDZEDBZEBE 76 33 52 79 o4 v3Ryd4yY3..1..... B B80887FFCD
J00TFFCIZEDOZ54: [=tack]:0000TFFCDZEDDZS4 = UHEHOWH 0000

XE Ay H K B Wtest2.pyH Hiloop_j
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Edef loop 3(v3,v4):

HIDWCRD w4 = 0O

= for j in range(2):
i = HIDWCRD v4 & 3
t = struct.unpack("I",vTss[i*4:1%3+4]) [O]
w3 4= (v4 + ((v4<<s & OxELFFFFEF) A (w4 >> 5) )) * (t + HIDWCRD w4)

v3 = v3 & Oxffffffff

HIDWCRD v4 += Ox6T6E636C
HIDWCRD v4 &= OxXILILffff
i
t

HIDWCORD w4>>11 & 3
struct .unpack ("I",vTss[i*4:i+444]) [O]

ve 4= (v3 + ((v3 << ¢ & OxLILELELL)™(v3 >> 5))) * (vt + HIDWCRD v4)
v4 = v4 & Oxffffffff

I:_:I |:\|| "

= return v3,v4

sub_4C8E50——##4r 8§,
x w0 | Ees- 0| Bre- @ | Hese 0 | Eese 0 | e

1|_BYTE *__ fastcall sub_X4CBESB{__inté6h al)
2]

3| _BYTE =result; // rax

4 signed int i; // [rsp+i14h] [rbp-4h]
5

g For i = 8; i €= 15; ++i )

7 A

3 result = (_BYTE *){i + a1);

g xresult "= i

18 ¥

11 return result;

12|}

HAz: rdi (qwb{(}FHHAEEE FHEKZXRZ#]E) ==rsi (WF)

iUl = PO OO OO O TUTs 1 1 UL L nLur pLl unn__ouvoooo

hide:B0000000004C8F76 movu rdi, offset unk G6CCDBA
hide : 00000000004CEBF7D call near ptr unk_ 4CBESSH
hide:-00000000004CEFE2 mov rsi, offset unk 4CECBA
hide:-000000BAABL4CEFE? mov rdx, @
hide: AAAAOBAAAALCEF?A
hide:3000000A0B4CEFY?0 loc_ A4C8F90: ; CODE XREF: hide:ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂuESFn?¢ j

r hide: A00000000B4CEF?8 cmp rdx, 18h

A" hide:B8000080880B4CEF?L jnb short loc_4CBFB2
hide:A0AAOBAAARLCEF?6 mov al, [rdi]
hide:00000000004CE8F98 mov ah, [rsi]
hide:0000000004CEF?A cmp al, ah

1" hide:000000008004CEFIC jnz short loc_ 4CBFA?
hide:B0000008004C8F9E inc rdx

UFENOWH 00000000004C8F80: hide:loc_4CSFI0 (Symchronized with RIP)

[D] Hex ¥iew-1 O & X | [0 Stack vied
HO0OOOOOORLCECY0 B @83 CO 81 BA 65 6A 87 O6 65 60 60 FF FF 81 6  ................ + BOBOYFFCDC
HO000O0DDOOLCECED 74 @5 D3 81 60 AG B2 A5 00 60 FF FF 61 BA 6F 85 t............. 0. B8887FFCDC
HO000AAAAALCRCO A E3 BZ BB BB ﬂ3 ﬂ5 ﬂﬂ ﬂﬂ FF FF B1 BB B5 ﬂ1 ﬂ3 sﬂ ................ r—lﬂﬂﬂﬂ?FFCDB
dooooeppopLCECAD A AR DY A3 AC AR AR _AA__AA_AA_AA_AA AR AR AR AR . ............... — BOOOYFFCDC
IR
000008BAAALCECE A 8 Moooooooo ».dH.. B8887FFCDC
00000808 AAABLCECDA 25 28 ﬂﬂ a8 ﬂﬂ us 89 H5 Fs 31 Cﬂ C? H5 EA ?3 31 %(...H.E.1..E... B8887FFCDC

B8887FFCDC

UFERORH 00000000004C5CED . hide: unke_4C3CEQD -

Zidtest2.py i, 1538 —AE B KA B fIND_TH3HIdeCOdE
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————reverse———
h%? 11 7c 31 89
h4 a3 73 88 93
b5 al 78 Bc 96

ac 54 Ad Ve 11
ad 56 Be Ya 14
31 4e 64 5f 54
f1Nd_TH3H1ldeCAdE

Fir AN Aflag qwb{f1Nd_TH3HIdeCOdE}

SERRIZEAT, BATEqWb{fINd_TH3HIdeCOdE}E, Hlctr+dal LABE RBIELh (EZEARFT, BEAHsys read<i[E 4
HINIRFRF? )

EREFR A &IBITEhidefi A, MEAE T, FAptraced B REMHAERE, MR,
PAF il it IDAIZ AT H Bk S i i i) B Ak
from idaapi import *

fromidc import *

run_to(0x4009ef)
GetDebuggerEvent(WFNE_SUSP, -1)
SetRegValue(0x4C8EAQ,"RIP")
GetDebuggerEvent(WFNE_SUSP, -1)
run_to(Ox4C8EB3)
GetDebuggerEvent(WFNE_SUSP, -1)
SetRegValue(0,"RAX")
run_to(0x4C8CCO0)

AR S

from idaapi import *

from idc import *

run_to(0x4009ef) <-FoIB{TTeRk
GetDebuggerEvent(WFNE_SUSP. -1)
SetRegValue(0x4CBEAD,"RIP") & -ybg‘gg?ﬁ
GetDebuggerEvent{WFNE_SUSPE, -1) @%ﬂ
run_to(0x4CBEB3) —
GetDebuggerEvent(WFNE_SUSR, -1)
SetRegvalue(0RAX")  <-5E1T ptracefeE
run_to(0x4C8CCO) - o

%3, T https://www.cnblogs.conv/anic/p/8729329.htm
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