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cuses -parmission android:nases"ssdrodd.paredssion. ACCESS_LOCATION EXTRA_COMMANDS™ /5
cuses-pernlssion android:nemes"androcd. persdssion. MODIFY_MUDI0_SETTINGS /2
tuses-perndssion android:nsses”sroroid. persdssion. RECORD_&UOTO"
spermission android:nawes="com.tencent. testvulns.permission. AICESS" androdd:protectionlevels"sigrature™/»
tuses-permission android:neses®com. tencent. testyulns . permission. ACCESS™ /3

cmeta-data android;newe="sndrodd. suppert. VERSION® androidivalue="15.3.8%/>

« @ android. support
+m con. tencent . testvy
o HET

«=lib

Ta-INP

wras | capplication android:lsbels*@strirg/app_nare” android:icons®@drsssbles/ic_launcher® android:nsmes*com. ten |
| <BEEENIRY android;lebel="gstrirg/app_nare” android:nsmes"som. tencent, testyuln Mainbctivity®s
#Classes, dex mf cintent-filter:
4 & FESQUPCES .ArSC s id: nmes" grdrodd, InTent, actian MAIN®/
SEPE signature Al raid: namen"andredd, intent, categary. LAURCHER" /3
=4 54 |
55 | "
56/ o androld: label="@string/app_Nase” androld:nases"con TERCEnt. TESTVULN. SECONdACTIVITY /s
57| il androld: nawe="com. tencent. testvuln. FileDatakctivity™ s

58| cintent-filters —

5o <action android:neme="androdd.intent.action. tencent” >

“i </intent-filrers \

6| < : : s |

"i tservice android:lsbels"Momiters Seryice” android:nsmes®oom. tencent. testvuln.MoniterFileService™ asl

63 <action android:neses"sndroid. test.action.MoniterFileService™/>

ol /mervice:

s | coarwice android;label="MoniterInstalliervice” sndroid:nmmes"com. tencent, testvuln Maniterinstallfery

e cintent-filrer:

n:l'| <Herion andraid:Asmes"srdreld, s, action Maniterinatallsarvice” s

58| 2/ intant-Filrers

69| ofsaralea

| csaruica android:label="TestRemctasaryica” androld:neses"com_ tencent. tastuuln. TestResoteServics” amd

-,1| cintant-filter androdid:pricrity="1808">

2z caction androld:names"com.tencent.testvuln. IResoteService™ s

73 </intent-filter:
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TR AR ME S W E — T %40 T K2 8 E 4 (“com.tencent.testvuln.MainActivity”)

o ctf2.apk
EETANE [
« @& android. support
=@ com.tencent.testvuln
-8 C
w@®a
wob
[-R- N o
«® FileDataActivity
FEcIMainActivity
«®MoniterFileService
»®MoniterInstallService
w@R
=@ SecondActivity
=@ SystemEventReceiver
« @ TestRemoteService
@ @®WVulApplication
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RENXARK B H R B RS il ZonClickE 4T

public void onClick(view view) {
switch (view.getId()) {
case R.id.buttonl /*2131165187%/:
if (this.c.getText().lengthi)
Toast.makeText(this, "7
rEturn;

8 || this.d.getText(). length() == @) {
", 1).showi};

2
3
4
5
&
7
8 }

g string obj = this.c.getText().toString();

8 String obj2 = this.d.getText{).toString{);

1 Log.e{"test", obj + " testz = " + obj2);

3 Intent intent = new Intent({this, Seconddctivity.class);
3 imtent.putExtra{"ili", obj);

" intent.putExtra(“1il", obj2);

5 startdctivity{intent);

& FETUrD;

7 default:

B return;

2

B e — A switchiZ Ak Blview.id #EANE — 42 W52 case R.id.button1
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/* occess modifiers changed from: protected =/
public void onCreate8undle bundle) {
super . gnCreate bundle) ;
satContantView(R. layeut . activity_mainz);
Intent intent = getIntent();
sString stringExtra = imtemt.getStringExtral”ili");
String stringExtra2 = intent.getStringExtra("1il");
| if (Encryto. mmtactms. stringExtra + stringExtra2).egquals( VELzd/VaUPYNdn DxHIxig=="1] {
intent, setAction] "andreid.test.action,.MeniterInstallservice™);
imtent.setClass(this, MeniterInstallService.class);
intent, putExtral “company™, “tencent);
imtent . putExtra(“name”, “hacker");
intent.putExtral“age”, 18);
startactivity(intent);
startService/intent);

Editor edit = getSharedPreférences("test”, @).edit{});
edit.putstring(“ilil”, stringExtra);
edit_pwtString(“1ili"”, stringExtral);

edit, commit();
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if (Encryto.doRawData(this, stringExtra + stringExtra2).equals(“VEIzd/V2UPYNdn/bxH3Xig=="))
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FATEAE IR B BldoRawData 7 %

y|package com.tencent.testvuln.c;

2

4[public class Encryte |

" public static native int checkSignature(Obiect ebj);

H

6 public static native 5tring decede(Cbject obj, String str);
¥

1 publie statie native String deRawData(object obj, String strf];
9

18 public static native string encode(Cbject obj, String str);
11

12 public native String Hellaload();

i3

14 static {

15 Systen. loadLibrary (" INIEncryeT") )

16 }

17|}

R ISystem.loadLibrary(“JNIEncrypt”); IN# T X —AsoffE 1t 77 v 2 B native <48 7] BT &1 (¥
FAFTFF MappHlib SO R I RE —NsoSC

B
& BINIEncryptso 22020 10665 SO 3
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RIIB A java_ BHSTEM 715382 BTt A fE3R 2 INI_OnLoadzh 257 M o7 &

¢ [ Vi @ [0 Poecdocodes B B B Viewt 0 A Struoures @ [ Ernms
| 1fint _ fastcall INI_OnLoad{JavavM *al)
2
3| signed int vi; /7 rd
4 int result; ff ra
5| int v3; // [sp#eh] [bp-18h]
6| int wva; ff [sp+ah] [bp-Ch]
7
® 8 vl = 65548;
® 9 v3i=a;
® 10| if ( ((int (*)(void))(*al)->GetEnv)(} ) J¢ IR SRR [ eny
® 11 vl = -1}
12| else
® 13 j_register_ndk_load{v3}; | AT B IR R
® 14| result = _stack_chk_guard - va;
® 15| if ( _stack_chk_guard == va )
& 15 result = wi:



® 17| return result;
® 12}

KENT

lunsigned int _ fastcall register_ndk_load(INIEnv *al)
2
3| INIEnv *wl; ff ra

al int w23 S r1

5/ unsigned int result; f/ re
]

7

8

]

» vl = al;

[ ] v2 = ((*a1l)->FindClass)({a1, "com/tencent/testvuln/c/Encryto™);

] if (v2 )

k1o result = (((*v1)-»RegisterNatives)(vi, vz, off_c8es; 4) »» 31) ~ 1;
11| else

b 12 result = 8;

P 13| return result;

b 14[}
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“UNSIGNATURE™

DATA XREF: register ndk load+22to
-text:off _221Cto
“checksignature™
“{Ljava/langfobject; )"

ean | o achecksignature

D aljavalLangibjec
Do checksl

DCD abDecode 8

DCD aLjavaLangobjec_a
DD decode+l

0CD aEncode_@ ; “encode"

OCD aljavalangobjec @ 3 “(Ljava/langfobject;Ljava/lang/String;jL". ..
D encode+l

DED aborawdata B 7 “doRawbata"

DCO aLjavaLangobjec_ @  ; “(Ljava/langfobject;Liava/dang/stedng; L™, ..
DD doRawData+l

ita ends \

“decoda"
“{Ljava/lang/oObject;Ljavallang/string; jJL". ..

4] A view-h [ =) g o L. = ) (7] [ =) [-]) aE view—l ! .5 STINCTUreS [ =) [E3) Enums
int fastcall doRawData(IWIEnv *al, int a2, int a3, imt ad)

{

1
2
3| INIEnW *w4; ff ra
4
5

int vs; ff ro

int v6; /f r6

6 int v?; ff ra

7| ink result; // re

B jstring (*vO){INIEnv *, const jchar *, jsize); // r6
4 char *via; f/ 5

18| size_t wil; ff r2

11| imt wviz; ff [sp+Bh] [bp-28h]

12| int vi3; f/ [sp+18h] [bp-18h]

13
® 14 v4 = alj
® 15 vs = adj
® 15| if { j_checkSignature{sl) l= 1
17| || {strcpy(&viz, “thisisatestkey=="),
18 vi = ((®va)-rGetStringUTFChars) (v, v5, @),
19 vl o= j_AES 128 ECB_PKCSSPadding Encrypt(),
29 ((®va)-»releasestringuTrchars)(va, vs, ve),
21 result = ((*va)->NewstringUTF)(va, v7),
23 _stack_chk_guard 1= vi13) )
23 {
24 do
25
& 26 ve = {*va)-3NewString;
® 27 V18 = UNSIGNATURE[®];
@ 38 v11 = strlen{UNSIGNATURE[@]);
29

® 39 while { stack chk_guard 1= v13 };
® 31 result = (wo){va, vie, vil);
1

® 33 return result;
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stf2.apk fot o 8 e s v sty B B st nairvale Ssiasiicivicy B8 sm tm. avale s b 8
= s [package com Tencent, testvuln;
s android. support 2
@ con, tencent . testvuln 3/import android.os.Bundle;
me 4/ import andeald,widget. Textview;
Ba g dmport com.tencent. testvuln.c.Encryto;
o

&
¢ s[public class FileDatatctivity extends a (

BlFilanatanctivity g Prives Totvim o

@MalnActivity 5
@MoniterFileservice 19 * SN S——
@ MoniterInstallservice) 1% o
aR % 12 super .onCreate|bundle);
ol 11 setlontentien (R, layout activity_maind);
& SecondActivity 14 this.c = (TawtView) findwiewsyId(R.id, textviewl);
""5)'5':9“E"'Mtn‘3¢‘?1"’e" 15 thds.c.setText{Encryto.decode(this, “SvuadkacsaceiDTansgass="]};
@ TestRemoteService o 3
@vulapplication 17/}
IR
s lib
META-INF
i ras

androidManifest, xnl
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