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def genNeedIimg(imgPath,size=None,flag

imgRow = cv.imread(imgPath)
if size != None:
imgRow= cv.resize(imgRow,size)
imgGray = cv.cvtColor(imgRow,cv.COLOR_RGB2GRAY)
imgName = imgPath[9:].split(".")[0]
if flag
cv.imwrite( . (imgName),imgGray)
print(
else:
ret, imgBinary = cv.threshold(imgGray,127,255,cv.THRESH_BINARY)
prop (size[0]*size[1]/(512*512)*100)
cv.imwrite( . (imgName,prop),imgBinary)
print(

print(

MiXgenNeedimg.py, FAEFT 78 MR B EE A BAEE, R EBIERRANRKE. £ EERRT2RE R, AAm
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0 @ RGMac in ~/Desktop/{g B &8
py‘thonB genNeedImg.py flrnages!hn png 512 512 gray
Gray image generated!

@ RGMac in ~/Desktop/fs B B8 # /RG_LSB [15:33:16]
python3 genNeedImg.py ./images/xn.jpg 256 256 binary
Binary image generated!
threshold:127.0

@ RGMac in ~/Desktop/{& 5 M8 # /RG_LSB [1
python3 genNeedImg.py ./images/xn.jpg 512 256 binary
Binary image generated!
threshold:127.@ M Rt i {7 {EE7KEN

ax @ RGMac in ~/Desktop/fE B MM /RG_LSB [15:33:44]
python3 genNeedImg.py ./images/xn.jpg 512 512 binary
Binary image generated!

threshold:127.@ hitgissilto deEhoetge TAEE I
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hn_gray.bmp xn_binary25.mp Xn, bmarySO bmp xn_binary100.bmp
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4 5 LSBIR AR I8IsbEmbed.py:

def genEmbedBinStream(imgEmbed):

rowScale = imgEmbed.shape[0]
columnScale = imgEmbed.shape[1]
binStreamList = []
foriin (rowScale):
forjin (columnScale):
if imgEmbed.item(i,j) ! = 0:
imgEmbed.itemset((i,j),1)
binStreamList.append(imgEmbed.item(i,j))
return binStreamList

def streamNormalize(binStream):

zeroPos = [ pos for pos in (len(binStream)) if binStream[pos] == 0]

onePos = [ pos for pos in (len(binStream)) if binStream[pos]
zeroScale (zeroPos)
oneScale (onePos)

flag = 1 if oneScale > zeroScale else 0
appendScale (oneScale - zeroScale)//2
key = [flag,]
if flag:
key+= [i for i in random.sample(onePos,appendScale)]
for pos in key[1:]:
binStream[pos]=0
else:
key+= [i for i in random.sample(zeroPos,appendScale)]
for pos in key[1:]:
binStream[pos]=1
with ( ;W) as fp:
json.dump(key,fp)
return binStream

def binReplace(x:int,b:str,pos:int)

print(
return




xbinList[len(x) - pos] = b
return int(".join(xbinList),2)

def embeding(imgCover,binStreamList,embedZone,bitPlane=1):

for coordinate, embedBin in zip(embedZone,binStreamList):
tmp = imgCover.item(coordinate[0],coordinate[1])
replace = binReplace(tmp,str(embedBin),bitPlane)

imgCover[coordinate[0]][coordinate[1]]=replace
return imgCover

def genRandEmbedZone(imgCoverPath,imgEmbedPath):

imgCover = cv.imread(imgCoverPath,cv.IMREAD_GRAYSCALE)
imgEmbed = cv.imread(imgEmbedPath,cv.IMREAD GRAYSCALE)
binStreamScale (genEmbedBinStream(imgEmbed))
rowScale = imgCover.shape[0]
columnScale = imgCover.shape[1]
zone = []
foriin (rowScale):

forjin (columnScale):

zone.append( ([i,i)
return random.sample(zone,binStreamScale)

def genNormalZone(imgCoverPath,imgEmbedPath):

imgCover = cv.imread(imgCoverPath,cv.IMREAD_GRAYSCALE)
imgEmbed = cv.imread(imgEmbedPath,cv.IMREAD_GRAYSCALE)
binStreamScale (genEmbedBinStream(imgEmbed))
rowScale = imgCover.shape[0]
columnScale = imgCover.shape[1]
zone =[]
foriin (rowScale):

for j in (columnScale):

zone.append( ([i,iD)
return random.sample(zone[:binStreamScale],binStreamScale)

def LSBembedding(imgCoverPath:str,imgEmbedPath:str,embedZone:list,bitPlane=1):

imgCover = cv.imread(imgCoverPath,cv.IMREAD_GRAYSCALE)
imgEmbed = cv.imread(imgEmbedPath,cv.IMREAD_GRAYSCALE)

binStreamList = streamNormalize(genEmbedBinStream(imgEmbed))




if len(binStreamList) > imgCover.shape[0]‘imgCover.shape[1]:
print( )

return

imgStego = embeding(imgCover,binStreamList,embedZone,bitPlane)

imgCoverName = imgCoverPath[9:].split(".")[0]

size (imgEmbed.shape[0]imgEmbed.shape[1]/(512*512)*100)
cv.imwrite( . (imgCoverName,size),imgStego)
print(

return imgStego

LSB#k A\ 5323,

MiRkIsbEmbed.py, FAEMIRAZE H25% 50%F1100%HIstego E4 «

AR B AL T X R stego B A 330/ R T SRR i85 K ED

Y |mg w keyfile
{} keyPos25.json
B hn_gray_stego25.bmp {} keyPos50json
{} keyPos100.json
B hn_gray_stego50.bmp {} zone25json

{} zone50.json

H hngray_StegO1 OObmp {} zone100.isoc|h e e
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def retRowStream(binStream, keyPos):

flag = keyPos[0]
if flag:
for pos in keyPos[1:]:
binStream[pos]=1
else:
for pos in keyPos[1:]:
binStream[pos]=0
return binStream

def extractEmbedBinStream(imgStego,embedZone,bitPlane=1):

embedInt = [ imgStego.item(coordinate[0],coordinate[1]) for coordinate in embedZone]
binStream = []
for i in embedInt:

iStr (i)[2:]

if len(iStr) != 8:

iStr (8-len(iStr)) + iStr

b = iStr[len(iStr) - bitPlane]

binStream.append(int(b))
return binStream

def LSBextracting(imgStegoPath,embedZone,imgEmbedSize, keyPos,bitPlane=1):

imgStego = cv.imread(imgStegoPath,cv.IMREAD_UNCHANGED)

binStreamList = extractEmbedBinStream(imgStego,embedZone,bitPlane=1)

binStreamList = retRowStream(binStreamL.ist,keyPos)
embedList = ]
for b in binStreamList:
if b==1:
embedList.append(255)
else:
embedList.append(0)

imgEmbedMatrix = [ embedList[i*imgEmbedSize[0]:(i+1)*imgEmbedSize[0]] for i in (imgEmbedSize[1])]
imgEmbed = np.array(imgEmbedMatrix,dtype=np.uint8)

cv.imwrite( ,imgEmbed)
print(
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AFRPITER, MNEBIAKKA, MBRAZE25%. 50%F1100%HIstego EIZHRHL H K E :
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TR FER (LSBHEIEH K B B2 8bits per pixel) , 4 (2 ) HLN 255
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% S psnr.pyH T it Hpsnr:

def psnr(img_1, img_2

mse = np.mean((img_1/1.0-img_2/1.0) " 2
if mse < 1.0e-10

return 100
return 10 * math.log10(255.0 ** 2 / mse

T ARBRARBFRL TR EER, #ATATRES T GHEPSNR)
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WHEZ AR, YiSfalseRate.pyF Tt HASRER:

def falseRate(img1,img2):

img1_float = np.array(img1,dtype=np. )
img2_float = np.array(img2,dtype=np. )

return np.mean( (img1_float-img2_float))/256
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4nEnoise.pyF T4 BHE AT g .

def sp_noise(image,prob):

output = np.zeros(image.shape,np.uint8)
thres =1 - prob
foriin (image.shape[0]):
forjin (image.shapel[1]):

rdn = random.random()

if rdn < prob:

output[i][jl = 0

elif rdn > thres:

output[i][j] = 255

else:

output[il[j] = imageli][j]
return output
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B B ) &g 1: zsh, zsh, zsh

rgmax @ RGMac in ~/Desktop/{Z B f& % /RG_LSB [14 rgmax @ RGMac in ~/Desktop/f& S k& # /RG_LSB [14: r @ RGMac in ~/Desktop/{% B k8 #& /RG_LSB [14
129:09] 28:0: :30 C:
python3 noise.py python3 noise.py python3 noise.py
image path:./img/hn_gray_stego25.bmp image path:./img/hn_gray_stego50.bmp image path:./img/hn_gray_stego100.bmp
Noised image generated! Noised image generated! Noised image generated!

rgmax @ RGMac in ~/Desktop/{5 B f& & /RG_LSB [14 rgmax @ RGMac in ~/Desktop/{Z B f& & /RG_LSB [14: rgmax @ RGMac in ~/Desktop/{& B k& & /RG_LSB [14
:129:37] 29:57] - 1
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stego25_noised. bmp stego50_noised. bmp stegol00_noised. bmp
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AT —Te

AR 28 200 7K EP 32 BUCR B 5 W

B2 R, FEERAFE100%0, A EHER R Eprob T #RELH R FI /K Epfalse rate il N R A s :

prob false rate false rate / (%o
0.001 0.00100695 1.006945968
0.005 0.00484474 4.844740033
0.01 0.00983767 9.837672114

0.015 0.01451142 14.51142132



prob false rate false rate / (%o

0.02 0.01971334 19.71334219
0.025 0.02429970 24.29969609
0.03 0.02919003 29.19003367
0.035 0.03429696 34.29695964
0.04 0.03969267 39.69267011
0.045 0.04462861 44.62860525
0.05 0.04930995 49.30995405
0.55 0.05329214 53.29214036
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