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#!/usr/bin/env python
import sys
import os

DataFileName = "usbdata.txt"

presses = []
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normalkKeys = {"94":"a", "@5":"b", "¥6":"C", "@/":"d", "@8":"e”, "@9":"t", "€a”v:i"g", "@b":"h”7, "@cCcT:IT17, T@AdTIT]”
, "ee":"k", "ef":"1", "10":"m", "11":"n", "12":"0o", "13":"p", "14":"q", "15":"pr", "16":"s", "17":"t", "18":"u",
"19":"v", "1a":"w", "1b":"x", "1c":"y", "1d":"z","le":"1", "1f":"2", "20":"3", "21":"4", "22":"5", "23":"6","24"
cM7t,M25" g, 26" 9", 27" e, "28" 1 "KRET>", "29" 1 "KESC>", "2a" : "<DEL>", "2b":"\t","2c":"<SPACE>","2d":"-","2e":"
=", t2fr et 30 T, M3 M\, 32 i KNON> T, 33t 34 M35 i T CGAY ", 36 s, Y, 3T L, 38 /M, 39 1 MK CAP>
","3a" i <FL>", "3bM i F2> ", "3cM i "<F3>", "3d" i "<F4> ", "3e" L "<F5> ", "3 1 <KF6> ", 40"t <F7> ", 41" 1 KF8> ", 42" 1 "<F9> ", "
43" :"<F10>","44" :"<F11>","45":"<F12>"}

shiftKeys = {"04":"A", "o5":"B", "e6":"C", "@7":"D", "@8":"E", "@9":"F", "@a":"G", "eb":"H", "ec":"I", "ed":"J1",
"Qe":"K", "eof":"L", "10":"M", "11":"N", "12":"O", "13":"P", "14":"Q", "15":"R", "16":"S", "17":."T", "18":"U", "
19":"v", "1a":"W", "ib":"X", "1c":"Y", "1d":"Z","1e":"I", "1f":"@", "20":"#", "21":"$", "22":"%", "23":"A","24":
"&M, 25" A e (", 27 ), 28" L KRET> ", 29" t "KESC> ", "2a" : "<DEL>", "2b":"\t","2c":"<SPACE>","2d":"_","2e":"+
M2, 30 R, 3L M, 32 T NONS ", 33\, 34 M35 I GAS ", 36 e, 37 >, 38 2, 39" L "< CAP> "
"3a":"<F1>","3b" :"<F2>", "3c":"<F3>","3d":"<F4>","3e":"<F5>","3f" :"<F6>","40" : "<F7>","41" : "<F8>","42" : "<F9>","4
3":"<F10>","44" 1 "<F11>","45" : "<F12>"}

def main():
# check argv
if len(sys.argv) != 2:

print "Usage :

print python UsbKeyboardHacker.py data.pcap”

print "Tips :
print " To use this python script , you must install the tshark first."
You can use " sudo apt-get install tshark™ to install it"

print "Author : "

print

print " Angel Kitty <angelkitty6698@gmail.com>"
print " If you have any questions , please contact me by email."
print " Thank you for using."
exit(1)
# get argv

pcapFilePath = sys.argv[1]

# get data of pcap
os.system("tshark -r %s -T fields -e usb.capdata > %s" % (pcapFilePath, DataFileName))

# read data
with open(DataFileName, "r") as f:
for line in f:
presses.append(line[0:-1])
# handle
result = ""
for press in presses:
Bytes = press.split(":")
if Bytes[0] == "00":
if Bytes[2] != "@0":
result += normalKeys|Bytes[2]]
elif Bytes[0] == "20": # shift key is pressed.
if Bytes[2] != "@0":
result += shiftKeys[Bytes[2]]
else:
print "[-] Unknow Key : %s" % (Bytes[©])
print "[+] Found : %s" % (result)

# clean the temp data
os.system("rm ./%s" % (DataFileName))



w545 R DEL 73 Be AR 2 SC, 1633k il ARG Bl BT
flagfti: flag{8f9ed2f933ef14a8d0523d0349e1299c}

BE: EAESL—E, MTHEA, WRHERBCEWRT, FHRAKAME16HH], WETHA, UARNAET, B
WA, BIEABBERITEAT I, RLERNERE10BRITH, HKAT= M0G0

=, &3

MISC %%
EXTE LR R &R, fHflag

iR SRR

SRERCRET!
TR R, wEl,

TN TR £ RS

MENEIER, fgs
flagy, Ten RSG5 16- 45401 a-2aB56

flagfi: flag{7e63095d-4310-4f24-a01a-4a858d442fab}

FERZ: MAME, HE—#, BEFZALM, CREEMAT, BWINKKREE, —iinh!



	“红明谷”杯数据安全大赛 技能场景赛 部分wp
	文章目录

	一、MISC 我的心是冰冰的
	二、签到

