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Nmap scan report for ip-10-10-10-138.eu-west-2.compute.internal (10.10.10.138

Host is up (©.016s latency).

Not shown: 65533 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.4pl Debian 10+deb9u6 (protocol 2.0

80/tcp open http Apache httpd 2.4.25 Debian

Warning: OSScan results may be unreliable because we could not find at least 1 open and 1 closed port

Aggressive 0S guesses: Linux 3.10 - 4.11 (92%), Linux 3.12 (92%), Linux 3.13 (92%), Linux 3.13 or 4.2 (92%), Lin
ux 3.16 (92%), Linux 3.16 - 4.6 (92%), Linux 3.18 (92%), Linux 3.2 - 4.9 (92%), Linux 3.8 - 3.11 (92%), Linux 4.
2 (92%

No exact OS matches for host (test conditions non-ideal).

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
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After many month of lurking around on HTB I also decided to start writing about
the boxes I hacked. In the upcoming days, weeks and month you will find more
and more content here as I am about to convert my famous incomplete notes into
pretty write-ups.

I am still searching for someone to provide or make a cool theme. If you are
interested, please contact me on NetSec Focus Mattermost. Thanks.
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Salt for password found: 5a599ef5790668607

Username found: jkr

Email found: jkr@writeupm-
Try: 2%

AN SSHE 1 8 F pythoni A 3R BT - B AN E G . IXAEBBENS LAARHER 7 B4 B B T AR P AR &



root@kali:~/Documents/writeup
jkr@10.10.10.138's password:
Linux writeup 4.9.0-8-amd64 x86 64 GNU/Linux

The programs included with the Devuan GNU/Linux system are free software;

the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Devuan GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Wed Jul 3 10:02:34 2019 from 10.10.13.246
jkr@writeup:~$ 1s

user.txt

jkr@writeup:~$ cat user.txt

[REDACTED]

TP REZRBRRFBUR oot /7. HAPSPY64 THETHEN L. X EEITTroothHl 7 I A EF tHHEN LB TR A MR
BRRERTHREEAER T U #RE, &R U TR ET I THENLE IR R A BB DL B s2iE 3%

RAEBEFPSPYeAM MR ER S, KM BLSSHEZRTHENN, MBT—AMHE, ZHE—BEEREEMOTDF ExR
ARIEHHEAER .

2019/07/03 ©9:51:54 CMD: UID=102 PID=8198 sshd: [accepted]

2019/07/03 ©9:51:56 CMD: UID=0 PID=8199 sh -c /usr/bin/env -i PATH=/usr/local/sbin:/usr/local/bin:/usr/sb
in:/usr/bin:/sbin:/bin run-parts --lsbsysinit /etc/update-motd.d /run/motd.dynamic.new

2019/07/03 ©9:51:56 CMD: UID=0 PID=8200 /bin/sh /usr/local/sbin/run-parts --1lsbsysinit /etc/update-motd.d

2019/07/03 ©9:51:56 CMD: UID=0 PID=8201 1s /root/
2019/07/03 ©9:51:56 CMD: UID=0 PID=8202 sshd: jkr [priv]
2019/07/03 ©9:51:56 CMD: UID=1000 PID=8203 sshd: jkr@pts/7

M rTLLE R, [ etc/ update-motd.d 2 FIFR run-parts ) FE L4247 1. B BAUID A0 rootF 7 431217 . 7EATrun-
partsZ i, B REPATHIRRAZ R, WRBMNECIRE CHEAR, FRABITEHME, REHHFMEES —ANPATHY, REEK
WA ER AT BT AT SO 2 BT X TR A, WA Z AL LlrootF P & #1217 B S RIS,

FEBATEEPAT 20T, KRB U TPATHR R,

b T5 2/ usr / local / sbinE B 1E AR P BB U5 AR . FAE/ usr/ local / sbind 1l T — N4 Arun parts IS0, HAAE
T

XK #E root/root.ixt i R roothr BRI H ,  HW HIB T & B A B Amp/fixt, AR bk S AT DUE E s 1A% S04 .

W5, BRI BT AT A

jkr@writeup:/usr/local/sbin$ chmod +x run-parts

W, BEH—-ANEFOFELSSHER, DPUTRIAESGSITHHMA. BR)E, REE T/tmp3Xfik, HpEE-IEN
RISt BRI &



jkr@writeup:/tmp$ cat f.txt
[REDACTED]

KIEFUEANRT: FFI{E B %4 FREUE 2 %l
XE: Xtrato
HERR: Snf-FE 4 &
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