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o UTF-7TELfAEIDY: http://ftoolswebtop.com/text/process/decode/utf-7

flag{dhb_7th}

project

project
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CSDN @7 #]

BT PowerShell X | O kalidfinux

1s
2011033108.al2 CONDACT.CFG IdName.Dat piceeee2.pic piceeees.pic piceeely. piceeeze. PICMANAG.DAT RDEB RptIds.Dat SQLEE = .mdb TAGNAME. DB Tree.hud
ALARM.CFG customscript.cfg keyScrip.cfg piceeee3.pic piceeee9.pic piceeels. piceee2l. PROJECT. INF RDBQueryServer.dat RptRDBNodes.tmp STRUCT.DAT tagname.idx USERS.DAT
APPSCRIP.CFG DATACHAN.CFG LOGTIME.DAT piceeeel.pic piceB16.pic piceB616.pi piceee22.pi project.pro refstation.bak SECTION.DAT STRUCT.DB test.exe VarSel.flt
a.Rtl DBFlag.dat Mainbase.ini pice@ee5.pic piceeell.pic piceee1T. picess23. ProjManage.dat refstations.dat SetSavel.csv structtag2.idx Toolbox.inf XY.CSV
BIND.DEF Device.dat OcxIDs.Dat piceeees6.pic piceeel2.pic piceeels. piceeezd.pic R1.RTF Reportl.rtf Setsave.csv structtag.idx Toolbox.ini HEFFEIE . rtf
COMDEV . DAT group.dat piceeeel.pic piceeE7.pic piceee13.pic piceee19. piceee2s. R2.RTF Report2.rtf SQL#E B . rtf tagname2. idx Tree.dat

file test.exe
test.exe: PE32 executable (console) Intel 80386, for MS Windows

binwalk test.exe

DECIMAL HEXADECIMAL DESCRIPTION

] ox8 Microsoft executable, portable (PE)
149608 8x2U868 CRC32 polynomial table, little-efidian
153700 0x25868 CRC32 polynomial table, big endian
157980 0x26920 Copyright string: "Copyright 1995-2017 Mark Adkef"
199872 ax3ecce PNG image, 256 X 256, 8-bit/color RGBA, pef~interlaced
199913 9x36CE9 Z1lib compressed data, best compressiom
252028 8x3D87C XML document, version: "1.8"

261120 ax3FCe8 Zlib compressed data, best compression
261347 @x3FCE3 zlib compressed data, best compression
262012 axue16C Zlib compressed data, best compression
266471 OXx410E7 Z1ib compressed data, best compression
272033 Ox426A1 Z1lib compressed data, best compression
273501 axU2C5D Zlib compressed data, best compression
274332 axu2FeC Zlib compressed data, best compression
275035 exu3258 zlib compressed data, best compression
275475 exu3u13 Zlib compressed data, best compression
305779 Ox5U683 End of Zip archive, footer length: 22
345902 9x5472E Z1ib compressed data, best compression
393243 9x6001B Z1lib compressed data, best compression
430942 8x6935E Zlib compressed data, best compression
447320 ax6D358 Zlib compressed data, best compression
538597 ax818A5 zlib compressed data, best compression
561060 ax89134 Zlib compressed data, best compression
608401 ax94891 Z1ib compressed data, best compression
619647 Ox974TF Z1lib compressed data, best compression
630719 Ox99FBF Zlib compressed data, best compression
641792 8x9CBe8 Zlib compressed data, best compression
652920 @x9F678 zlib compressed data, best compression
665145 axA2639 Zlib compressed data, best compression
676242 OxA5192 Z1ib compressed data, best compression
687477 OxA7D75 Z1lib compressed data, best compression
698574 OxAABCE Zlib compressed data, best compression
769855 AxADUDF Zlib compressed data, best compression
721096 axBeacs zlib compressed data, best compression
732005 @xB2D1D Zlib compressed data, best compression

CSDN @3 %]

test.exe M0 TIRZ MMIEIE, BITZERIER T —4 problem bak.zip
fiftJE problem_bak.zip 52| —/NHRHF ST 14

e Text (UNREGI!

eren

ate: Sun, 19 Sep 2021 21:28:55 +8800

From: "mklkxxx@eah.net" <mklkxxx@yeah.net>

To: mklloxxx <mklkxxx@yeah.net>

Subject: =PUTE-8?B?5L2g5p215LqGfg=

X-Priority: 3

X-Has-Attach: no

X-Mailer: Foxmail 7.2.20.273[cn]

Mime-Version: 1.0

Message-ID: <202109192128112273138@yeah.net>

Content-Type: multipart/related;
boundary="----= @01 NextPart057850482324 :

This is a multi-part message in MIME format.



http://toolswebtop.com/text/process/decode/utf-7

=_001_NextPart057850482324_=
Content-Type: multipart/alternative;
boundary="----= @02 NextPart832058858335 =----"

__002_NextPart832058858335_=--—-

Content-Type: text/plain;
charset="UTF-8"

Content-Transfer-Encoding: base64

6KGo500F 5YyF 5paH5YyW77yM5piv6ZaP552A572R57uc565+5L ak5rkf6YCa55E5aKeSaSasYes
546W55E5L iA56eN5L175r-WB5paH5 Yy WA4CC5LiASLiq5La655qE6KGo500F5Yy F5pivsYW262qQ
6)eP6LW35p2155qE 55y F50iR77yM5LiASLiq5Zu95a6255qE6KGOS00F 5Yy F6YeMEI0955yL5Y iu
6L+Z5Lig5Zu95a6255qE6KG0500F44CC40CMA0CMA0CMA0CMAOCNA0CS40Cs40CMSpy I5pe25YCZ
77yM6KGo500F 5YyF6KGO6L6+55qE5piv5LiN6TI096YGT56CB55qE55yf5a6e50025r0VSZKM50ST
5Y+X77yM6K+t6KiASZKM5paHS a2X55qESbC95a507 7y MSbCx5piveKGo500F5Yy F5padsbGVS5qE
56m6622044CCDQrooajmgaXLj IXmmk/nvZHnu5zor630gIDnmoTkuIDnp43ov5v1jlbvyvIzlroPn
moTkuqfnll/1kozmtYHooYzkuI71hbbnibnlrpramoTiglziglziglziglziglzigl3vu7/igl3i
gI3n13/1rZjnja/looPigI3mnInlhbPjgIL1hbbov73msYLphpLnm673gIHmlrD1pYjgIHosIDo
sIHnrYnmlYjmnpznmoTnibnngrnwwIziglziglzigTziglzigl3vu7/iglzigkzkuI7lubTovbvk
urrlvKDmiazkuKrmgKFlkozmkI7mgKrnmoT luv4PnkIbnm7 jnrkbigIzigTziglziglzigI3vu7/i
8IzigKzjgIINCuihqOaDheMheS5i+alg0s7peiDvekn+ikp+iMgtbtOWcs0S8o0aSre+8jOKA
JOKAFOKAFOKAJOKA e+7v+KArOKA] eaYr+Wbo0SAuulF tu8pe ihpesehualh+Hit1+S6p0algeea
hOaer+eHpeWS j0aAgeWbpuihqOi+vuSajelHhuchrueahOW8seeCue+8j0aci eaViOics0aPkOmr
m0S6huayn+mAnuaV'i0eOh+0AgumDgOWThuihqOaDhehMhelF t+acieaby+570+ahh+htl+eahOWK
n+iDve+8jOKAJOKAFOKAJOKAOKA e+ 7v+KAjeKAjei/mOWPr+S7peiKguecgea Tk +htl+aXtumX
+OKAJOKAFOKAJOKAFOKA je+7v+KAjOKAjOOAgumaj+edgOaZuuiDveali+acuueahOWFqOmdouaZ
rullPiulS joekvuS6pOW610eUq0ior+S 7t ue ahOkp+mHj+S9v+eUq0+8j0ihqOaDhelMhel3 sue7
J+mrmOmi ke eOh+ic SOWHUUE0SOWCqOS 6uuS7r0eahOegkee7n0iBiulkqelvueivnaiok+S4re0A

_002_NextPart832058858335_=--—-
Content-Type: text/html;
charset="UTF-8"
Content-Transfer-Encoding: quoted-printable
IO Ascll, Line 1, Column 1

A 1l H SR Python i B2 kb B B B FI7E£R 45 hittps://the-x.cn/zh-cn/base64/

from base64 import

with (
lines = f.readlines()
base64_data
with ( ) as f1:
for line in lines:
base64_data line.strip()
fl.write(b64decode(base64_data))

BF - flagipg
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https://the-x.cn/zh-cn/base64/

Make your secrets invisible in just 3 easy steps |

T

f ) mpE UNHIDE

Step 1: Select a carrier file D Step1: Specify a carrier file
| Ne carrier file selected | flag.jpg Size: 64933 bytes
Step 2: Add/remove file or message Step 2: Enter password

Egndd fgnnmnWJ

Type Name Size (k) 3 i
ﬂl {double click to save)

Type MName Size (k)

Step 3: Password

Enter password again

P

@& nide

EREFEN, 5P EHRfFEREHE —LHE, —BBase64. —BiQuoted-PrintableZsi%

Base64 {E4Lfi#NS. Ymi3

HilBasebd CSS Base64 DESINERES IDESHIE/REE AESINEREE RSANIE/REE

6KGOS0OFSYYFopaHsYyWTTyMapiveZgPo52A5T2RETuco63+5LgkarKiBY CasogESaKebaSasYeb
546wW55qESLIAS6ENSLITONVESpaHSYyWA4CCOLIASLIGSLY655qEEK GoS00OFSYYFapivaYW2620qQ
6JePBLW35p2I55qESSYBoIRT TYMSLIASLIGSZu95a6255qEEK GOS00F 5YYFEYeMBIO955y L5 Yiw
6L+Z5LigoZu95a6255qEEK G050 0OF44CC40CM40CM40CM40CM40CN40Cs40Cs40CMBpYJope2dYCZ
TTYMBKG0500F5YyFEKGO6LE6+55gESPIVELINGIOIEY GT56C055qESDY 5a6ed00z5rOVIZKMS0ST
SY+XTTYMBKHBKIASZKMSpaH5a2X55qESbCI5aS077yMSbCxEpivEKGoS00F5YYyF5padsbGVE5qE
56mE62e044CCDOrooajmgdXljXmmk/nvZHnuSzors3oglDnmaoTkul Dnpd 3ovavljJbvviziroPn
moTkugfnlJ/IkozmtYHooYzkul7InbbnibnirprnmeoTigJziglziglziglziglzigl 3vu7 /igl3i

SEEET : O3 OHex BBAR:  Sien v RXEE: UTFS v a

FEaxit, EEENESTEEIERESHAR LR, — T ANFEeEEEEEFENER, — M EFRFEEEESIE T EFaIFERE. JiE,
FEOFENETEEENEE LIRS, EEIN=NRL, MEFEaERENI=E.

FEOEMSESH—FREL, SFTEIRTOESENSFNEEX. SERER. Fiv. BEERRES, SEEAREMENRENOER
.

F=E@Z LR CERIREE, ERAERINT UFERODSISEREVERNSR, SRS T UENE. SoEEaEaE =g,
LATEfI=aiE. EEEREFReARERHER ARG AERER, SRR HREAMIBIRSIFIE ST,

CSDN @3k 4]

Decoded:

<stylexbody { line-height: 1.5; }bedy { font-size: 1ldpx; font-family: "Microsoft
YaHei UI™; color: rgb{(®, 8, 8); line-height: 1.5; }body { font-size: 14px; font-
family: "Microsoft YaHei UI"; color: rgb(@, @, 8); line-height: 1.5; }</stylex</head>

<body>»
cdive<div>RIEEIML, EMFMEHTAEMNEZEAMN—MERZL. — T ANFRELEHRE -
MBI A FEEMAEEOENER A SR ASatdl Skl TAEF A E T <

Encoded: ( permalink)

| =E8=BD=AF=E4=BB=B6=E7=9A=84=E5=A4=A7=E9=87=8F=E4=BD=BF=E7=94=A8=EF=B(=8C= N



border=3D"8"></body></html>

=E8=A1=A8=E6=83=85=E5=8(C=85=E5=B7=B2=E7=BE=8F=E9=AB=98=E9=A2=91=E7=8E=87=
=E5=9C=B@=E5=87=BA=E7=8E=B@=E5=9C=A8=E4=BA=BA=E4=BBE=AC=E7=9A=84=E7=BD=91=
=E7=BB=9C=E8=81=8A=E5=A4=A9=E5=AF=B9=E8=AF=9D=E5=BD=93=E4=B8=AD=E3=80=82</=
div></div><img src=3D"cid: Foxmail.l@elab33df-2fed-f85c-7278-ca78388aclc5"=

X

CIDI @)

BAEBER, BEXEA, A—TEREEFHRE

¢ https://330k.github.io/misc_tools/unicode_steganography.html

Unicode Steganography with Zero-Width Characters

This is plain text steganography with zero-width characters of Unicode

Zero-width characters is inserted within the words.

JavaScript library is below.

http://330k.github.io/misc tools/unicode steganography.js

Text in Text Steganography Sample

Original Text: ength: 307)

EiFALIE, BMER ST RENESLIN-BERLE., —TARNRFIRERB/EROERE. T EFRORFIELEIEZME
FOEE. HHIE, REARRORTEEHROATREAL 03 HEXMEEENTZAE.

iRk, OIS AORITS SORES “E IR B k. WERELD. e EEEMEOHSA

RE AR T YRR RS0 SER TR A, H IS 7@
ggiaﬁm‘é‘é. AL HEITR . S aEF NS E &R 03 iA e B1EA, RiFICED

SERN KA

. BHEFAEHE
i AT A, (18R 5B %

Hidden Text
hurryup

(length: 7)

Unicode Steganography with Zero-Width Characters

This is plain text steganography with zero-width characters of Unicode

Zero-width characters is inserted within the words

JavaScript library is below.

http://330k.github.io/misc tools/unicode stesanosraphyjs

Steganography Text: length: 363)
[EF9XE, SnEnsttoaaE L in eI, | \OERIRARRERGRY, —E5eAREEEHE T
SNRY. HHIE RIEDA ST EAEOR OIFARY, AT,

Wi, EOFERRTSE /EBW i@ﬂ’ﬁ HX. HBRER, M. BEFMROBR, FFEBAWED

E3rkdby: SEELE 18, RECAEIT T UFRANEESER ST EROB L, BHNIEE T OENE. Bh

iRFARES
gﬁgﬂﬁmﬁ‘é, FOTLLFEITFRE. S D SIS SR R KA 8ER, ®ITE0 S HE b A (89 SR

Download Stego Text as File

Text in Text Steganography Sample

Original Text:
<html><head><neta http-eaui
font-size: 1dpis foni-fanil
font-family M\:rngnft Yatlei co 0,0, 0);
<dw><d|v>i EEik, Bﬁ%ﬂ'ﬂ*&ﬁx;@)_mimfﬁmmmg B
%?UJZ"I%B‘J?EI% ﬁm%, # ﬁaizﬂﬁzTaéﬁmﬂﬁi X
M, EREEIRTSESR
L iE%Err., </dw><dw>ir§iZFﬁuaE '7:‘ @mm&
« BAREAEHER IFEhEE, o1k iéﬂ?ﬂd‘ P SR FH B‘JQE’“‘&%H&x Ji}ﬁ V’#B‘Jﬁi m irﬁ"le%
ﬂfﬁ/’)\fﬂﬁﬁ/ﬂﬁ‘mfﬂééﬁh </divy</diva<ing sre="cid:_Foxnai | .18elaB33df -2fed-f85c-7270-ca?B308acic5”

07> </body> <htnl >

Hidden Text
hurryup

ntent-iype” contel

£4 ( \me height: 1.9 )bady {
i y { font-size: Tdox;

o

<oy’

—~TEAFRNEEEEE
X ilﬁ EMEB‘J;—_ 8. </dW><dW>€E
‘ %ﬁ

(length: 7)

Encode »

Steganography Text: (\Dn?th: 82U

><sty\e>b0 ' ( \me height: 1.5; thody {
([I 0, EI), Iine-heigf H v { font-size: 1dpx;

ight: )</5{y\e></hear><hnd
uLIﬂ:a 4A/\B‘]§ IF B R E R R E% FOIEREDEEE
[ I EERINZA, (divading
S URENG A, 50 A K
/F_@iﬁh?’%ii, R F HE T T ﬂﬁl%fn"FiZT&&iE‘]ﬁ%ﬁ AR
o R EFDBABRITOINRE, T L HEITF FNSLTE LT EARANARER, & §"JEf§

PEE BRE
MAEA (TR SRR 3B P . </div></diva<ing sre="cid: Foxnail . 18elab33df-2fed-f85c-7270-ca?8308aclc5”
border="0"></hody></htnl >

o3
: “Micro Yal H b, 0, 03;
EaLk, zié ‘%&”;ﬁLB?P’%&iFABW*W
géﬁirﬁq ﬁﬁﬂ%, ﬁlﬁaize‘lzTaE@WB‘JE o
ERIFE TS
Eﬁﬁﬁa </dw><dw>i rsﬂzmuaz

e

Download Stego Text as File

PIBLEHRIRE T &5

HIDE

5iRead Message

Subject
fl4g

UNHIDE

- ret - ) Make your secrets invisible in just 3 easy steps |

13 bytes

Text
L flag{f3abdcib-add3-ddfa-e TH-ef 79e 202813}


https://330k.github.io/misc_tools/unicode_steganography.html

[T —— le click to save)

- Size (k)

0

St
- = - Save as TXT E
# Hide

flag{f3a5dc36-ad43-d4fa-e75f-ef79e2e28ef3}

JumpJumpTiger

JumpJumpTiger

o8 - 20055

7 Wy Fhgremake

flagigri.aflag{uuid}
B 4 120S (GAME) &R

file jump.exe
jump.exe: PE32+ executable (console) x86-64, for MS Windows

Ei#t idaes 941, main BRERANIRSR

1int _ cdecl main(int argc, const char **argv, const char **enwvp)
2{

3 int wva[281]; // [rsp+28h]

4 int v5; f/ [rsp h] [rbp

5 int ve; // [r 11

6 dint i; f/ [rsp+34Ch] [rbp

8 _main();

9  printf("This is your hint!!!™};
18 w6 = 8;

11 w5 = 8;

12 for ( 1 =@; 1 <= 99; ++1 )

13

14 if ( (1 &1) !'=8)

15 vA[vs++] = i3

16 else

17 vA[vE++ + 188] = 1i;

18}

19  return 8;

20}




KRN XANEE, RIE B BE

4 F  processpy

\' /19VjB/04RAwWABQKSGkgZoJARAgAAABNASQUEhAEAUQgAABAABA4DA /A2AwABQD4A
v5
v6
for i in ( (v4)):
if (i & 1) != @:

v5 va[i]
else: E¥ PowerShell % | & kalilinux

v6 va[i]

PS C:\Users\Administrator\Downloads> hon .\process.py
iVBORWOKGgoAAAANSUhEUgAABUAARAQL
(V5) /93 /uAAQSKZIRgABAQEAAQABAAD/ 2WEDA
PS C:\Users\Administrator\Downloads> |
(v6)

CSDN

ERFHERINT KREFFH

ita Unexplored External symbal B Lumina function

4 IDA View—h @ Strings window Preudocode—h @ Hex View—1 Structures i Enwr

.rdata: epeaeapane4a4000 assume cs:_rdata

.rdata: epeaeapane4a4000 ;org 4848aeh

.rdata: BEEEREEERE4248008 al9vibldrawadgk db ' /i9V]B/O4RAWABQKSGkgZoJARAZAAABNASQUERAEALQZAABAABAADA/ AZAWABODAA
. rdata: 8e000066004081000 ; DATA XREF: .data:ate

.rdata: epeaeapane4a4000 db 'CAAUIDABAAAQBENAswWVUYEUBAAAQAF ZBAQEULGEBOQWVWRIABAWWC THEBQWZBYLSCS'
.rdata: epeaeapane4a4000 db "wSkaMcELQ88/5sEuhCECPAEURVEOTTFFhdwUXiERx8QBaaFaRgEtRBGSCLETYNG+h'
.rdata: epeaeapane4a4000 db 'IBBdZHIxxB8xTIEGxtcbisSI3CvIrev]/B/ wie/HIxAT7T/Q2ZNwkBnDbAIQIUIFsBX09 '
.rdata: epeaea0a08404000 db 'ccOlBMw74alBCtArdveLFQBxEKU/HShZ4ee3HChmadxefHYhk4CeAH/ hNA2eqHrhT4 "

.rdata:epepeaeereiale08 db '4egHkhS4wekHbh¥4GeKHRh14QeMHKhr44eGHUhP4leIHLhX4be THOhh4eezHUh74b "

.rdata: GEE6202000424000 db "e/H/hP4MePHShad/eXHKhz4me2H/h77j/VwIApAyRzCUASQKAUBEASALDEAWRIERA
.rdata: @0e0800000484808 db ' fAkhmExBLAsxtEBB2/j37QYAJHEQCADAGATEPTHDOATQRENEDA/ASARATASARAKAH'
.rdata: @0e0800000484808 db "ALAEAZAUAAQUIcAtABwkQIFIBjgSc7IbCTTO/aEbAPEGU3QeAcQEACBdAlWxMoDEA"
.rdata: @0e0800000484808 db " MwkMNDEAUwGMEDXAmMLELCSDtwEELICOAHAMMIRFELBLIZhZBRTMF 7BVEqipIFRtBo
.rdata: @0e0800000484808 db " xGN1h6M2ngGWBkF2ChOoshrCLESKARZFTVBKRxNFkiINQQzWwadAELU1@Y1nc ISXbNRE '
.rdata: @0e0800000484808 db " fMom2JI3+mHUxbgthWhWTTYE3RPtwg/ a8 2Q0aAlGzwe ELACAEWTEIBUASQIELBUATAD
.rdata: @0e0800000484808 db 'ABAZA2ABADArANANALAAASANEQCWADWLOYFoBkgv Ty /mxiABAGIrEVQUABCCAbEYT'
.rdata: @0e0800000484808 db 'GC2AQEFItDAAEACI+E2B/ACIZBoAXABSIAZAGQTIKRhAFYLEKSbMaQWRxBTELIVIEd'
.rdata: @0e0800000484808 db 'TlIomeEyUeM3nREeGWIP@YKEEqkVakEIVAMI7FEFkZU2s /HowdFRtuFkDEYbUIH2/ '
.rdata: @0e0800000484808 db ' s2]gEAAMSAJWIEZAAAThKESDaEQQHAL/VAdPjoemviWS INKhVuyCn7aaNuCmPd2s4a’
.rdata: eeea800000404000 db '0cGNgsClLui90uazAkDmEb4GIKZMWNNUHXL t1c0FK9sIXcek7285H1145pNenkms
.rdata: BAEEAREAGELALAGE db ' zZRFXbEIMYYTIMzXUcaSnyvPPYforc+SyWeqzZIDydojedgICyIfLFUHFE+pkODhSER
.rdata: eeeaea0000404000 db 'ITQ2EActivSxxoQmy6SQwPR2y37reYcldpeTzkon@NAPZW/ PUYUTWZ IBGEVrVSoME
.rdata: eeeaea0000404000 db "X3PQuz7hshxz8RTTXF2y16/ifsXhr+lazenUHyNZ s0QIPkQDNkAZHIMeDJ0ISd2 u’
.rdata: eeeaea0000404000 db "keCjXrIsaTebakqulyYFBP7oKfMgtMDPeemt2EgobayYTEBEIRLSASTKScrkNS1IEAT "
.rdata: eeeaea0000404000 db ' k4k02ZHxPP46gAYCITxZaGLKtzmOHKmG2QThtykMts /uTeBCSotQe2dDi2W5sx5Mgl’
.rdata: eeeaea0000404000 db "hbBHc9B6x05doMGFn1RpC3M/ tlrcldwSN20AXU2mG2C57U/@bCiXiNgdalamI4bdn
.rdata: eeeaea0000404000 db "ttwRLVagkI3yfs3s+R/etkSadvyMekaYatUq8ZyZbox/IFsUgAWNGovBYZ1SRo+AA"
.rdata: eeeaea0000404000 db "AJYNSulSygHDiepWfaYq/PQC46mIMyxTMSRHE4LAN+92A113MFpcOiDeZfiNLe2zZa"
.rdata: eeeaea0000404000 db ' emoLN3UQFi6QRIEIQcwIBwpde6Cu3QNeeCWdUxf3kbgy7lrQmohimIgi7ZasuH/xg"
.rdata: eepe600000404000 db 'SEfsQGNVAEVTje22MjZqong+KKg2s2vmMInpnihvolXgckLgtyNgusSPMoPENIALGTA'
.rdata: epeaeapane4a4000 db " FZ13+YNxa7+j+zX00T7Lg0seNkppXDMc/5XCbgzhEdhkgOmes zQxtQ4MOmEGPIZib
.rdata: epeaeapane4a4000 db 'g0Cvb5dryANrA+BULIHzK] fwiXg6AShNOIRWhDASKeB2MukShvIE79Znd3sT5Mgwh
.rdata: epeaeapane4a4000 db 'ODczcjSFKgRESecGfpMaXiNtehlvXdKrFLnCve8a8B5kb2by+Bk]s5VyXH0a9%goAD"
.rdata: epeaeapane4a4000 db "QIHXASrixx(QfBVZ1PXard40RyyeFcA7CImV3almklo8F+bzJEHzcbyXRHMIBv2ppNp’
.rdata: epeaeapane4a4000 db ' cWLF+jX77YsvnP3m21VLS0KwzM28z4fYXntNsSZ1AYIR@BuweSSIByaRK183gqI7L"
.rdata: epeaeapane4a4000 db 'N2GPK2D1lyeRQlghszzS9EiGuUljVbZ/SAZHAHOK sdkgmAZBuH2G7Mdh55+dQDlv2 "
.rdata: epeaeapane4a4000 db 'PTfIvubcScX1PI+QkFLO+esMcUwCMZpH2EEMbAdSVFE5B03A0c12+ht7eDZCt1vs0’
.rdata: epeaeapane4a4000 db "69EKyILeN/9INsqey5@3NasK233Y1q8IXyXtcSrlayntvVsYyq+Kb9R2RXIBE2tg5]"
.rdata: epeaeapane4a4000 db 'TOziGo20lD7uXi6h54VakmZMgi7prIskksxMySIkeE3dsbVohDuIwelroG52XgP7md
.rdata: GEE6202000424000 db ' pmaBkKnjUu7fBbFmiQ2Fi2Kt46135tKtKu7eucY617lpy4/SN11q951gxb6bFSXTOSF '
.rdata: @0e0800000484808 db "Wa/QTwhS@z@B1UM/3Vpi7golgAxPfsel IHKGms rReB1VEX6vn1QSN1@inh2s2uGP4
.rdata: @0e0800000484808 db "YrtyrTGbFQTNksanEull7vKnYX26I1sutSy7cflus+cZRBdZEStHSpklsynmh1OnC’
.rdata: @0e0800000484808 db 'rquuolDLXkolE6H2Akgm3btkQedkhpaLbsBbGlatkIIfuoPhjpimpdedItDQWAEESe "
.rdata: @0e0800000484808 db "YbSYUFjztjamA3IcdrEDHDJEDUYVINQIFVIENQntd6ILLKaZ/ Ivirk7Kullhuzh7pfa’
00002600 0000000000404000: .rdata:aldvibl4rawalgk (Synchronized with Hex View-1) '::,_) 4 (i!J?J:- 'r J

iVB... FFLIR A B R PNGE F ffbaseb4 BB L, /95/... FFLKIRHE R 1pc baseb4 BB 3k; MOFFIEZT Hilir
F= PNG $iE, REULR Jrc B
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Tnexplored External symbol Bl Lumina function

IDA View—h @ 5] Strings window @ Hex View—1 IE Structures LE Enums

.rdata:0e08000000404000 db '8GELEIBda2ewREGWEKEcAYeweka7a1aba3eDE10hATASAZEARSBWADAranBYR3RIA"
.rdata:0e00002000404000 db 'FEPEEGo@3eVeQefegemeLERET7EUEZEPEYEKE1EVEQEXEDASeheYRsECasaxExE ok "
.rdata:6000800028104800 db 'eeerebe7esesehewera2e0esekemafolemexejer0ejexesezREehaTaceWRdese"
.rdata: 6288280022101800 db 'EeMBIere4eCecasegetedekeperRebexezeCACerBERMAARBNRCREROBCATIAYBFRSEE"
erata:8888888888484888 db 'eKegeNeUereIeleGemdsaCereierePeERqBuBLExEABDRCASApBoBWA2GCAEBPESE"
.rdata:0e0ec0a000404000 db 'E@VEVEsSeAREE3eyBBEHEYRAGpEPEXEerpAGTArBEENBEASATASETRZGPATAMBCEPE]"
.rdata:0e00002000404000 db 'ereFedeceleHeAeYeheBeneglYexXeceleCeZewe+-aCenaceTeaRAByBREYBARBRESE"
.rdata: 6280883028104800 db 'BRABCEVEjededeceMeoekehategekelrsalacemETRtaVAYRLALRARKAVAARIETED "
.rdata: 6900800028104000 db '@9eberesBHRGEZEQRCAARIAFE3E58CAaA90KADAIAZABAYRAR+RZA]AMAXASEXAZA "
.rdata : BE0EEREABEA104000 db 'ZeneueCemdseyateneDedexalezecerRale7epela7een7esSeBaLaFeUeNe60Z0ARN "
.rdata: 8008202080404000 db 'BRE3BEGHATAcEDEjE0RpAteZACaSRcaleTIWelebAME4E/ BoRARSABAZEARDBMELE "
.rdata:eeeee0000 1 align 8

.rdata: 6008006 5 a@2em@ep9dyéwda db 'G26MOER9BYEWBABQEIACAARARYBREZACAIACABAKEIAIBKEKEDE, BEANDSAIG=0I0"
.rdata: eeeee0800 8 ; DATA XREF: .data:bto

.rdata: 808800000 8 db 'IemEx8LeqeCereZeyexeteoainleARkeABEAME2BSALAYRERABNBLASAABMBSEERS"
.rdata:eepee0e00 8 db 'eIejesegouesebecelogelerereKefeceaeCerReYaMEGaZeyRQRxE]avVEXRdRTIRIE"
.rdata: 680660800 8 db 'GeNeveleARCesAARHeWRZEYATRLeMEaRLAGATAARGENADASA1ACREAXAZATIBGETGY "
.rdata: 6008006 8 db 'BZeyaserehe0sCeveqeXaPeAeEaveveveKe3aDewesezebeEskeCaUadalaveraUe’
.rdata: eeeee0800 8 db 'Zere487eAeXeuedaseybubleea7exXerReIACAbAGExEIOARIAARLEMELAxAXEdETEL"
.rdata: 808800000 8 db 'BmBLepevExBKeLe0aFaYasegexehaea3emeTenelexe98denaoRleza%8708cR08,/8"
.rdata: 680060000 8 db '+8Jexe/e=e+e00Pa7eHE7ETA/e0evaleTata7eqetefoHa0RLEXEVESAdAXECETAL"
.rdata: 680660800 8 db '@3@HEUBPAxENEAR2EMASA1GzEeyEERhAMBREVELRSAsA]AERCRRADAAXA0R]R1ARG"
.rdata: 6008006 8 db '48Z8TEUa1026X0a0z070I0y0cHxA1aGa48FAEGQEYESEBANALBeaveFabatarates’
.rdata: eeeee0880 8 db 'eréxezecejekefeheicceielemevVeatpaifuedaHawd28x02600z008q0C0ERa000"
.rdata:eepee0000 8 db 'KeigpedelefezeseveceTeveleul3eyYe/ePrele3ecpea2evese4ejevanareneras”
.rdata: 680060000 8 db 'e/eQeleseorie0ase3adevedsueincayejeteyeLeDeYeEeRALRBKAMAxezBDRbEVE "
.rdata: 080000000 8 db 'legetéseseDelelecele4pcayaleternBelalelereofoakaDeNESakaLAERFaYBL"
.rdata: B60B80A0 78 db '@ReiGAGZe28UGYEWRULELAEGIG]e10GRAROREATAEGVELBWETRhRCRERGRIEQRIEYD "
.rdata: eeeee0880 8 db 'J@letepa2e7eARARGERRARRA]EEREERRbAZAGETErEvEARCELEDEME0EMETBLEYE0 "
.rdata:eepee0e00 8 db 'erevevefalelelLeveralecelezeLpieteceweremarelevegeleyerakenesebere”
.rdata: 680660800 8 db 'uBDegehazemepecedereseManadeyerecelaceyemdbenaqeGRBeGaa]AuRBRgRG"
.rdata: 080000000 8 db '8De+BEeXeNeTRSeYRPEzAVABASaTAbEIA3AGAIAEAZEYReBNAROZAHAZA1BCAVEZA "
.rdata: eeeee0800 8 db 'dexerecds@IemaXabegeseHaboParaMatefevejerexapeEerefajecayeiotoye7
.rdata: 808800000 8 db 'BZ8delena7e2e28c0PR:E00]8Y0RcA0AARARTRARBATAREERFRUACAXELASRbERE"
.rdata:eepee0e00 8 db '3eceseLeDeMeee+e7eyesegeveceTejedepage+e/eLelecevenaConasePeeBley
.rdata: 680660800 8 db 'BIesesePatecewekeLerelete3euRER2anazebegexASaveHEXREASATadALBNANG "
.rdata: 6008006 8 db 'c@38alsaDB0BDEreaenelecadera0BPEVEsSATETA4BERrBIB5E20NEZREMB]BCRT "
.rdata: eeeee0800 8 db '84898L8qegATECEyE3ANAEAPENENEGREA1BREFA0R1AUAAREEZRCAGAbBARIRYRGE "
.rdata: 808800000 8 db 'aBg@efrahenBle3e+ereleyasece4aba4aPaxeGR3RjelareXezegerasa7eteonl”
.rdata:ee0esee00060 8 db 'everecefonecesePrexokeCexeLeTebadeve3eyYeKezerFeseYeoRsewaheraLeweod”
.rdata: 83802206086 8 db "JeneleFexejegeseGRERGRsACRIAIRERCA1AsApAsR201AYALEKEMA CADAHRBGK "
.rdata: 6E0EERABEEG6S 8 db 'ePejeTeneiebe/eHpzEeAXELEqax058KA20pATAcBqeDBHAdBCRSEMBAGTAsBEEhG "
.rdata: 880800800065 8 db 'Q8Je48KeQeTEGAIEME]e+0kezENERE20COxANBGE+BVELAME/ BuBsaIaTaVBZE/ B/ "

00002600 0000000000404000: .rdata:al9vjbOdrawalgk (Synchronized with Hex WView-1)

YR = ——aF
{:4[1._ 22 'JI__

JeitbaseGA B R IRBUL R, HHEAK T, AERH], FHMARRRILETE, Pythonfd #4b2BIA]

from base64 import

start_opt 0x2600
Ox10DF00
0x7D4660

) as f:
f.seek(start_opt)
partl _base64 = f.read(middle opt - start_opt).decode()

for i in ( (partl_base64)):
ifi% 2 9:
jpg_data partl _base64[i]

else:
png_data partl_base64[i]

with ¢ 5 I o
fl.write(b64decode(jpg_data))

with ( 5 ) as f2:
f2.write(b64decode(png_data))
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flag.jpg flag.png CSDN @3k #

4k 448 Bl Python faj B b 28

from base64 import

start_opt 0x2600
middle_opt 0x10DF00
0x7D4660

) as f:
f.seek(start_opt)
partl_base64 = f.read(middle opt - start_opt).decode()
for i in ( (partl_base64)):
if i 2 Q:
pass
else:
png_data partl _base64[i]
f.seek(middle_opt)
part2_base64 = f.read(end_opt - middle_opt).decode()
for il in ( (part2_base64)):
if i1 p) Q:
pass
else:
png_data part2_base64[il]

with ( 5 ) as f2:
f2.write(b64decode(png_data))

flag.png flagipg :
ST I l'-‘:II__ -I’I
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> [WEERE » EHEEEER (D)) » Tools » Misc » BlindWaterMark »

= ) 21 o
blindwatermark 2021/9/4 %56
JavaBlindWatermark 2021/9/25 11:5
E blind.py 8 KB
E bwm.py 2:24 6 KB
B bwmforpy3.py 2:24 3 KB
s| flagjpg 2021/11/1 15:39 IPG Zrft 402 KB
5| flag.png 2021/11/1 15:52 PNG ST# 3,004 KB
[] LICENSE STl 35 KB
README.md Markdown File 3 KB
| -:I'Iz- )
E¥ PowerShell x v

PS D:\Tools\Misc\BlindwWaterMark> python .\bwmforpy3.py decode .\flag.jpg .\flag.png realflag
image<.\flag. jpg> + image(encoded)<.\flag.png> -> watermark<realflag.png>
PS D:\Tools\Misc\BlindWaterMark>

H8F - realflag.png
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where can find code /-

o{E 3715

Made In He...

P4 R =E0S (GAME) EA R

Wiherecanjfindcode?

format("Translate the letter J into I");
dpeb{e58ca5e2-2c51-4eef-5f5e-33539364deoa}

CSDN @7 #)




& kali-linux * + -

kmain>Where can find code?</main>
<style>
@font-face {
src: url("https://www. s-praxis.org/fonts/webfonts/MetavariableDemo-Set.woff2")
format("woff2");
font-family: "Meta"
font-style: normal;
font-weight: normal;

{

box-sizing: border-box;
margin: 8;

paddin 8;

display: flex;
justify-content: space-evenly;

align-items: center;
background-color: #8357eb;

width: 188vw;

height: 188vh;

{

transition: all ©.5s;
-webkit-t -stroke: dpx #defufl;
font-variation-settings: "wght" 900, "ital" 1;

font-size: 15rem;
text-align: center;
color: transparent;
font—family: "Me , sans-serif;
text-shadow: 1@px 18px 8px #87bccc,
15px Opx #e601cH,
20px Opx #e9019%9a,
25px Opx #fUBUGS,
U5px 18px #U82896;
: pointer;
H
main:hover {
font-variation-settings: "wght" 188, "ital" @;
text—shadow: none;
H
</style>
<font=>
format("Translate the letter J into I");
dpeb{e58ca5e2-2c51-Ueef-5f5e—-3353936uUdeoa}
</font>

"code.asc" [noeol][dos] u47L, 1247B

wbstegof 5 , TLHG

whStegod.3open b4
Select Manipulated File
Selectthe carrier file from which wou want to extract data.
|C:\Users\,AdministratDr’\DDwnIDads\code.asc
i File Twpe:

Help

Settings

Flowichart - Mode

BRI ZREL
20810842042108421



Pythonf] & b 3 %% ¥ Bl v

code.split(

for nums in code list:
plus_num (7]
for n in nums:
plus_num (n)
text alphabet[plus num 1]
print( . (text))

PS C:\Users\Administrator\Downloads> python code.py
[+]: BINGO

BT RBEN M — KX KIEH

Translate the letter J into I

Translate the letter J into | cipher X y Q

http-//people eecs berkeley edu > pdf POF

12 Example: Playfair Cipher

substitution cipher of Chapter 11. In the Playfair cipher, there is not a single translation of each

letter of the alphabet; that is, you don't just decide ...

14 pages ~c T AT

=t LAY

12  Example: Playfair Cipher

Program file for this chapter: playfair

This project investigates a cipher that is somewhat more complicated than the simple
substitution cipher of Chapter 11. In the Playfair cipher, there is not a single translation
of each letter of the alphabet: that is. you don’t just decide that every B will be turned

into an F. Instead, pairs of letters are translated into other pairs of letters.

Here is how it works. To start, pick a keyword that does not contain any letter more
than once. For example, I'll pick the word keyword. Now write the letters of that word
in the first squares of a five by five matrix: P

_oLN Uz



¢ http://rumkin.com/tools/cipher/playfair.php

Translate the letter into

Encode double letters (down and right one spot)

Alphabet Key: [BINGO | - Show Keymaker
TableaulUsed B I N G O

ACDEF

HELNP

QRSTU

TWXYZ

Your message:
dpeb {e58cabe2-2chl-4eef-5fhe-33039364deoal

4
Add Spaces - Adds a space after every other letter (only A-Z count) so you can see the letter pairs.
Only Letters - Removes all non-letters from the text.

This is your encoded or decoded text:

| flag {d5Baf5d2-2a51-4dde-5e5d-33539364cdbf} | ~
£ (] f..

LN 2 1

flag{d58af5d2-2a51-4dde-5e5d-33539364cdbf}


http://rumkin.com/tools/cipher/playfair.php
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