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internal
// version
8.0 1 CAN 1 :chi : . error
B CAN 1 :chi : . error
2 CAN 1 :chi atus error
2 CAN 1 :chi : . error
1 7DF x d2sez23 3 B8 88 B 8 88 Length = 8 BitCount 2015 ff 1 OTP(81) A
2 CAN 1 :chip status error
CAN 1 :chip status error
CAN 1 :chip status error
CAN 1 :chip status error
1 7DF Tx d 2 @2 3E 20 60 60 8 B 88 Length = 8 BitCount 2015 [/ 1 OTP(82) A
3 CAN 1 Status:chip status error i
CAN 1 Status:chip status error
7DF Tx a8
768 Rx
738 Tx
7E8 Rx
738 Tx
768 Rax
738 Tx
7E8 Rx
738 Tx
768 Rax
730 T
7E8 Rx
738 Tx
Rx
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g A4 ecu_can log, BT E, AUMEXENE R EcanE L Elog.

BHTH— Tcank4k, cankkiZH5s /R M % (Controller Area Network, CAN)FIfEIFR, HMEFEIKERTHNMLE, FHKRESD
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¥EfkHiLength = 232244 BitCount = 119 ID = 1840
Length = 23991@ BitCount = 124 ID = 1968
Length = 236244 BitCount = 121 ID = 184@
Length = 236244 BitCount = 121 ID = 184@
Length = 2340@@ BitCount = 120 ID = 184@
Length = 24200@ BitCount = 124 ID = 184@
Length = 2420@@ BitCount = 124 ID = 184@
Length = 238088 BitCount = 122 ID = 184@
Length = 236008 BitCount = 121 ID = 184@
Length = 238000 BitCount = 122 ID = 184@
Length = 23991@ BitCount = 124 ID = 1968
Length = 232259 BitCount = 119 ID = 184@
Length = 234259 BitCount = 120 ID = 184@
Length = 234015 BitCount = 120 ID = 184@
Length = 234015 BitCount = 120 ID = 184@
Length = 234015 BitCount = 120 ID = 184@
Length = 236015 BitCount = 121 ID = 184@
Length = 234015 BitCount = 120 ID = 184@
Length = 236015 BitCount = 121 ID = 184@
Length = 23991@ BitCount = 124 ID = 1968

234244 BitCount = 128 ID = 1840

Length = 238244 BitCount = 118 ID

Length = 23391@ BitCount = 121 ID = 1968
@iZLength = 235918 BitCount = 122 ID = 1968
5 k¥R fE iLength = 234244 BitCount = 120 ID = 1
Length = 239918 BitCount = 124 ID = 1968
Length = 234244 BitCount = 120 ID = 184@
Length = 238244 BitCount = 122 ID = 184@
Length = 234@@@ BitCount = 120 ID = 184@
Length = 234008 BitCount = 120 ID = 184@

RIEPH I, XERFARREMOINE, FrORNGILEENMog Xtk LR, AT T 040k H EERMARKIL, REHTHERX
HEREIROC L (EEMERRMERAAD , FREUF XA

IENEEE: . *Rx.*\n

.795696 X Length = 232244 BitCount
795987 Length = 239918 BitCount
Length = 236244 BitCount
Length = 236244 BitCount
Length 4000 BitCount
Length 2000 BitCount
Length = 242000 BitCount
Length = 238008 BitCount
Length = 236060 BitCount
Length = 238060 BitCount
798556 Length = 239910 BitCount
.799088 3 3 Length = 232259 BitCount
.799329 X Length = 234259 BitCount
.799569 21 Length 4 BitCount
.799809 X 20 Length = 23 BitCount
.800049 X Length BitCount
.800291 1 7 Length BitCount
.800531 X Length BitCount
.800773 3 Length = BitCount
.801077 Length BitCount
.801509 Length 4 BitCount
.801745 Length BitCount
802687 Length = 233910 BitCount
802931 Length = 235910 BitCount

10.004905 1 730 T d 8 22
10.085924 CAN 1 Status:chip status error active
le.ee74e85 1 738 Tx d 8 10 82 36 1B

SRJE X5 SR B0 45 RIAT T 1 H40RS, SREUH ERMEBIRERE (ascifzD) -



open('ecu_can_log.asc', 'r')

open('result.txt', 'w')

f.readlines()

for i in listl:
if(count’%19==0):
data=i[43:57]
elif(count’%19==1):
data=i[52:63]
else:
data=i[43:63]
fl.write(data+' ')
count+=1

BRMEREN LRI

BRITIEBRIE LA RAT A B8 S AFEUE B /W1, BRI AL, RN NRRZA AL, T Ebinwalk BB B4R . -
o o MR

RJE AT EIERXA AR I, @ T A ST

f = open('result.txt', 'r')
f1 = open('result', 'w')

strings=f.read()

i-0

while(i<len(strings)):
data=int(strings[i:i+2],16)
fl.write(chr(data))
i+=3

T B SO 2 B @ i strings W] LA K B B TH A AMlag:

'result

REKIAHARITHE o« o o o

AR AR BE BB RA IS, a1, 35 AR I B BA Y R HE B R AN R arm B W AT SO I . A DEAR R
&, HinLEREEESKwp.

A T

HE O LA B4 LL U B A +E — L Larnl =Rl s B ool



REHE RN WRE™ TITFEAN, B’ LH) LAg BYFIXZEAITTIHY @

ECU Downloading...

39% to complete
Peell Tl e =

RGIEZTIDAITFFE, arm/MNig, INEE 2] P A£0x80000003 kit Ak :

‘,‘ Load a new file

Load file D:\share\ctf\wangding'\wp'misc_teslaaaaa\teslaaaaa\result as

Binary file

Processor type

ARM Little—endian [ARM] @

‘,‘ Disassembly memory organization X
RAM

D Create RAM section

RAM start address |Ux0 V|
RAM size |0x0 V|
ROM

Create ROM section

ROM start address |0x8000000 v|

ROM size 102000 v|




Input file
Loading address |0x8000000] v|

File offset [0x0 v|

Loading size |0x2000 V|

Additional binary files can be loaded into the database using the
"File, Load file, Addtional binary file” command

0K Cancel

MR EBIC BRSO thumb, #alt+G, ¥ TE & 1B .

ﬂ Segment Register Value X

Value 0x1] w

0K Cancel Help

s sovss B oo oo Rouiasooonss | | | This Fiia nes been generated by The Toteraceive pisassensir (0% |
8000330 Rou prorseiediibencrgiiey ROM:08000000 ; | Copyright (c) 2617 Hex-Rays, <support@hex-rays.com> I
sub_S0003CE. R 080003CE 00000062 00 0M: 68000000 ; | License info: 48-3FBD-7F84-2C |
<ub_8000430 RO 05000430 00000106 00X ROM:@8060000 ; | Jiang Vving, Personal license |
o W G oomono o ;

oy B e ook ;

e Ao e Fon:osabo005 | Input SHAZSS : Ga41OsTF c00B6351114870689%
pporid W G o oot M3 - Corsacaciaersatrotonyotsetacasy

oo B G oomon oo Ghcsz - oracrors

ot Bl oomon Fon:osasoo00

prptoned o G cen ;

sub_800120C ROM 0800120C 00000024 ROM: 08000000 ; File Name : D:\share\ i p\misc_

Format Binary file

sub_800123E. RO 0S00120E 00000004
5 Base Address: @0@oh Range: §009066h - 8602000h Loaded length: 2068h

<ub_8001256 B0 05001256 00000012
<ub_ 5001265 B0 osooizs  0000001E
sub_8001250 Rou 0500125 0000000F Processor ARM
ARM architecture: metaarm

Target assembler: ARM/Thumb Macro Assembler ADS1.2
Byte sex Little endian

ROM: 08000000

ROM: 08000000

RO!M:68060000 ; Segnent type: Pure code

ROM: 08000000 AREA ROM, CODE, READWRITE, ALTGN=
5 ORG 0x38000000

LsLs R, RS, #0x10
Hovs R, #0
Lsts RS, RO, #5
ROY: 08080006 LSRs R, Re, #0x20
Lsts R1, R4, #0xC
ROY: @808000A LsRs R, Re, #0x20
Lsts R3, R4, #0xC
LsRs RO, Re, #0x20
Lsts R7, R4, #0xC
LSRs RO, R, #0x20
Lsts R3, RS, #0xC
LSRS RO, RO, #0x20
LsLs R7, RS, #0xC
LSRS RO, RO, #0x20
Hovs RO, RO
Hovs RO, RO
Hovs RO, RO
Hovs RO, RO
Hovs RO, RO
ROM: 08080026 Hovs R, RO

FERH:

void sub_8eee138()
{
int ve; // re

int v1; // [sp-36h] [bp-36h]

ve = sub_800123E(&v1, 48);
sub_86ee33C(ve);
sub_8000430(1073821696, "Welcome challenger!\r\n");

Tha £Tam Saslwml =iy,

m~ile BAAAASAIAATION1 AL



SUU_oOuguo420l| LY/ 20£L1070, Ine Tldg Lo \TAL J,
sub_8000168(&v1);

sub_8000430(1073821696, &v1);
sub_8000430(1073821696, "\r\n");

while ( 1)

>

T Hflag:

int _ fastcall sub_8e@ee168(_BYTE *al)

_BYTE *v1; // r4
int result; // r@
char v3; // [sp+4h] [bp-34h]

vl = al;
sub_800120C(&v3, "flag{canoecr7-zdSh-lemi-or8m-f8vm2od81lnfk}", 44);
sub_8@e1256(vl, &v3);

vl += 5;

vi[2] -= 13;
vi[1l1] =-= 5;
v1[1l5] -= 44;
vi[3] -= 11;
vi[5] -= 48;

v1i[7] += 43;
v1i[28] += 5@;
vi[31] += 46;

vi[19] -= 13;
vi[2e] -= 66;
vi[1l] += 3;
v1i[29] -= 55;
vi[24] -= 51;
vi[9] -= 23;
vi[25] -= 6;
vi[27] -= 60@;
vi[4] -= 52;
vi[e] -= 14;
vi[3@] -= 52;
vi[22] -= 58;
vi[1l2] -= 48;
vi[16] -= 56;
v1i[34] -= 53;
¥yl -= 48;
vi[14] += 3;
vi[1l7] -= 5;
v1[33] -= 55;
v1[35] -= 56;
vi[le] -= 2;
vi[26] -= 67;
result = (unsigned __ int8)v1[21] - 6;

vi[21] = result;
return result;

flagit &

HER BRI I Epython b H AT — i



flag+=chr(i)

$ python . /exp. py

flagh: flag{3dad13db-cb48-495d-b083-3231d80f1713}

XA R ERFOEE, ZATER AT S RIRED AT SRR, 2ITRE.,
X
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