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% —Bflag

RANBENBRME KR ER, B http.request.method==P0ST , X Fposti)EHE
EERESNSERE LAERNKRD, WSHa4ITHRERTbase64iBYE, THET LA BT T cat M111114g.txtf4r 4, BN
FE—Biflag
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SEE v mE v ORASKAS  (FHE - S =# B
No. Time Source Destination Protocol L
3194 2021-12-15 20:05:27.798486 192.168.26.232 42.193.4.49 HTTP
3198 2021-12-15 20:05:27.921121 42.193.4.49 192.168.26.232 HTTP
3217 2021-12-15 20:05:33.354789 192.168.26.232 42.193.4.49 HTTP
i 3221 2021-12-15 20:05:33.505770 42.193.4.49 192.168.26.232 HTTP
3280 2021-12-15 20:05:58.023804 192.168.26.232 42.193.4.49 HTTP
3282 2021-12-15 20:05:58.094297 42.193.4.49 192.168.26.232 HTTP
3379 2021-12-15 20:06:09.749499 192.168.26.232 42.193.4.49 HTTP
3381 2021-12-15 20:06:09.829743 42.193.4.49 192.168.26.232 HTTP
< >
[Response in frame: 3221]
File Data: 4069 bytes
v HTML Form URL Encoded: application/x-www-form-urlencoded
v Form item: "fdboal9e409768" = "Y4Y2QgIi8i02NhdCBMMTEXMTEXNGcudHh@02VjaG8gW1NdO3B3ZDt1lY2hvIFtFXQ=="
Key: fdb@al9e409768
Value: Y4Y2QgIi8i02NhdCBmMTEXMTEXNGcudHh@02VjaG8gW1NdO3B3ZDt1lY2hvIFtFXQ==
v Form item: "1f17935f70e96" = "Hg"
Key: 1f17935f70e96
Value: Hg
v Form item: "mumuzi" = "@ini_set("display_errors", "@");@set_time_limit(®);function asenc($out){return $out;};function asoutput(){$output=ob_get_cont
Key: mumuzi
Value [truncated]: @ini_set("display_errors"”, "0");@set_time_limit(®@);function asenc($out){return $out;};function asoutput(){$output=ob_get_conter
v Form item: "y@1db4a9b9383b" = "R5L2Ipbi9zaA=="
Key: y@1db4a9b9383b
Value: R5L2Jpbi9zaA== E
< >
00cO 66 64 62 30 61 31 39 65 34 30 39 37 36 38 3d 59 fdboal9e 409768=Y
00do 34 59 32 51 67 49 69 38 69 4f 32 4e 68 64 43 42 4Y2QgIi8 i02NhdCB
00e0  6d 4d 54 45 78 4d 54 45 78 4e 47 63 75 64 48 68 MMTEXMTE XNGcudHh
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https://qgieod1s9b.feishu.cn/docs/doccnC4EpMhSv1Ni6mbL7BQQdBc#

Y2QgligiOZNhdCBMMTEXMTExXNGcudHh0O2VjaG8gWINdO3B3ZDtlY2hvIFtFXQ==

GEREEETE : ©308 OHex BBIBESER : Bl

v XIS :  UTF-8

- BT

cd "/";cat f1l11111l4g.txt;echo [S];pwd;echo [E]

response

+— 3221 2021-12-15
3280 2021-12-15
3282 2021-12-15
3379 2021-12-15
3381 2021-12-15

20:05:33.
20:05:58.
20:05:58.
20:06:09.
20:06:09.

505770
023804
094297
749499
829743

42.193.4.49 192.168.26.232
192.168.26.232 42.193.4.49
42.193.4.49 192.168.26.232
192.168.26.232 42.193.4.49
42.193.4.49 192.168.26.232

HTTP
HTTP
HTTP
HTTP
HTTP

L‘TJDI | @shut

Server: Apache/2.4.29 (Ubuntu)\r\n
> Content-Length: 65\r\n
Connection: close\r\n
Content-Type: text/html; charset=UTF-8\r\n

\r\n

[HTTP response 1/1]
[Time since request: 0.150981000 seconds]
Request in frame: 3217
[Request URI: http://42.193.4.49/a.php]
File Data: 65 bytes
v Line-based text data: text/html (5 lines)
50a026070cDRydDFfeTAwWX31vdV9jcmFjal9tevo3cHd1lYg==\n

[SI\n
/\n

[EI\n
5e35e

50a026070cDRydDFfeTAWX3IvdV9jcmFja19teV93cHdlYg==\n
50202607 03X JLAz t 2 ISR E IR Bl A KT, base il I & 2 % Bk

cDRydDFfeTAWX3IvdV8jcmFja19teV93cHdlYg==
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Iransmission Control Protocol, 5Src Port: 89, DST Port: 58438, 5€q:

1, Ack: 1/13,

Len: 20/

_

Date: Wed, 15 Dec 2021 12:06:35 GMT\r\n
Server: Apache/2.4.29 (Ubuntu)\r\n
Content-Length: 4@\r\n

Connection: close\r\n

Content-Type: text/html; charset=UTF-8\r\n
\r\n

[HTTP response 1/1]

[Time since request: ©.112279000 seconds]
[Request in frame: 3586]

[Request URI: http://42.193.4.49/a.php]
File Data: 4@ bytes

Line-based text data: text/html (1 lines)

68d137cf5flag (varchar(200))\t50449bc3fb5

@de 73 65 74 3d 55 54 46 2d 38 od ©a [eME| 36 38 64

veod 31 33 37 63 66 35 66 6¢C

61 67 20 28 76 61 72 63

ofo 68 61 72 28 32 30 30 29 29 99 35 30 34 34 39 62
106 63 33 66 62 35

set=UTF- 8- -[f68d
137cf5f1 ag (varc
har(200) )-50449b
c3fbs
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No. Time Source Destination Protocol
3589 2021-12-15 20:06:36.497801 42.193.4.49 192.168.26.232 HTTP
3657 2021-12-15 20:06:38.157121 192.168.26.232 42.193.4.49 HTTP
1t 3664 2021-12-15 20:06:38.270374 542.193.4.49 5192.168.26.232 HTTP
| 3688 2021-12-15 20:06:49.717643 192.168.26.232 42.193.4.49 HTTP
! 3694 2021-12-15 20:06:49.874523 42.193.4.49 192.168.26.232 HTTP
! 3706 2021-12-15 20:06:50.514494 192.168.26.232 42.193.4.49 HTTP
! 3708 2021-12-15 20:06:50.671015 42.193.4.49 192.168.26.232 HTTP
i 3732 2021-12-15 20:06:57.703418 192.168.26.232 42.193.4.49 HTTP

Date: Wed, 15 Dec 2021 12:06:37 GMT\r\n
Server: Apache/2.4.29 (Ubuntu)\r\n

> Content-Length: 65\r\n
Connection: close\r\n
Content-Type: text/html; charset=UTF-8\r\n

\r\n

[HTTP response 1/1]
[Time since request: ©.113253000 seconds]
Request in frame: 3657]

[Request URI: http://42.193.4.49/a.php]
File Data: 65 bytes

50211d3a3dflag\t|\t\r\n
bm93X31vdVojYW5fc3VibWlexX2ZsYwey\t | \t\r\n

79f8d7eeb

v Line-based text data: text/html (3 lines)

CHTTP/LI 280 OK\P\n

[@ada 73 65 74 3d 55 54 46 2d

38 0d 0a od 0a ECEEGEEV]

set=UTF- &....[tW
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FB B ED
(M nttp
SEEE v FE v OR#KAS TR v S| =R
No. Time Source Destination Protocol
5720 2021-12-15 20:12:14.501664 42.193.4.49 192.168.26.232 HTTP
5731 2021-12-15 20:12:16.188835 192.168.26.232 42.193.4.49 HTTP
5734 2021-12-15 20:12:17.243955 42.193.4.49 192.168.26.232 HTTP
5778 2021-12-15 20:12:22.676212 192.168.26.232 42.193.4.49 HTTP
5780 2021-12-15 20:12:22.732140 42.193.4.49 192.168.26.232 HTTP
5781 2021-12-15 20:12:22.750974 192.168.26.232 42.193.4.49 HTTP
5799 2021-12-15 20:12:26.387015 42.193.4.49 192.168.26.232 HTTP
5801 2021-12-15 20:12:26.437598 192.168.26.232 42.193.4.49 HTTP
<
v HTML Form URL Encoded: application/x-www-form-urlencoded
v Form item: "log" = "hacker"
Key: log
Value: hacker
v Form item: "pwd" = "password"
Key: pwd
Value: password
v Form item: "wp-submit" = "EFE"
Key: wp-submit
Value: 3
v Form item: "redirect_to" = "http://42.193.4.49/wp-admin/"
Key: redirect_to
Value: http://42.193.4.49/wp-admin/
v Form item: "testcookie" = "1"
Key: testcookie
Value: 1
02co 74 6f 3d 68 74 74 70 25 33 41 25 32 46 25 32 46 to=http% 3A%2F%2F
02d0 34 32 2e 31 39 33 2e 34 2e 34 39 25 32 46 77 70 42.193.4 .49%2Fwp
02e0 2d 61 64 6d 69 6e 25 32 46 26 74 65 73 74 63 6f -admin%2 F&testco
02fo  6f 6b 69 65 3d 31 okie=1 -
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O A hcker O6 P1 + zm

¥8, hacker

& (GER

WordPress 5.82IERIA! EHIFEEH.

NE suE
28 ) | BEH ()
HERE v mA £EPAMH

hacked

e uREE BEEMS B5E
R, S

v FRESXERv | s

hacker FHHE

hacker ESeE

=]

BRTE
2021:12:13

BE®



ZH=Etflag oh_you_got_the part 3, REBEKMHILE

<&

C QA A F=e | 42193.449/indexphp/2021/12/15/hacked/
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2. 85— RBATHHE AR ? (R Ayyyy-mm-dd_hh:mm:ss, FRE S ANELES)

flaght 3% Hctfishow{md5(A1_A2)}, format:ctfshow{lji_2021-12-12_07:13:26}=ctfshow{c3cf135599d338093cbd2b578065be89}
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filescanlE # 48 —L& \Users\ HtAT LAIR B F /' Zjiajia

Jx000000013fdda070 16 OR -r-- \Dev1ce\HarddlskVqume‘I\Users\M\AppData\LocaILow\Mlcrosoft\CryptnetUrICache\MetaData\GOZSC34CC5336C4156C4OF3BOD99B6AB
WNANNNNNNTFAAANN 12 N R__nud \Naviral Harddic\/aliima\ e\ \nanrnia tf

timelinersh ] LAE $calc.exe(tH 5 28 )2 1THY [B] (mftprasertB i AE 2, 1E2MBNE 8] L HD

SAH(F) 4RAB(E) #8=(0) &E&(V) #Bh(H)
1970-01-01 00:00:00 UTC+0000|[USER ASSIST]| C:\Users\JiaJia\Downloads  »
\sysdiag-full-5.0.64.3-2021.12.9.1.exe| Registry: \??\C:\Users\JiaJia
\ntuser.dat /ID: N/A/Count: 0/FocusCount: 2/TimeFocused: 0:00:33.369000
.1970-01-01 00:00:00 UTC+0000|[USER ASSIST]| C:\Users\JiaJia\AppData
\Local\Temp\sha256 fix.exe| Registry: \??\C:\Users\JiaJia\ntuser.dat /ID:
N/A/Count: O/FocusCount: 2/TimeFocused: 0:03:01.540000
2021-12-10 12:21:36 UTC+0000|[USER ASSIST]| Chrome| Registry: \??\C:
\Users\JiaJia\ntuser.dat /ID: N/A/Count: 2/FocusCount: 7/TimeFocused:
0:01:46.659000
'1970-01-01 00:00:00 UTC+0000|[USER ASSIST]| %ProgramFiles%\Huorong
\Sysdiag\bin\HipsMain.exe| Registry: \??\C:\Users\JiaJia\ntuser.dat /ID:
N/A/Count: O/FocusCount: 1/TimeFocused: 0:01:00.514000
2021-12-10 12:15:47,UTC+0000|[USER ASSIST]| %windir%
\system32\[EIDE]| Registry: \?7\C:\Users\JiaJia\ntuser.dat /ID: N/A/Count:
1/FocusCount: 1/TimeFocused: 0:00:07.473000
;45@1970—01—01 00:00:00 UTC+0000|[USER ASSIST]| Microsoft.AutoGenerated.
5244{06982107-DA69-789B-1ED3-28BC7E494632}| Registry: \?7\C:\Users\Jialia
\ntuser.dat /ID: N/A/Count: 0/FocusCount: O/TimeFocused: 0:00:06.787000
2021-12-10 12:18:06 UTC+0000|[USER ASSIST]| C:\Users\JiaJia\Desktop
\tsetup -x64. 3 3 0. exe| Reglstry \??\C \Users\JlaJla\ntuser dat /ID: .

at/

108497, 2715] 100% Windows (CRLF)  UTF-g50! @57

ZRAFH XK\ XUTC+8
JiaJia_2021-12-10_20:15:47

ctfshow{079249e3fc743bc2d0789f224e451ffd}
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2EEFEEMT EEFRT B CHERFE, 7 R IEAE R ?

flag#g =X A ctfshow{md5(A1_A2)} format:ctfshow{12.0.7.14098_JiaJia2233@qq.com}=ctfshow{15e6abc2c9bf12cbd805e72a95e66291}



pslist B & BIM R WA BERE, timelinert® — T 5£H . XA RBAE, KIUEHHKN %R Telegram

A cat time.

2020-03-30
2020-03-30
2021-12-09
2021-12-10
0.500000

2021-12-10
meFocused:
2021-12-10
2021-12-10

txt |grep -i "desktob7

PRI

25 UTC+0000 | [PE HEADER (d11l)]| desktopEvents.dll| Process: vmtoolsd.exe/PID: 2376/PPID: 3044/Process POffset: @x13de9eb0®/DLL Base: ©x7fef42f0000

125 UTC+0000 | [PE DEBUG]| desktopEvents.dll| Process: vmtoolsd.exe/PID: 2376/PPID: 3044/Process POffset: ©x13de9eb@@/DLL Base: ©0x7fef42f0000
:39 UTC+0000|[DLL LOADTIME (d1l)]| desktopEvents.dll| Process: vmtoolsd.exe/PID: 2376/PPID: 3044/Process POffset: @©x13de9eb@@/DLL Base: @x7fef42f0000
106 UTC+0000 | [USER ASSIST]| C:\Users\JiaJia\Desktop\tsetup-x64.3.3.0.exe| Registry: \??\C:\Users\JiaJia\ntuser.dat /ID: N/A/Count: 1/FocusCount: ©/TimeFocused: ©:00:0

148 UTC+0000 | [USER ASSIST]| C:\Users\JiaJia\AppData\Roaming\Telegram Desktop\Telegram.exe| Registry: \??\C:\Users\JiaJia\ntuser.dat /ID: N/A/Count: 1/FocusCount: 1/Ti

12:18:

T

0.936000
12 UTC+0000 | [USER ASSIST]|
48 UTC+0000 | [USER ASSIST]]|

0x000000013fde2620 16
legram.exe

gistry: \??\C:\Users\JiaJlia\ntuser.dat /ID: N/A/Count: 2/FocusCount: 1/TimeFocused: 0:01:29.874000
a\Desktop\Telegram Registry: \??\C:\Users\JiaJlia\ntuser.dat /ID: N/A/Count: 1/FocusCount: ©/TimeFocused: ©:00:00.501000
DN x

@ RW---- \Device\HarddiskVolumel\Users\JiaJia\AppData\Roaming\Telegram Desktop\Te

FER

FEM R e FER EIkRA

%
15BA
443588 Telegram Desktop
R
MAHRRA 3.3.0.0

FEERE bR Telegram Desktop

FEERhRA 3.3.0.0
Copyright (C) 2014-2021

s
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N
& HHE 2022/1/2 15:56
HiE(EE)
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pslista] LAE lfirefox, il f& Firefox & Fifi BB f

oxfffffa80057b2890 wmpnetwk.exe
oxfffffaB8oes58ae060 svchost.exe
oxfffffagees7b1060 svchost.exe
exfffffagee4e57boe SogouCloud.exe
oxfffffag8eedccobed HipsTray.exe
oxfffffa8ee5e299a0 svchost.exe
exfffffageesfoeeep firefox.
oxfffffa8oec07e06p firefox.
oxfffffa8oeco3ebep firefox.
oxfffffageecleleep firefox.

2021-12-09
2021-12-09
2021-12-09
2021-12-09
2021-12-09
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10
2021-12-10

UTC+00060
UTC+0000
UTC+0000
UTC+00060
UTC+00060
UTC+0060
UTC+00060
UTC+00060
UTC+o060
UTC+0000
UTC+0000
UTC+00060
UTC+o000
UTC+0000
UTC+0000
UTC+00060
UTC+0000
UTC+00060
UTC+0000
UTC+0000
UTC+00060
UTC+o000
UTC+00060
UTC+o0060

oxfffffa8ee6183bep firefox.
exfffffageesff7589 firefox.

firefox.
firefox.

Z 'Fir'e'Fox.
exfffffag8eesb8ebese
oxfffffa8oe4891060 usysdlag exe
oxfffffa80e4891790 HipsTray.exe
oxfffffa8eo05cle6do HipsTray.exe
exfffffag8ees328boe audiodg.exe
exfffffag8eesd47e60 SearchProtocol
oxfffffag8ees3eebo® SearchFilterHo
oxfffffa8ee646bs8fe DumpIt.exe
oxfffffa8ees5f569b@ conhost.exe

2021-12-10 12:26:16 UTC+0000
2021-12-10 12:26:15 UTC+0000

PROOORROORRRLPRRERPRRPEPORRLR OO
OO0 OOOOHFOOODONOCROOOHR R OO®

R S Hiformhistory.sqlite , BH R H#

H 358 B 5 formhistory.sqlite i€ 3% /R Firefoxd RIEM R 5, LU AR S 24 P v EH B i iR

= LD BrOWSET TOr SULITE - UI\TOOINGZ\VOIaU Ty \VoIaTlITy £.0_WINo4 Standaalone\nie.NONe.UXImTasuua4y4-u | U.TOrMNIStory.sqiite.vaco
LEE) #EEGE) AR (V) TR HEE

o3 2R HdiE R (V) SHTTTHUEE(0) S AEM W) EEEX(R) 1T LFE (P) B{RAF T (V) @ PHn s F

Humpgsitn g iEAGE BT saL
%2 (T) ;| =l moz_formhistory v &8 i % =N & 5 A & 4 |\ G5 it i |

id fieldname value timesUsed firstUsed lastUsed euid

= [y i g ity e i [iag |
1 1 searchhar—history sougouliulangi 1 1639055355204000 1639055355204000 8ZoChhdAQ1la8DmyD
2 2 searchbar—history chrome 1 1639055449429000 1639055449429000 YCegNk7noSOWCn3Cu
3 3 searchbar-history 163 HEfE 1 1639138801009000 1639138801009000 ACalVsWOR1e9USHR
4 4 searchbar—history baidu 1 1639138878148000 1639138878148000 es0 jhuGbR3qgbNbv

CSDN @shuF

{HRE Twp, s&screenshot...

p3@p3-virtual-machine:~/lmg/volatility-master$ python vol.py -f "/home/p3/Jialia_Co.raw" --profile=Win7SP1x64 scre
enshot -D ./2

Volatlllty Foundatlon Volatlllty Framework 2 6 1

AFTEAREBHR, BN LR ALAG 163004, S48 163.com

22492853776@163.com

717 H R

rget="_blank"
H19H&nbsp; </span>

8 a2492853776@163 com HE .T%’, =
=//mail. 1 63.:om/contacts/call‘do?uid—52492853776@163 com&sid= CBAyfhoNumGbF’sKrirNNYSiJWBaSRWZc&from=webmai|&cmd=newapi getCor

26 ' 1ac e  #26 * 2 a2492853776@163.com HEIEE B BT S RIS+ EREBYR
»an id="msgboxAccountName" title="a2492853776@163.com" ></span></d|v></d|v></d|v></body></htm|>
<span>a2492853776@163.com</span> <u class="hdsug-store-del " title="1EAFEIEER B, &#13:87 AL
<span>a2492853776@163.com</span> <u class="bdsug-store-del " title="{IE A S EIHER V_ET T, &#13; TTEJ:
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2021/12/14 22:14:00.570 6848 7560 11 Logger started.
2021/12/14 22:14:00.585 6848 7560 11 CustomConfigurationUpdaterimplWin::ReadInitialConfigurationld: Loading from machine
2021/12/14 22:14:00.672 6848 756011 Service install: Param:™-install’
2021/12/14 22:14:00.858 6848 7560 11+ GetSimpleDisplayCertNameFromFile: Found cert name: 'TeamViewer Germany GmbH'.
2021/12/14 22:14:00.858 6848 7560 11+ VerifyTeamViewerCertificate: File for loading certificate is C:\Program Files\TeamViewer\TeamViewer Service.ex¢
2021/12/14 22:14:00.912 6848 7560 11+ VerifyTeamViewerCertificate: SHA256 code path.
2021/12/14 22:14:00.912 6848 7560 11+ SHA256 certificate check.
2021/12/14 22:14:00.912 6848 7560 11+ VerifyCertHash(): Certificate check succeded.
2021/12/14 22:14:00.912 6848 7560 11+ ServiceConfiguration: Creating service
2021/12/14 22:14:00.927 6848 7560 11 Service TeamViewer at "C:\Program Files\TeamViewer\TeamViewer _Service.exe" installed
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